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Abstra
tThis paper dis
usses a se
urity pattern for input validation in web appli
a-tions. A template des
ription fa
ilitates understanding of the important 
on-
epts, and allows developers with a se
urity ba
kground to qui
kly adapt thepattern in their own 
ontext.1 Introdu
tionE-
ommer
e has be
ome a major fa
tor in the marketpla
e. In Norway, the per-
entage of total turnover from E-
ommer
e grew from 2.2% in 2002 to 3.9% in 2005[1℄. This rapid growth has fueled a need for new software for selling goods andservi
es over the Internet. In 
reating su
h systems, se
urity aspe
ts have been setaside in favor of time-to-market 
on
erns and new appli
ation fun
tionality. As a
onsequen
e, massive quantities of sensitive information lie inadequately prote
tedon the Web.Enter the villain. The Internet is a 
andy store for 
omputer literate 
riminals.Sna
ks are readily available in form of 
redit 
ard numbers, 
lassi�ed 
orporate data,and sensitive medi
al information. A long-time favorite target among ha
kers is theweb-based shopping 
art. Many developers use hidden �elds to store and 
amou�agedata from users, and fail to realize that the information 
an be easily manipulated.Through su
h tampering atta
ks, atta
kers 
an di
tate their own pri
es in the webstore, and hen
e pur
hase goods at extreme dis
ounts. This vulnerability was re-ported in publi
 no later than February 2000 [2℄, but software developers 
ontinueto release appli
ations that are wide open to su
h atta
ks [3℄.Software se
urity is not a new resear
h area. Saltzer and S
hroeder's pioneer-ing work �The prote
tion of information in 
omputer systems� [4℄, des
ribes basi
prin
iples that remain true even today. More re
ently, mu
h e�ort has gone intodes
ribing how atta
kers break software. In terms of building se
ure software, bestpra
ti
e guidelines have dominated the se
urity literature. Patterns have be
ome apopular way of sharing stru
tured knowledge and experien
e from su

essful proje
tsin traditional software engineering. A similar approa
h looks promising for distrib-uting software se
urity knowledge. The �rst paper in this dire
tion was written byYoder and Bar
alow [5℄ in 1997.



Input handling is the pro
ess of 
he
king data supplied by others against a setof prede�ned rules. The Open Web Appli
ation Se
urity Proje
t (OWASP) [6℄ hasde�ned 3 
ategories of input handling:Integrity 
he
ks, ensure that data has not been tampered with.Validation, a set of rules that make sure that data is of a 
ertain type, has 
or-re
t syntax, is within spe
i�ed length boundaries, or 
ontains only permitted
hara
ters.Business rules, 
he
ks that enfor
e ba
k-end business logi
, su
h as disallowingdue dates already passed in an online banking appli
ation when paying bills.The Input Validator pattern des
ribed in this paper addresses validation and busi-ness rules. It should be noted that spe
ialized atta
ks su
h as SQL inje
tion and
ross-site s
ripting 
an be dealt with more e�e
tively through prepared statementsand HTML en
oding, respe
tively [7℄. It is possible to design a �lter to look formeta
hara
ter atta
ks, but identifying valid input (positive validation) is 
onsideredbetter than looking for data that 
an do you harm. Choosing the latter strategy ismore 
ostly in terms of maintenan
e, where you have to be 
onstantly up-to-datewith new threats, while the former option 
an provide prote
tion against some ofthe atta
ks to 
ome.Unvalidated input is number one on OWASP's top ten list over web appli
ationvulnerabilities [8℄. The rest of the paper presents a se
urity pattern for inputvalidation. We follow the template used in [9, p. 9℄, whi
h is the de fa
to standardfor writing se
urity patterns.2 Input ValidatorA number of atta
ks on web appli
ations target the appli
ation proto
ol throughwhi
h vendors 
ondu
t business. Firewall te
hnology and a Prote
tion ReverseProxy [9, p. 457℄ 
an enfor
e a

ess 
ontrol rules, but usually do not stop exploitsembedded in message 
ontent. The ba
k-end server(s) needs an Input Validatorto validate data sent from the 
lient.ExampleAn Internet banking provider has re
ently been plagued by a series of ha
ker at-ta
ks. It started a few weeks ba
k when about a dozen of the bank's 
lients �ledreports demanding to know why their a

ounts had been 
leared out. In the inves-tigation that followed another problem was dis
overed: a fair quantity of bills paidby 
ustomers 
ontained negative amounts. Fortunately, the bank invested heavilyin a highly praised logging system a few months ba
k, so sorting out the detailsshould not be a problem. Se
tion 2 des
ribes how the bank improved their system'sse
urity.



ContextThe input validator pattern applies to servi
es o�ered through a 
lient-server model
ommuni
ating over HTTP. The goal is to validate input from the 
lient. Inputvalidation does not make network se
urity solutions obsolete. It is a supplemen-tary defense me
hanism that helps to se
ure the environment in whi
h the systemruns. Any so-
alled 
lient-side validation 
he
ks are worthless from a se
urity stand-point. They serve the following three purposes: a) Enhan
e user experien
e throughinstant feedba
k on non-
onforming input, b) 
onserve network bandwidth by re-du
ing requests to the server, and 
) save pro
essing resour
es on the server. Theterm 
lient-side validation is misleading, as none of the bene�ts mentioned aboveare related to se
urity.ProblemMany software systems fail to inspe
t and �lter untrustworthy input. Through 
lev-erly 
rafted input hidden in message 
ontent, atta
kers 
an alter the program logi
and possibly exploit implementation weaknesses for e
onomi
 gain. The pertinentquestion to ask is �How 
an one defend 
lient-server appli
ations against atta
kshidden in the message 
ontent?�For
esThe input validation solution must resolve the following for
es:
• Extensive examination of input means more 
omputational overhead. Devel-opers should strive to make input validation as non-intrusive as possible. Thisis espe
ially so in data-intensive systems, where delays that are a

eptable insmaller appli
ations, get 
ompounded and render the system useless.
• The 
onstant tug of war between software developers and mali
ious ha
kershas repeatedly shown how a dedi
ated atta
ker 
ommunity dis
overs new waysof exploiting software. Systems should be designed with this ongoing battle inmind and in
orporate �exible solutions that 
an be easily extended, if ne
es-sary, to 
ounter future threats.
• Usability is a key fa
tor for se
urity 
onstru
ts to prevail. Systems that are
omplex and di�
ult to operate 
ause maintainers and users to do mistakesthat jeopardize se
urity.SolutionPerform synta
ti
al and semanti
al validation of all input that is to be pro
essed onthe server. These 2 
ategories of validation are termed �validation� and �businessrules� by OWASP. This pro
ess entails 
onstru
ting appropriate validation rules forea
h sour
e of input.



Target Object Rule

Validator

Target Method

produces

enforces

Validation Summary

*

validates

uses

*depends on

Figure 1: Content validation entitiesStru
tureFig. 1 shows the 
lass diagram for this pattern. The primary entities areTarget Obje
t, whi
h is the target for the validation pro
ess, 
omprising proper-ties subje
t to inspe
tion.Target Method, whi
h exposes an obje
t property.Rule, whi
h de�nes 
onstraints for the exposed obje
t properties.Validator, whi
h 
ontrols the validation pro
ess, validating the exposed propertiesof an obje
t against sets of rules and reporting any rule violations.Validation Summary, whi
h provides a summary of all rule violations.Dynami
sThe workings of an Input Validator 
an be explained in terms of an airportse
urity 
he
kpoint. Fig. 2 shows a typi
al setup, where travelers must pass ametal dete
tor frame, and 
arry-on items are inspe
ted in an X-ray ma
hine. Inthis 
ontext, the primary entities 
an be interpreted as follows: The Validator isthe airport se
urity personnel and equipment; Target Obje
ts are represented byairline passengers; Target Methods 
orrespond to individual inspe
tion targets, su
has brief
ases, 
ameras, or laptops; Rules express whi
h items should be disallowed,typi
al examples in
lude knives, guns, and 
an openers; Validation Summarieswould be in
ident reports produ
ed by the airport se
urity personnel in the eventof rule violations.Consider the sequen
e of steps exe
uted when a passenger shows up at the se-
urity 
he
kpoint. First, the 
ommuter must show a passport and valid travel do
-uments to prove that he or her has pur
hased a servi
e from one of the airlines



Figure 2: Passenger inspe
tion at an airport se
urity 
he
kpointinside the se
urity boundary. This is a pre
ondition for input validation, and 
an bethought of as a �rewall me
hanism. Next, the se
urity o�
ials examine the travelerfor illegal items, in a

ordan
e with a prede�ned list of disallowed obje
ts. Thepassenger walks through a metal dete
tor, while 
lothes, luggage, and other a

es-sories are inspe
ted with X-rays. If the airport se
urity personnel �nds it ne
essary,additional measures su
h as bomb-sni�ng dogs and full body sear
hes may be used.Travelers that do not 
arry prohibited items 
an 
ontinue their journey, while per-petrators are guided away from the se
urity 
he
kpoint and fa
e further inquiries.Personnel at the 
he
kpoint report o�enses to other institutions, su
h as the poli
e.Likewise, the Input Validator generates a Validation Summary, whi
h in turnis handled by the appli
ation.The pro
ess of expli
itly spe
ifying illegal items is more 
ommonly referred toas bla
klisting. This is a useful te
hnique when you have a 
omplete overview of thepotential enemies of your system.ImplementationFig. 3 shows an example implementation of the Input Validator using �rewalls[9, p. 403℄ and an Integration Reverse Proxy [9, p. 465℄. To implement thispattern, the following tasks should be performed1. Identify all potentially vulnerable subsystems. Developers must single out
omponents where message 
ontent will be pro
essed. In Fig. 3, the sto
kappli
ation and the a

ount manager 
an be exploited.
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Internet Application ZoneDemilitarized Zone (DMZ)Figure 3: Example 
ontent validator ar
hite
ture2. Determine the entire set of 
lient input sour
es and de�ne what is to be 
on-sidered valid input. We re
ommend using a whitelist approa
h [7, p. 71℄ tospe
ify the format of valid input, also known as positive validation. All datanot 
onforming to the format should be dis
arded.3. Con�gure target obje
ts and methods for the validators using the set of 
lientinput sour
es. Constru
t rules from the valid input de�nitions from the pre-vious step, and map these rules to the 
orresponding target methods.4. Deploy the validators. As shown in Fig. 3, validators should be integrated intoevery potentially vulnerable web appli
 ation.The input validator pattern should be 
ombined with an a

ounting me
hanismwhi
h 
an 
apture and store information about rule violations, and enable a re-viewer to identify the involved parti
ipants and re
onstru
t the events that led tothe violations. Se
urity A

ounting Requirements [9, p. 360℄ 
an help insele
ting an appropriate a

ounting me
hanism.With a fo
us on fun
tionality and user experien
e, many web appli
ation devel-opers try to s
rub 
ontent on behalf of the 
lient. If violations are reported duringvalidation of a newly re
eived request, programming logi
 tries to alter the inputwith the goal of making it valid. Often, this s
rubbing logi
 is 
omplex and mayin
ur signi�
ant pro
essing overhead. A better alternative is to use the logs to eval-uate the validation rules, and de
ide if the rules should be altered to 
over a largerset of input.Example ResolvedThe Internet bank mentioned in Se
tion 2 was able to determine the 
ause of theanomalies by inspe
ting the server logs. The emptying of 
lient a

ounts was 
ausedby a brute-for
e atta
k laun
hed against the bank's authenti
ation me
hanism. Dur-ing the analysis it also be
ame 
lear that the system la
ked validation of businessrules.To re
tify the situation the bank integrated an input validator into their webappli
ation. The following steps were taken:



1. The authenti
ation me
hanism was improved by in
reasing the password from4 digits to 6 
hara
ters, with the minumum requirements of one lower 
aseletter, one upper 
ase letter, and one digit. All 
ustomers were for
ed to
hange their passwords using a web form presented at their next log in. Thefollowing regular expression rule was 
reated to enfor
e that new passwordsadhered to the new poli
y:^(?=.*?[a-z℄)(?=.*?[A-Z℄)(?=.*?\d)\S{6}$2. A number of business rules were developed to enfor
e business logi
 whenpaying bills. For instan
e, a rule only allowing numbers greater than zero wasspe
i�ed for the amount �eld. To prevent 
ustomers from entering due datesin the past, the following rules were added:(a) A regular expression rule de�ning dd.mm.yyyy as the valid date format:^\d{2}\.\d{2}\.\d{4}$(b) A rule for 
he
king that the due date is the 
urrent date or in the futureKnown UsesA number of worked solutions for input validation existCommons Validator [10℄ is an open-sour
e validation 
omponent whi
h origi-nated from the Apa
he Struts framework. Target obje
ts are JavaBeans. Rulesare named validator a
tions and are individual stati
 boolean methods in Javaobje
ts. The 
omponent enables developers to 
on�gure target methods andrules in 
on�guration �les.Stinger [11℄ is an HTTP Request Validation Engine used in a J2EE environment.The HTTP request is the target obje
t. The engine supports regular expressionrules and rules for missing or extra parts in HTTP requests. Developers 
anspe
ify the rules using the Se
urity Validation Des
ription Language, whi
h istailored to map the target methods in HTTP requests..NET Validation Server Controls [12℄ are part of Web Forms in the .NET frame-work, and enable developers to perform input validation on 
lient input inweb appli
ations. The target obje
ts are the input server 
ontrols, and theframework provides prede�ned rules su
h as required �eld, ranges, and regularexpressions. The validation 
ontrols are spe
i�ed as part of the presentationlogi
.Consequen
esThe following bene�ts 
an be expe
ted from applying this pattern:
• Input validation 
an prevent atta
ks embedded in message 
ontent.



• Whitelisting wards o� new unknown atta
ks that fall outside the format di
-tated by the validators.
• The me
hanism enables a

ounting of atta
ks by 
apturing rule violations.The information 
an later be used to re
onstru
t attempted se
urity break-ins.
• The input validator provides a 
entralized and manageable me
hanism forinput validation.
• The same validation rule 
an be applied to multiple target methods. Inputsour
es that share the same 
hara
teristi
s should reuse the same validationlogi
.The following potential liabilities 
an arise from applying this pattern:
• A 
lient request will 
arry additional 
omputing overhead, 
ausing delayedserver response. The addition of validation logi
 also 
auses the server torea
h its pro
essing limits sooner.
• The added 
omponents introdu
e new points of failure. Potential bugs 
anmake the appli
ation unavailable.
• The new layer of se
urity in
reases system 
omplexity, whi
h in turn 
an entaila higher maintenan
e 
ost.See AlsoClient Input Filters [13℄ dis
usses the input validation problem in a web 
ontext.It points out the inadequa
y of 
lient-side 
he
ks, and argues that the same 
he
ksmust be 
arried out on the server-side as well. The pattern fo
uses on best pra
ti
esand issues in implementing web appli
ations.Inter
epting Validator [14℄ is a J2EE pattern for validating 
lient input.It is not tied to business logi
, and attempts to �lter out known atta
ks early inthe request-handling pro
ess. In 
ontrast with the Input Validator, the authorsre
ommend using the Inter
epting Validator to also prote
t against inje
tionatta
ks.Useful patterns that 
an be bene�
ial in 
onjun
tion with the Input Validatorpattern in
lude a

ounting, �rewall, and patterns for se
ure Internet appli
ations[9℄.A
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