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Abstract

This p ap er discusses a se curity p attern for input validation in web applic a-

tions. A template description facilitates understanding of the imp ortant c on-

c epts, and al lows develop e rs with a se curity b ackgr o u nd to quickly adapt the

p attern in their own c ontext.

1 In tro duction

E-commerce has b ecome a ma jor factor in the mark etplace. In Norw a y , the p er-

cen tage of total turno v er from E-commerce grew from 2.2% in 2002 to 3.9% in 2005

[1 ]. This rapid gro wth has fueled a need for new soft w are for selling go o ds and

services o v er the In ternet. In creating suc h systems, securit y asp ects ha v e b een set

aside in fa v or of time-to - m a r k et concerns and new applicati o n functionali t y . As a

conseque n c e , massiv e quan tities of sensitiv e informa t i o n lie inadequately protected

on the W eb.

En ter the vill a i n. The In ternet is a candy store for computer literate crimi nal s.

Snac ks are readily a v ailabl e in form of credit card n um b ers, classi�ed corp orate data,

and sensitiv e medical informa t i o n. A long-ti m e fa v orite target among hac k ers is the

w eb-based shopping cart. Man y dev elop ers use hidden �elds to store and camou�age

data from users, and fail to realize that the informa t i o n can b e easily manipul a t ed.

Through suc h tamp ering attac ks, attac k ers can dictate their o wn prices in the w eb

store, and hence purc hase go o ds at extreme discoun ts. This vulnerabili t y w as re-

p orted in public no later than F ebruary 2000 [2 ], but soft w are dev elop ers con tin ue

to release applicati o ns that are wide op en to suc h attac ks [3 ].

Soft w are securit y is not a new researc h area. Saltzer and Sc hro eder's pioneer-

ing w ork �The protection of informa t i o n in computer systems� [4 ], describ es basic

principles that remain true ev en to da y . More recen tly , m uc h e�ort has gone in to

describing ho w attac k ers break soft w are. In terms of buildi ng secure soft w are, b est

practice guideli nes ha v e dominated the securit y literature. P atterns ha v e b ecome a

p opular w a y of sharing structured kno wledge and exp erience from succes s ful pro jects

in traditi o nal soft w are engineering. A simi l a r approac h lo oks promisi ng for distrib-

uting soft w are securit y kno wledge. The �rst pap er in this direction w as written b y

Y o der and Barcalo w [5 ] in 1997.



Input handling is the pro cess of c hec king data supplied b y others against a set

of prede�ned rules. The Op en W eb Applicati o n Securit y Pro ject (O W ASP) [6 ] has

de�ned 3 categories of input handling:

In tegrit y c hec ks, ensure that data has not b een tamp ered with.

V alidati on, a set of rules that mak e sure that data is of a certain t yp e, has cor-

rect syn tax, is within sp eci�ed length b oundaries, or con tains only p ermitted

c haracters.

Business rules, c hec ks that enforce bac k-end business logi c, suc h as disall o wi ng

due dates already passed in an online banking applicati o n when pa ying bill s.

The Input V alidat o r pattern describ ed in this pap er addresses validation and busi-

ness rules . It should b e noted that sp ecialized attac ks suc h as SQL injection and

cross-site scripting can b e dealt with more e�ectiv ely through prepared statemen ts

and HTML enco ding, resp ectiv ely [7 ]. It is p ossible to design a �lter to lo ok for

metac haracter attac ks, but iden tifying v alid input (p ositiv e v alidati o n) is considered

b etter than lo oking for data that can do y ou harm. Cho osing the latter strategy is

more costly in terms of main tenance, where y ou ha v e to b e constan tly up-to-date

with new threats, while the former option can pro vide protection against some of

the attac ks to come.

Un v alidated input is n um b er one on O W ASP's top ten list o v er w eb applicati o n

vulnerabili t i es [8 ]. The rest of the pap er presen ts a securit y pattern for input

v alidati o n. W e foll o w the template used in [9 , p. 9], whic h is the de facto standard

for writing securit y patterns.

2 Input V ali da t o r

A n um b er of attac ks on w eb applicati o ns target the applicati o n proto col through

whic h v endors conduct business. Firew all tec hnology and a Pr otection Reverse

Pr o xy [9 , p. 457] can enforce access con trol rules, but usually do not stop exploits

em b edded in message con ten t. The bac k-end serv er(s) needs an Input V alid a tor

to v alidate data sen t from the clien t.

Example

An In ternet banking pro vider has recen tly b een plagued b y a series of hac k er at-

tac ks. It started a few w eeks bac k when ab out a dozen of the bank's clien ts �led

rep orts demanding to kno w wh y their accoun ts had b een cleared out. In the in v es-

tigati o n that foll o w ed another problem w as disco v ered: a fair quan tit y of bill s paid

b y customers con tained negativ e amoun ts. F ortunately , the bank in v ested hea vily

in a highly praised loggi ng system a few mon ths bac k, so sorting out the details

should not b e a problem. Section 2 describ es ho w the bank impro v ed their system's

securit y .



Con text

The input v alidator pattern applies to services o�ered through a clien t-serv er mo del

comm unicati ng o v er HTTP . The goal is to v alidate input from the clien t. Input

v alidati o n do es not mak e net w ork securit y solutions obsolete. It is a supplemen-

tary defense mec hanism that helps to secure the en vironmen t in whic h the system

runs. An y so-called clien t-side v alidati o n c hec ks are w orthless from a securit y stand-

p oin t. They serv e the foll o wi ng three purp oses: a) Enhance user exp erience through

instan t feedbac k on non-conformi ng input, b) conserv e net w ork bandwidth b y re-

ducing requests to the serv er, and c) sa v e pro cessing resources on the serv er. The

term clien t-side v alidati o n is misl eadi ng, as none of the b ene�ts men tioned ab o v e

are related to securit y .

Problem

Man y soft w are systems fail to insp ect and �lter un trust w orth y input. Through clev-

erly crafted input hidden in message con ten t, attac k ers can alter the program logi c

and p ossibly exploit impl em en tati o n w eaknes s e s for economic gain. The p ertinen t

question to ask is �Ho w can one defend clien t-serv er applicati o ns against attac ks

hidden in the message con ten t?�

F orces

The input v alidati o n solution m ust resolv e the foll o wi ng forces:

� Extensiv e examinati o n of input means more computational o v erhead. Dev el-

op ers should striv e to mak e input v alidati o n as non-in trusiv e as p ossible. This

is esp ecially so in data-in tensiv e systems, where dela ys that are acceptable in

small er applicati o ns, get comp ounded and render the system useless.

� The constan t tug of w ar b et w een soft w are dev elop ers and mali ci o us hac k ers

has rep eatedly sho wn ho w a dedicated attac k er comm unit y disco v ers new w a ys

of exploiting soft w are. Systems should b e designed with this ongoing battle in

mind and incorp orate �exible solutions that can b e easily extended , if neces-

sary , to coun ter future threats.

� Usabili t y is a k ey factor for securit y constructs to prev ail. Systems that are

complex and di�cult to op erate cause main tai ners and users to do mistak es

that jeopardize securit y .

Solution

P erform syn tactical and seman tical v alidati o n of all input that is to b e pro cessed on

the serv er. These 2 categories of v alidati o n are termed �v alida t i o n� and �business

rules� b y O W ASP . This pro cess en tails constructing appropriate v alidati o n rules for

eac h source of input.
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Figure 1: Con ten t v alidati o n en tities

Structure

Fig. 1 sho ws the class diagram for this pattern. The primary en tities are

Target Object, whic h is the target for the v alidati o n pro cess, comprising prop er-

ties sub ject to insp ection.

Target Method, whic h exp oses an ob ject prop ert y .

Rule, whic h de�nes constrain ts for the exp osed ob ject prop erties.

Validato r , whic h con trols the v alidati o n pro cess, v alidati ng the exp osed prop erties

of an ob ject against sets of rules and rep orting an y rule violati o ns.

Validati o n Summary, whic h pro vides a summary of all rule violati o ns.

Dynamics

The w orkings of an Input V alid a tor can b e explained in terms of an airp ort

securit y c hec kp oin t. Fig. 2 sho ws a t ypical setup, where tra v elers m ust pass a

metal detector frame, and carry-on items are insp ected in an X-ra y mac hine. In

this con text, the primary en tities can b e in terpreted as foll o ws: The Validato r is

the airp ort securit y p ersonnel and equipmen t; Target Object s are represen ted b y

airl i ne passengers; Target Method s corresp ond to individual insp ection targets, suc h

as briefcases, cameras, or laptops; Rule s express whic h items should b e disall o w ed,

t ypical examples include kniv es, guns, and can op eners; Validati o n Summarie s

w ould b e inciden t rep orts pro duced b y the airp ort securit y p ersonnel in the ev en t

of rule violati o ns.

Consider the sequen c e of steps execute d when a passenger sho ws up at the se-

curit y c hec kp oin t. First, the comm uter m ust sho w a passp ort and v alid tra v el do c-

umen ts to pro v e that he or her has purc hased a service from one of the airl i nes



Figure 2: P assenger insp ection at an airp ort securit y c hec kp oin t

inside the securit y b oundary . This is a precondition for input v alidati o n, and can b e

though t of as a �rew all mec hanism. Next, the securit y o�cials examine the tra v eler

for ill egal items, in accordance with a prede�ned list of disall o w ed ob jects. The

passenger w alks through a metal detector, while clothes, luggage, and other acces-

sories are insp ected with X-ra ys. If the airp ort securit y p ersonnel �nds it necess ary ,

additional measures suc h as b om b-sni�ng dogs and full b o dy searc hes ma y b e used.

T ra v elers that do not carry prohibited items can con tin ue their journey , while p er-

p etrators are guided a w a y from the securit y c hec kp oin t and face further inquiries.

P ersonnel at the c hec kp oin t rep ort o�enses to other instituti o ns, suc h as the p olice.

Lik ewise, the Input V alid a tor generates a Validati o n Summary , whic h in turn

is handled b y the applicati o n.

The pro cess of explicitl y sp ecifying ill ega l items is more commonl y referred to

as blacklisting . This is a useful tec hnique when y ou ha v e a complete o v erview of the

p oten tial enemies of y our system.

Implemen tation

Fig. 3 sho ws an example impl em en tati o n of the Input V alid a tor using �rew alls

[9 , p. 403] and an Integra t ion Reverse Pr o xy [9 , p. 465]. T o impl em en t this

pattern, the foll o wi ng tasks should b e p erformed

1. Iden tify all p oten tiall y vulnerable subsys te ms. Dev elop ers m ust single out

comp onen ts where message con ten t will b e pro cessed . In Fig. 3, the sto c k

applicati o n and the accoun t manager can b e exploited.
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Figure 3: Example con ten t v alidator arc hitecture

2. Determine the en tire set of clien t input sources and de�ne what is to b e con-

sidered v alid input. W e recommend using a whitelist approac h [7 , p. 71] to

sp ecify the format of v alid input, also kno wn as p ositive validation . All data

not conforming to the format should b e discarded.

3. Con�gure target ob jects and metho ds for the v alidators using the set of clien t

input sources. Construct rules from the v alid input de�nitions from the pre-

vious step, and map these rules to the corresp onding target metho ds.

4. Deplo y the v alidators. As sho wn in Fig. 3, v alidators should b e in tegrated in to

ev ery p oten tiall y vulnerable w eb applic ation.

The input v alidator pattern should b e com bined with an accoun ting mec hanism

whic h can capture and store informa t i o n ab out rule violati o ns, and enable a re-

view er to iden tify the in v olv ed participan ts and reconstruct the ev en ts that led to

the violati o ns. Security A ccounting Requirements [9 , p. 360] can help in

selecting an appropriate accoun ting mec hanism.

With a fo cus on functionali t y and user exp erience, man y w eb applicati o n dev el-

op ers try to scrub con ten t on b ehalf of the clien t. If violati o ns are rep orted during

v alidati o n of a newly receiv ed request, programm i ng logi c tries to alter the input

with the goal of making it v alid. Often, this scrubbing logi c is complex and ma y

incur signi�can t pro cessing o v erhead. A b etter alternativ e is to use the logs to ev al-

uate the v alidati o n rules, and decide if the rules should b e altered to co v er a larger

set of input.

Example Resolv ed

The In ternet bank men tioned in Section 2 w as able to determine the cause of the

anomali es b y insp ecting the serv er logs. The empt ying of clien t accoun ts w as caused

b y a brute-force attac k launc hed against the bank's authen tication mec hanism. Dur-

ing the analysis it also b ecame clear that the system lac k ed v alidati o n of business

rules.

T o rectify the situation the bank in tegrated an input v alidator in to their w eb

applicati o n. The foll o wi ng steps w ere tak en:



1. The authen tication mec hanism w as impro v ed b y increasing the passw ord from

4 digits to 6 c haracters, with the min um um requiremen ts of one lo w er case

letter, one upp er case letter, and one digit. All customers w ere forced to

c hange their passw ords using a w eb form presen ted at their next log in. The

foll o wi ng regular express ion rule w as created to enforce that new passw ords

adhered to the new p olicy:

^(?=.*?[ a - z ] ) ( ? = . * ? [ A - Z ] ) ( ? = . * ? \ d ) \ S { 6 } $

2. A n um b er of business rules w ere dev elop ed to enforce business logi c when

pa ying bill s. F or instance, a rule only allo wi ng n um b ers greater than zero w as

sp eci�ed for the amoun t �eld. T o prev en t customers from en tering due dates

in the past, the foll o wi ng rules w ere added:

(a) A regular express ion rule de�ning dd.mm.yy y y as the v alid date format:

^\d{2}\. \ d { 2 } \ . \ d { 4 } $

(b) A rule for c hec king that the due date is the curren t date or in the future

Kno wn Uses

A n um b er of w ork ed solutions for input v alidati o n exist

Commons V alidator [10 ] is an op en-source v alidati o n comp onen t whic h origi -

nated from the Apac he Struts framew ork. T arget ob jects are Ja v aBeans. Rules

are named validator actions and are individual static b o olean metho ds in Ja v a

ob jects. The comp onen t enables dev elop ers to con�gure target metho ds and

rules in con�guration �les.

Stinger [11 ] is an HTTP Request V alidat i o n Engine used in a J2EE en vironmen t.

The HTTP request is the target ob ject. The engine supp orts regular express ion

rules and rules for missing or extra parts in HTTP requests . Dev elop ers can

sp ecify the rules using the Securit y V alidat i o n Description Language, whic h is

tail o r ed to map the target metho ds in HTTP requests .

.NET V alidati on Serv er Con trols [12 ] are part of W eb F orms in the .NET frame-

w ork, and enable dev elop ers to p erform input v alidati o n on clien t input in

w eb applicati o ns. The target ob jects are the input serv er con trols, and the

framew ork pro vides prede�ned rules suc h as required �eld, ranges, and regular

express ions. The v alidati o n con trols are sp eci�ed as part of the presen tation

logi c.

Consequences

The foll o wi ng b ene�ts can b e exp ecte d from applying this pattern:

� Input v alidati o n can prev en t attac ks em b edded in message con ten t.



� Whitelisti ng w ards o� new unkno wn attac ks that fall outside the format dic-

tated b y the v alidators.

� The mec hanism enables accoun ting of attac ks b y capturing rule violati o ns.

The informa t i o n can later b e used to reconstruct attempted securit y break-

ins.

� The input v alidator pro vides a cen tralized and manageable mec hanism for

input v alidati o n.

� The same v alidati o n rule can b e applied to m ulti pl e target metho ds. Input

sources that share the same c haracteristics should reuse the same v alidati o n

logi c.

The foll o wi ng p oten tial lia bi l i t i es can arise from applying this pattern:

� A clien t request will carry additional computing o v erhead, causing dela y ed

serv er resp onse. The addition of v alidati o n logi c also causes the serv er to

reac h its pro cessing lim i t s so oner.

� The added comp onen ts in tro duce new p oin ts of fail ure. P oten tial bugs can

mak e the applicati o n una v ailabl e.

� The new la y er of securit y increases system complexit y , whic h in turn can en tail

a higher main tenance cost.

See Also

Client Input Fil ters [13 ] discusses the input v alidati o n problem in a w eb con text.

It p oin ts out the inadequacy of clien t-side c hec ks , and argues that the same c hec ks

m ust b e carried out on the serv er-side as w ell. The pattern fo cuses on b est practices

and issues in impl em en ti ng w eb applicati o ns.

Inter cepting V alid a tor [14 ] is a J2EE pattern for v alidati ng clien t input.

It is not tied to business logi c, and attempts to �lter out kno wn attac ks early in

the request-handling pro cess. In con trast with the Input V alid a tor , the authors

recommend using the Inter cepting V alid a tor to also protect against injection

attac ks.

Useful patterns that can b e b ene�cial in conjunction with the Input V alidat o r

pattern include accoun ting, �rew all, and patterns for secure In ternet applicati o ns

[9 ].
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