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public-key infrastructure is a collection of

hardware, software, processes, and people

that together provide security services based

on public-key cryptography. Many coun-
tries, including Norway, Sweden, Denmark, Finland,
Estonia, Austria, Belgium, and Canada, have intro-
duced large-scale security frameworks implement-
ing PKIs. In particular, nationwide PKIs can provide
strong authentication services, reducing the risk of
security breaches compared to frameworks that use,
for example, fixed or one-time passwords. However,
it’s both difficult and costly to design and implement a
large PKI correctly, so there’s a real danger of ending
up with a flawed solution.

The Norwegian banking industry’s PKI, BankID,
primarily authenticates Internet banking customers.
Currently, the country’s banking industry is pushing
for BankID to become a national ID infrastructure
that government agencies and commercial companies
would use to authenticate individuals and provide le-
gally binding digital signatures with a high degree of
non-repudiation.

In previous articles, we analyzed Norwegian
Internet banking and automatic teller machine sys-
tems.> Here, we take on BankID and examine
how it differs from a typical PKI based on the X.509
ITU-T standard. We then offer a qualitative risk as-
sessment” of its user authentication and discuss the
non-repudiation service. Because the Norwegian
banking community declined to share technical in-
formation about BankID, we could evaluate it only
from the outside and were unable to assess important
aspects of the system, such as contingency planning
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and disaster re-
covery. Oureval-
uation, which we completed in January 2008, is based
on publicly available descriptions of the BankID ar-
chitecture and design, as well as our personal use of
the system.

Overview:
Public-Key Infrastructure

A sender and receiver who plan to use symmetric-key
cryptography to communicate securely over a pub-
lic channel must first establish a common secret using
some other means of communication. Establishing
such secrets quickly becomes impractical when many
parties want to communicate securely over a public
network such as the Internet. The discovery of public-
key cryptography in 1976 showed how senders and
receivers could set up secure communication without
first having to use a separate channel to establish a
secret. Today, PKIs use public-key cryptography to
facilitate secure communication over the Internet.
While there are several types of PKIs, most commer-
cial PKIs are based on the X.509 ITU-T standard and
typically share several essential features.

Keys, Signatures, and Certificates

An X.509 PKI uses a pair of asymmetric cryptograph-
ic keys—one private and one public. Only the owner
has access to the private key, whereas the public key
is available to all users.* The private key is stored in
an encrypted file on the user’s computer—or, better
yet, on a tamper-resistant smart card. For example,
to encrypt a message to Alice, anyone can use Alice’s
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public key, but only Alice can access the private key to
decrypt the message.’

Digital signatures offer an alternative to handwrit-
ten signatures. For example, Bob might use his private
key to digitally sign an important message or docu-
ment before sending it to Alice. During the crypto-
graphic signing procedure, a value—denoted as the
digital signature—is calculated over the message. Alice
verifies Bob’s digital signature by applying a crypto-
graphic procedure that takes as input Bob’s public key,
the received message, and the signature. If somebody
tampered with the message after it was signed, then
the verification will fail; otherwise, we assume Bob
signed the message because he alone had access to the
private key.> An X.509 certificate binds a public key
to an identifier—such as a personal name, an assigned
user number, or a Web address—that points to the user
or Web site with the corresponding private key.

Commercial PKIs, such as BankID, use differ-
ent key pairs for digital signatures and encryption/
decryption. For simplicity, we don’t differentiate be-
tween these pairs here.

PKI Architecture

A new PKI user requests a certificate from a registra-
tion authority, providing the information required.
The RA verifies the information and sends a certi-
fication request containing the user’s public key to
the certification authority. The CA then generates
the certificate and signs it with its own private key. A
Web site owner initiates a similar procedure to obtain
a Web site certificate.

A certificate is valid only for a given time period set
by the CA. The CA revokes a certificate before it ex-
pires if it becomes apparent that the certificate holder’s
public key should no longer be used. The CA also keeps
track of all revoked certificates. Certificate revocation
frequently occurs when a company terminates a cus-
tomer relation. Also—and more importantly—the CA
revokes a certificate immediately if the corresponding
private key is compromised. Often, CAs maintain a
digitally signed certificate revocation list (CRL) con-
taining unique references to the revoked certificates
and the dates and reasons for the revocation.

A single PKI might have multiple CAs.* For sim-
plicity, we consider a strict, two-level CA hierarchy.
First, a single root CA on the zeroth level has a special
self-signed certificate containing the CA’s own public
key and a signature generated with the CA’s own pri-
vate key. The root CA generates and signs certificates
to the level-one CAs, which issue certificates to the
PKTI’s users.

Transitive Trust Model
It’s useful to view the concept of trust as a measure
of reliance between two entities. In the setting of
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an X.509 PKI, trust is a binary concept consisting
of “trust” and “no trust.” An entity X trusts another
entity Y when X assumes it knows exactly how Y
behaves. Users trust a CA, for example, when they
assume that the name and public-key binding in an
issued certificate is correct. If X trusts Y and Y trusts
7., then X also trusts Z. So, if users trust a root CA,
they also trust a level-one CA. If they don’t trust the
root CA, they won’t use the PKI services.

In a PKI, the starting point of all trust is the root
CA. In a two-level CA hierarchy, certificate path
processing extends trust from the root CA to a level-
one CA. Consider a case in which two different level-
one CAs issue certificates to Bob and Alice. To verify
Alice’s certificate, Bob first builds a path of certificates
back to the root CA. The path consists of Alice’s certif-
icate, the certificate of the level-one CA that issued i,
and the root CA certificate. Using the root CA’s public
key, Bob then verifies the level-one CA certificate’s
signature. Next, he extracts that CA certificate’s public
key and uses it to verify the signature of Alice’s certifi-
cate. Because Bob trusts the root CA, he now assumes
that the content of Alice’s certificate is correct.

Authentication

Authentication establishes an understood degree of
confidence that an identifier actually refers to a user
or a Web site.® If the confidence is high, then authen-
tication is strong.

PKI authentication is based on certificates, the
corresponding private keys, and a source of revoca-
tion information, such as a CRL. When Bob wants
to authenticate Alice, he first asks for her certificate
and then uses the CRL to verify that the certificate
hasn’t been revoked. He also confirms Alice’s own-
ership of the public key by building and verifying a
certificate path to a trusted root CA. Bob then asks
Alice to sign a random number, or challenge, with her
private key. If Bob verifies the signed challenge using
Alice’s public key, then he assumes he’s communicat-
ing with Alice. To authenticate Bob, Alice would
carry out the same protocol.

Authentication strength relies on three factors:
a well-tested authentication protocol, such as the
Transport Layer Security (TLS) protocol’; secure pri-
vate-key storage; and the computational difficulty of
calculating the private key. To maintain authentica-
tion strength over time, CAs must update their CR Ls
often and make the lists continuously available to both
parties during the authentication process.

Non-Repudiation: The Legal View
Non-repudiation protects a person against another
person falsely claiming that a communication didn’t
take place.® The two most commonly discussed types
of non-repudiation are
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Figure 1. The BankID architecture’s information flow. The architecture
consists of two main parts: a central infrastructure and a distributed
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* non-repudiation of origin, which aims to reveal people
who falsely deny having sent a message; and

* non-repudiation of delivery, which aims to reveal peo-
ple who falsely deny having received a message.

There are several views on how to understand
non-repudiation. From a legal viewpoint pertinent to
the Norwegian banking community and its custom-
ers, non-repudiation consists of the ability to convince
a third party that a specific message originated with or
was delivered to a certain person. Credible evidence
to that end is needed to persuade a judge, jury, or ar-
bitrator. The evidence’s quality and presentation de-
termine the degree of non-repudiation.

Organizations can build a non-repudiation service
that uses digital signatures on top of a standard PKI.
They can obtain a high degree of non-repudiation by
combining basic PKI services with the correct com-
bination of legal and technical non-repudiation pro-
tocols. It’s also essential that at least one trusted third
party collects, validates, time stamps, signs, and stores
relevant information. The third party must be able to
withstand pressure from the communicating parties
and present the non-repudiation evidence in an un-
biased manner during a conflict.

A high level of non-repudiation implies only that it
will be possible to show, with high probability, that a
person actually digitally signed a particular document
even if he or she later denies it. Hence, non-repudi-
ation doesn’t remove a person’s legal right to refute a
signature. Also, the burden of proof is on the party
wanting to rely on a digital signature.

BanklD Explained
BankID is a PKI developed and owned by the Norwe-
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gian banking community. It’s different from most PKIs
because users’ key pairs are stored and used on a central
infrastructure, not on smart cards or user computers.

Certificate Types
BankID offers three different types of user certificates:

* a personal certificate for regular users,

* an employee certificate for users representing a com-
pany or an organization, and

* a certificate for Web sites.

All three certificates are based on X.509 version 3.*
In addition to these certificates, CAs, R As, and oth-
er entities in the BankID infrastructure have their
own certificates.

Architectural Overview

As Figure 1 shows, the BankID architecture™'’ is di-
vided into two main parts. The Norwegian Banks’
Payment and Clearing Centre (also known as BBS)
operates the central infrastructure, which contains
CAs, a certificate validation authority (VA), central
storage facilities for cryptographic keys and certifi-
cates, and functionality for digital document sign-
ing. The second part, the distributed infrastructure,
comprises the BankID server, which is part of a Web
application; the R A at a user’s bank; and the BankID
client running on the user’s computer.

Central Infrastructure

The central infrastructure includes a two-level hier-
archy with one root CA (owned by the Norwegian
Financial Services and Saving Banks Associations) and
multiple level-one CAs. Although the level-one CAs
are part of the central infrastructure, each is owned by
a separate bank or group of banks. A bank uses its CA
to issue certificates to its own customers. The root-
CA certificate is valid for 26 years, while the level-one
CA certificates are valid for 12 years."”

The VA utilizes CR Ls from the level-one CAs to
determine if certificates have been revoked; this vali-
dation service is available to both the BankID server
and the client in Figure 1.

BanklID Server

An entity using BankID—such as an online store
or Internet banking site—incorporates a BankID
server into its Web application. The server software
is available in both the C and Java programming lan-
guages. The BankID server stores its certificate and
private key in a hardware security module (HSM)
or an encrypted Public-Key Cryptography Standard
#12 file."! HSMs also provide Web applications with
dedicated hardware for processor-intensive crypto-
graphic operations.



Bank RA

Each bank operates its own RA software, which is
typically integrated into customer service software.
New BankID customers can request a certificate from
the R A either online or in person at their local branch
office. The RA then sends the certification request
through a TLS tunnel to the central BankID infra-
structure, which starts initializing a new customer re-
cord. First, the central infrastructure generates at least
one public—private key pair. It then stores the private
key in a central database and sends the public key and
the R A request to the CA belonging to the customer’s
bank. The CA then generates a new certificate, which
is stored on the BankID central infrastructure.

BanklID Client

The BankID client is a Java applet embedded in all
BankID affiliates” login Web pages. The applet runs
in customers’ Internet browsers each time they use
the BankID system. Hence, no software or informa-
tion is permanently stored on a customer’s computer.
The applet drives both the BankID authentication and
digital signature protocols.

BankID Authentication Procedure
BankID’s user authentication protocol is complicated.
Here, we present only enough information to make
the risk assessment comprehensible; a more detailed
protocol description is available elsewhere.!?

As Figure 2 shows, BankID divides the authentica-
tion between a user and a Web application into two
parts. The first part is a two-factor authentication pro-
cedure. In it, BankID authenticates users to the central
infrastructure and lets them control access to their own
centrally stored cryptographic keys. The second part
is a challenge-response protocol between the BankID
client and server. All communications between the en-
tities in Figure 2 are executed through TLS tunnels.

Authentication and key access control. Because us-
ers can have multiple BankID certificates issued by
different banks” CAs, they first enter their Norwegian
social security number (SSN) into the BankID cli-
ent. The central infrastructure responds with a list of
all their BankID affiliations, letting users choose the
one they want. The client then prompts users for a
one-time personal identification number, which the
central infrastructure verifies. A hardware token, or
PIN calculator, generates this one-time PIN. (Users
sometimes need a fixed PIN to activate the PIN cal-
culator.) Finally, the client prompts users to enter a
fixed password that the central infrastructure uses to
gain access to the their private key.

These procedures are very similar to a traditional
two-factor authentication mechanism: they’re based
on something you have (the PIN calculator) and
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Figure 2. Overview of the BankID authentication procedure. All
communication runs inside Transport Layer Security protocol tunnels.

N

something you know (a fixed password and, perhaps,
a fixed PIN that activates the calculator).®

Challenge-response protocol. Once the central infra-
structure accesses the user’s cryptographic keys, it can
complete the authentication by executing the challenge-
response protocol. During this process, the central in-
frastructure carries out the cryptographic functions for
the BankID customer. It uses the VA to verify the cer-
tificates for the BankID server and the customer.
BanklID differs from a typical X.509 PKI in that it
centrally stores asymmetric keys and centrally executes
cryptographic operations. Given this, the BankID cli-
ent must transmit a one-time PIN and a fixed pass-
word over the Internet to the central infrastructure.

Non-Repudiation

BankID aims to provide non-repudiation of both
origin and delivery. Unfortunately, it keeps secret
nearly all information about its legal and technical
non-repudiation protocols and how it stores non-
repudiation evidence. We do know, however, that
signed documents contain the signed data, the signa-
tures of the parties, and the VA request results at the
time of signing.” Here again, BankID differs from
a typical X.509 PKI in that it doesn’t use a trusted
third party to establish non-repudiation information
for dispute resolution.”!°

Authentication Service

We define a risk as the possibility of suffering financial
loss due to an attack on a system’s service.> We now
assess the risks associated with two simple attacks on
BankID’s authentication service as used by Norwe-
gian Internet banks.

We divide each risk assessment into two steps. The
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first step is based on a technical analysis of an attack.
We use a Microsoft model, Dread (for damage po-
tential, reproducibility, exploitability, affected users,
discoverability)"? to assign low, medium, or high se-
verity levels to these five important risk aspects, which
cover the impact from and the difficulty of exploiting
relevant system vulnerabilities. Dread assumes the ex-
istence of threats that are willing and able to exploit
vulnerabilities. Given this, the second step determines
an attack’s likelihood using publicly available threat
information. Because this information is quite limit-
ed, we present the results of the two steps separately.

DDoS Attack Based on Account Lockout
This attack exploits the fact that the BankID client
accesses the central infrastructure’s cryptographic
functionality after the user has provided the correct
SSN, a one-time PIN, and a fixed password. In our
experiments, if customers enter a correct SSN and a
wrong PIN three times, BankID shuts down central
infrastructure access and customers must contact their
bank to reopen their account. (Access is also denied if
customers type in a correct SSN and PIN but enter an
incorrect password multiple times.)

It follows that it’s possible to automate an account
lockout attack. We ran a simple proof of concept us-
ing an executable script that starts Internet Explorer
7, downloads the BankID client, and simulates a user
logging in with the correct SSN and then entering the
wrong PIN three times.

Step 1: Dread analysis. The account lockout attack
is specific to systems using traditional two-factor au-
thentication over the Internet. Currently, BankID uses
two-factor authentication—inherited from the previ-
ous generation of Norwegian Internet banks—despite
the fact that we have documented the existence of ef-
ficient distributed denial-of-service (DDoS) attacks
and communicated them to the Norwegian banking
industry.1 Because the attack is well known, discover-
ability is high in our analysis.

Norwegian SSNs have a well-defined structure, so
it’s possible to generate a large set of SSNs containing
SSNs belonging to BankID customers (as well as SSNs
that don’t belong to customers).! A small program can
then run through the SSNs set and close down cus-
tomer accounts, as described earlier. Further, intrud-
ers can spread the attack over many computers and
thereby construct a DDoS attack at the application
layer. Such an attack is difficult to stop if it uses nu-
merous computers (> 10,000).* For DDoS attacks at
lower network layers, intruders must transmit a large
amount of dummy traffic over a long period of time
to block account access. At the application layer, how-
ever, they can simply attempt to log in to each account
a few times. Because this efficient DDoS attack on the
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authentication procedure has the potential to deny all
users access to BankID, the authentication procedure
represents a single point of failure.

As long as the BankID authentication procedure
remains unchanged, it will remain relatively easy to
repeat an application-layer DDoS attack. Given that
a simple program can automate account closings, that
all BankID users might be affected, and that intrud-
ers can easily repeat the attack, our analysis indicates
high exploitability, a high number of affected users,
and high reproducibility.

More than 1 million of the 2.3 million Internet
banking customers in Norway have already moved to
BanklID. If, as the Norwegian banking industry envi-
sions, most of the remaining customers also move to
BankID, it might well have more than 2 million users.
Because they’ll all rely on the same infrastructure, a
successful DDoS attack would have severe economic
consequences. Roughly 2 million people would be
unable to access their accounts, transfer funds, or pay
bills, and some online stores that use BankID would
be unable to sell goods. Furthermore, if BankID also
becomes a national ID used by government agencies,
the consequences of a DDoS attack would be even
more severe. Hence, the damage potential is high.

Our analysis clearly shows that there’s a high risk
associated with an application-layer DDoS attack on
the BankID system.

Step 2: Threat analysis. It’s been argued that the like-
lihood of a DDoS attack against a Norwegian online
banking system is small because no one group is suf-
ficiently motivated to carry out such an attack. Tradi-
tional hackers might be reluctant to carry out a DDoS
attack on BankID because they don’t see a financial
upside and might fear the inevitable investigation by
Norwegian national security agencies. However, oth-
er groups—such as those that strongly oppose Western
society in general and Norway in particular—might
find BankID a tempting target to create chaos in the
Norwegian financial system. While we’ve yet to see
public reports of a DDoS attack on BankID, a future
political conflict might induce such an attack. The
massive and much discussed DDoS attack on Estonia
is an example of a politically motivated attack that in-
flicted significant losses on a nation’s economy.

Phishing/Man-in-the-Middle Attack
In March 2007, we created a proof-of-concept
phishing/man-in-the-middle (MITM) attack against
BankID using well-known attack techniques. In late
2007 and early 2008, changes to BankID mitigated
the risk associated with this type of attack.

In our proof-of-concept attack, we altered two
URL parameters to make the BankID client commu-
nicate with the BankID server and central infrastruc-



ture through a hacker-controlled proxy server. The
URL parameters let us turn off the TLS tunnel be-
tween the BankID client and the proxy. Consequently,
we didn’t have to provide the proxy with a certificate.
To initiate the attack, we used phishing email'® to
trick BankID customers into downloading modified
HTML code together with the unaltered BankID
client. During a proof-of-concept demonstration to
the Financial Supervisory Authority of Norway, we
accessed accounts in two randomly chosen Internet
banks that used BankID. (A detailed description and
analysis of these exploits is available elsewhere.!>1¢)
Our analysis indicated that malicious software in users’
browsers could also initiate this attack.

Step 1: Dread analysis. 1t took approximately 100
hours to implement our attack. Because the exploit
requires a skilled programmer, we assess it at medi-
um exploitability.!® The attack involves running the
MITM proxy and crafting and distributing phishing
emails to potential victims, making it a highly repro-
ducible attack. Also, we pointed out the weakness to
the public in 2007, resulting in high discoverability.

Relying on phishing limits the exploit’s number
of victims. Most users won't fall for the phishing
scheme, mandating a low ranking for affected users.
(If BankID gets 2 million users and 1 percent of them
fall for a phishing email, then the number of victims
is 20,000.) However, a successful attack could lead to
significant losses for the affected customers and some
losses for the banks in terms of financial liabilities and
impaired reputation. The risk level for damage poten-
tial is therefore medium.

Overall, we associated a medium risk for the com-
bined phishing/MITM attack on online BankID
banks between May 2007 and January 2008.

Step 2: Threat analysis. According to Norway’s Fi-
nancial Supervisory Authority, professional criminals
attacked six Norwegian online banks—not based on
BankID—during the second half of 2006 and the start
0f2007. Apparently, the attackers used tailor-made Tro-
jan horse software to take control over Internet bank-
ing sessions after customers had completed a two-factor
authentication process. Funds from the compromised
accounts were transferred to other online accounts
whose owners, called “money mules,” then transferred
the money abroad. It’s therefore reasonable to conclude
that criminals are motivated to exercise phishing/
MITM attacks similar to the one we describe.

The Non-Repudiation Service

Our discussion of BankID’s degree of non-repudiation
focuses on the strength of its user authentication, the
lack of a trusted third party, and the BankID commu-
nity’s refusal to provide information about the unusual
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cryptographic keys storage on the central infrastructure.
We also discuss the potential risk to a user when a Web
site owner, such as a merchant or an online bank, falsely
claims that the user digitally signed a document.

Given our inability to access information about
certain parts of the system, as well as uncertainty re-
garding the legal implications of the unknown system
details, we were unable to perform a complete risk
assessment. Instead, we highlight questionable aspects
of BankID.

User Authentication Vulnerabilities

If a PKI’s user authentication is too weak, a skilled
hacker can digitally sign a document using the vic-
tim’s identity. It can be difficult for victimized users
to prove that they didn’t sign a document. When PKIs
offer non-repudiation services, this only increases
the problem for these unfortunate users because the
merchant has access to collected non-repudiation
evidence—including the digital signature—showing
that the user signed the document, when in fact it was
a hacker misusing the user’s identity. Hence, strong
user authentication is needed to achieve a high degree
of non-repudiation.

It’s well known that the strengths of different au-
thentication techniques vary.® Password-based authen-
tication is rather weak, for example, while two-factor
authentication is stronger. A traditional PKI—utiliz-
ing a request-response protocol based on the users’
locally stored asymmetric cryptographic keys—can
provide even stronger authentication, partly because
it’s unnecessary to transmit traditional secrets (such as
passwords and PINs) over the Internet.

As Figure 2 shows, BankID’s user authentication is a
hybrid solution, consisting of a two-factor authentica-
tion procedure followed by a request-response protocol.
How strong is this hybrid authentication technique? To
answer, we start with the fact that hackers can always
download the BankID client (Java applet). If hackers
can break or circumvent the two-factor authentication
such that the BankID clients get access to the central
infrastructure’s cryptographic functionality (and thus,
indirectly, to a user’s asymmetric keys), then the applet
can complete the request-response protocol. Hence, if
hackers can compromise the two-factor authentica-

BankID doesn’t use a trusted third party to

achieve non-repudiation, despite the fact that

most non-repudiation protocols require it.

tion, they can compromise the user authentication. In
other words, the request-response protocol doesn’t add
to the user authentication’s strength, and BankID’s hy-
brid user authentication is no stronger than traditional
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two-factor authentication. As we described earlier,
BankID’s two-factor authentication was vulnerable to
practical attacks in 2007.

No Trusted Third Party

BankID doesn’t use a trusted third party to achieve
non-repudiation, despite the fact that most non-
repudiation protocols require it.® BankID-member
banks have strong financial relationships with both
users and merchants that own Web sites. This is espe-
cially true when those Web sites are Internet banking
sites; the banks own both those sites and the com-
plete BankID infrastructure, giving them tremendous
control over the financial operations requiring non-
repudiation.

The BankID community apparently concentrated
on creating a non-repudiation service to protect Web
site owners from dishonest customers; it put much less
effort into protecting customers from dishonest Web
site owners, including the banks themselves.

Security-through-Secrecy Policy

BankID stores a user’s private key on the central in-
frastructure, which is controlled by the Norwegian
Banks’ Payment and Clearing Centre. This key is
used only inside an HSM.? Because private keys must
be available only to users to achieve a high degree of
non-repudiation,* the central key storage raises sev-
eral questions:

* How are the private keys generated on the custom-
ers’ behalf and stored in the HSM without anyone
possibly learning the keys’ value?

How can customers provide a fixed password to ac-
tivate the authentication and signing functionality
without anyone else obtaining the password?

Is a customer’s network connection made directly to
the HSM to avoid MITM attacks from rogue insiders?
Can a rogue insider access the keys by exploiting
the HSM’s API, modifying existing code, install-
ing new malicious code, and/or modifying server

configurations?

The Norwegian banking community has refused
to share any information about the central storage of
BankID keys. This security-through-secrecy policy is
unfortunate; the lack of information makes it difficult
for users (or their lawyers) to challenge claims about
the non-repudiation service during a dispute.

Weak and Unfair Non-Repudiation

The user authentication’s limited strength restricts
BankID’s degree of non-repudiation. Its non-
repudiation is further limited by the lack of a trusted
third party and the security-through-secrecy policy,
both of which give Web site owners an advantage

IEEE SECURITY & PRIVACY W JANUARY/FEBRUARY 2009

over the customer during a conflict involving signa-
ture repudiation. BankID’s non-repudiation service
is therefore both weak, because its degree of non-
repudiation is unsatisfactory, and unfair, because it
favors one party over another during a conflict. Us-
ers signing documents, possibly concerning assets
of significant financial value, are thus subject to an
unknown risk.

In a dispute, performing a thorough risk assess-
ment requires a team with expertise in both com-
puter science and Norwegian law. A user’s financial
costs during a judicial conflict might be significant,
but the likelihood of a conflict is small because, in
practice, the use of digital signatures in BankID is
still limited. Finally, non-repudiation protocols de-
scribed in the literature® show that it’s possible to
significantly improve BankID’s weak and unfair
non-repudiation service.

n late April 2008, BankID remained vulnerable to

DDoS attacks at the application layer, and its user
authentication strength needed further investigation.
However, according to a letter from the Norwegian
Financial Services and Saving Banks Associations
to the Norwegian Parliament commenting on our
research (which was verified by an independent re-
searcher!’), customer risk is zero because the banks
will cover financial losses due to attacks. Nevertheless,
the non-repudiation service’s lack of a trusted third
party and the banks’ security-through-secrecy policy
put the customers at a disadvantage during potential
conflicts involving digital signature repudiation. This
problem could grow if BankID becomes a national ID
infrastructure widely used by both government agen-
cies and commercial companies. O
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