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Abstract. In this paper, we describe a new remote electronic votingseh A probabilistic multiple-
key encryption function based on an extension of EIGamastiittes the cryptographic basis for
the scheme. Ballot encryption, mixing, and tallying areriearout through the construction of ver-
ifiable chain encryptions. Verifiability is based on the u$@ublicly available bulletin boards and
scrutinizers representing the different candidates (otigs). The proposed scheme is receipt free
and applicable for large scale elections.
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1. Introduction

Elections are the foundation of any democracy. Howevertiggolfom Stoppard: “It's not the voting
that's democracy, it's the counting”. Throughout the higtof voting there have been many examples
of vote fraud [1, 2]. Initially, it may seem an easy task toigesa fair election protocol, how difficult
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can it be to count the number of votes cast for each candidaigfer research, quickly reveals that the
election process is more complex than first thought.

We propose a new remote electronic voting scheme for largle stections. Over the last 4 decades,
voter turnout has gradually decreased in established dewies [3]. Remote voting is convenient for
the voters, and seems to be one effective way to increase tuwot®ut [4]. There is also a demand for
better accuracy. In the 2000 USA presidential electiors @stimated [5] that between 4 and 6 million
votes were lost, mainly because of “unreadable ballotsgctbnic elections have the potential to offer
high accuracy, combined with verifiability and error recove

By utilizing a public network to transfer ballots from vogeto election authorities, we introduce
many potential security issues. Similar to financial tratisas, we need to assure the confidentiality
and integrity of the information passing through the netwdtlections have the additional requirement
of anonymity. The fact that the voters’ choices must be keptet, complicates verification and error
recovery. Errors must be traced while preserving anonyraitgl care must be taken not to provide the
voters with verification information that could be explaitby vote buyers or coercers.

The absence of neutral third parties complicates the aisabfselection protocols. Anyone, be it
candidates, election officials, or the voters themselvesddoeave the motivation to cheat. In this paper,
we limit the security analysis to only consider aspects #natdirectly related to the remote electronic
voting scenario. Obviously, threats that are similar farastnetworked applications, like worms, viruses
and implementation bugs will need to be addressed beforg uke scheme in practice. Rubin [6]
considers remote voting and the security of the hosts anthtbeet itself.

The rest of the paper is organized as follows: Section 2 dhices the notiomeceipt freenesand
shows how our scheme is receipt free, Section 3 describedabton protocol, Section 4 analyzes some
important parts of the scheme, Section 5 and Section 6 destire cryptographic building blocks that
form the basis for our scheme, and Section 7 concludes thex.pap

2. Receipt Freeness

Receipt freeness is a strong form of privacy, where the sgagthe ballot is maintained even if a voter
cooperates with an adversary, that is, a voter cannot prevehvice of vote to another party. A coercer
or vote buyer is dependent on controlling voter behavioraioficm votes, and a receipt free scheme will
make it harder to verify how a voter has voted.

The notion of receipt freeness first appeared in a paper bylBkrand Tuinstra [7]. It was shown
later by Hirt and Sako [8] that their scheme lacked the pagtdl receipt freeness property. An extensive
summary of previously proposed receipt free schemes imdiyeJuels, Catalano and Jakobsson [9].
All of the discussed schemes, except the one suggested lsyeiwad. [9], assume the existence of an
untappable channebetween the voters and voting authorities. An untappabéneél is a physical
communication channel with perfect secrecy. Such an agsommakes the schemes unsuitable for
Internet based voting, since the Internet is a public chiawhéch cannot be untappable. The receipt
free scheme by Juels et al. [9] defends against forced+atimteattacks and simulation attaékaven in
the event of a collusion between a minority of the tallyinghauities. A drawback with their scheme is

Attacks where the voter is forced to disclose her secret,layabling the coercer to vote on behalf of the voter (sinmggio
be the voter).



T. Tjgstheim, G. Rgsland / Remote Electronic Voting 3

that it is not suitable for large scale elections, as theloead for tallying authorities is quadratic in the
number of voters.

We propose an efficient and verifiable receipt free scheméafge scale elections. Obtaining uni-
versal verifiability and receipt freeness at the same tinmesasome problems, as these are somewhat
conflicting properties. How can we assure voters of corraltobpostings without providing them with a
receipt? A Public Bulletin Board (PBB) cannot be used, siraters would be able to show an adversary
how their ballot was constructed, and then point to it on tB8PWe suggest using scrutinizers that
represent different political candidates (or parties)iagly monitor valid posting of ballots. The voters
post their votes to a Restricted Bulletin Board (RBB) whicityahe RBB administrator and scrutinizers
have read access to. A collaborative effort to cheat by thatiszers would be highly unlikely, given
opposing political stands. The use of election observestatinize the election is a trust model that
is similar to what is used in traditional poll place elecgonAfter the initial casting phase the ballots
go through a mix net [10] to anonymize the voters’ choicesoteedecrypting the ballots and tallying
the votes. During the mixing and tallying stages of the @ectPBBs are used to post verification
information to enable universal verifiability.

An Internet-based receipt free scheme without any po#gibil coercion is not practically realizable.
Our goal has been to build an understandable, scalable,emugesscheme, that gains the voters’ trust.
Coercion and vote buying are theoretically possible if fearmaple the coercer has continuous control
over the voter or is collaborating with a dishonest electathority. However, the extent of coercion and
vote buying will be strictly limited (discussed in Sectiof6h

3. A New Remote Electronic Voting Protocol

3.1. Assumptions

A prerequisite for the scheme is the existence of a nationblipkey infrastructure [11]. Many coun-
tries already have, or are developing such infrastruct{t2s Each voter goes through a registration
procedure to obtain a signed election certificate. Thefamte and corresponding private key are used
to prove voter eligibility to the administrators of the saiee The election administrators will similarly
use digital certificates to authenticate themselves whemuanicating with the voters.

Re-voting can provide resistance to vote buying and coercidowever, it must be impossible for
the coercer to detect whether the voter is trying to re-vatead. Note that even if the communication
between the voter and election officials is encrypted, theemvecurrence of traffic between the two
parties could indicate an attempt of re-voting. We assuraettie traffic generated from re-voting can
be hidden from the attacker. This could for instance be dgngeiodically generating dummy traffic,
that is, encrypted random messages sent from the voters [13]

3.2. Cryptographic Basis of the Protocol

The main cryptographic building block of the scheme is a newbabilistic multiple-key encryption
function (explained in detail in Section 4) based on an esttenof EIGamal [14]. We call the developed
function theelection encryption functiqgrand briefly describe how it is used to create a chain of encryp
tions. Figure 1 shows the construction of an encryption rcheien applying the election encryption
function to ballot encryption, mixing and decryption of loé$. The voter first encrypts her ballét and
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posts the encrypted balléf to the RBB. The RBB administrator re-encryptsand posts the resuif to

the PBB. Each mixer re-encrypts the ballots at the PBB bdfwdalliers re-encrypt the result, which
returns the ballots to the initial statés given correct operation of the election. The chaitoiskedin

the sense that an encrypted ballot only can be decryptethaisitoeen encrypted in the correct sequence
by the voter and all of the designated election administsat®he posting to the RBB and transition from
RBB to PBB are only verified by the scrutinizers. While thet i@sthe steps in the encryption chain are
universally verifiable, since verification information iegied to the PBB.

Voter ~ RBB PBB PBB PBE

........

Figure 1. Building a locked encryption chain.

3.3. The Election Protocol

In the following, we first list the participants and (cryptaghic) primitives of the election protocol (see
Figure 2), before describing each step of the protocol. Mwethe numbering given in the explanation
of the protocol matches the numbers in Figure 2.

Participants

e S — Set of scrutinizerss € S.

M — Set of mix administratorsy € M.

e T —Set of talliersf € T'.
V — Set of votersy € V.
A — RBB administrator.

Primitives

e Private channels

e Election encryption function
e Public hash functiod!

e PBB

e RBB

o \erifiable mix net

e Threshold secret sharing scheme
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Figure 2. Protocol overview.

Protocol

1. Each votew first encrypts her ballot using the election encryption tiorcand then signs a hash
of the encrypted ballot with her private key. Voters are autitated by signing a challenge from
the RBB administratod.

2. Only if authentication of is successful and if the voter signed hash verifies correetly A posts
v's encrypted ballot, the hash, and the signed hash to the RBEhdex value; of the posting is
returned tov.

3. The voterv authenticates herself to the scrutinizers and states thie diaher encrypted ballot.
The motivation for authenticating, besides double checking thais an eligible voter, is to avoid
unnecessary investigation of requests made by ineligiters.

4. If authentication of succeeds, the scrutinizers check the RBB for the receivel. ha

5. Given that the scrutinizers find a matching hash on the RB8associated index valuieof the
posting is returned to. Voterwv checks if this is the same index value returned frdrand submits
a complaint to the election officials if they are unequal @twdwn in Figure 2).

If the hash is not found, the scrutinizers investigate threespondence betweers posted signa-
ture and encrypted ballot4 could have modified the posted ballotwrould have asked for the
wrong hash. An honest can prove that the voter must have asked for the wrong hashdwiisg

to the correspondence between the signed hash and the hidhesfcrypted ballot posted to the
RBB. Similarly, A cannot cheat without compromising the voter’s private key.

During the initial voting phase, voters are able to updagdr tbast votes. Steps 1-5 can be repeated
any number of times, as the RBB only keeps record of each’saterst recently posted ballot.
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6. The scrutinizers double check the RBB to make sure thhas not modified any values before
transition to the PBB. If the check succeeds;e-encrypts and permutes the ballots at the RBB by
using his secret key and the election encryption functione $crutinizers verifyd’s encryption
and posting to the PBB.

7. A selection of mix administrators constitute the mix rigach mix administrator uses the election
encryption function and his secret key to permute the preshoposted batch of ballots at the
PBB, and posts the output batch back to the PBB.

8. For each mix, the scrutinizers verify that the ballots raoé invalidated or substituted before the
next mix can start. The PBB is used to post verification infation to enable public verification
of the mixing.

9. Given that all verifications hold, a certain number of thlidrs jointly compute and publish the
decryption key. All ballots can then be decrypted, and & tadin be published. The reason for
using a threshold secret sharing scheme is to add robustesas attacker could prevent talliers
from participating.

4. Election Encryption Function

The election encryption function is a probabilistic mukgjkey encryption function for chain encryp-
tions. It forms the basis for the initial ballot encryptidhe mix net and the decryption of ballots by the
talliers. Our proposal is based on an extension of EIGan@l §hd allows any number of keys. The
main advantages with the proposed election encryptiortiiumes added robustness by enabling locking
of the order of re-encryptions and an efficient verificatidgoathm to ensure correct operation of the
mixers. We adapt the technique of randomized partial cimgcki7] to verify correctness of the mixes,
but make an improvement by verifying the output without adirey single ballot correlations.

Select a primg such that; is a large prime divisor gb—1. Select a generatgf, of G, the subgroup
of Ly = {1,2,...,p — 1}, of orderq, andn secreta;’s, such that

h! = B1 (mod p)
12 = B2 (modp)
n, = [n (modp) .

For each step in the encryption function, a random elemert Z; is chosen. A votep encrypts her
ballot B by

El(Bakl) = (ylvzl) )
where

= ﬂgl (mod p) and z = BAM (mod p) .
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The nextn — 1 encryptions are performed by consecutive mix servers, amdigen as

Ei(yi-1,zi-1) = (Yi, 2i)
where
Yi = a" “’Qﬂo (mod p) and z; =z 1ﬂ ‘i1 (modp) .
The final encrypted paity,,, z,) is given as
Yn = a2 By" (modp) and z, =z, 18" (mod p) .
Anyone who knows the secret kay, can obtain the original balldB by performing the decryption
dic(yns 2n) = za(ypt) ™' = B (mod p) .

This works since

— —a
(i)t =z B BT

= Bkn 1 " b :
i ((yn 270 ) ﬂo )
k 1 (3 1 cln
/85 . lﬂ n (( k )a1a2 a )
Note that,B — ﬁa] a2"'ai, 0

Z(yi) ™t = BpRL. gt gl (g gy e g
B (mod p) .

—aq

aia2

(B ) (B ™) (mod p)

4.1. Locking the Order of Re-Encryptions

The encryption function described so far has a possible me=ssk fori > 2 one can substitute an
encrypted ballot with a new balldé’ and re-encrypt by selecting

=G5 and 2z =BG

i1 (mod p) .

Successive re-encryptions of dlls of higher order are then required before the substitutdidtizan
be decrypted. This attack would most likely be detected ak esxencryption is being verified by the
scrutinizers. However, we want to avoid the possibility ofatack from a collaboration of dishonest
administrators. A minor modification to the scheme enab&e®uock the order of re-encryptions. We
add the valuesfy, 3;,), for a randomv € Zj, and requirey; to be computed as

y1 = G565 (mod p) .
If we include the valugd] in the decryption

A (Yn, 2n) = 2n(yn') "~ ﬂr (mod p) ,

and this yields a valid ballot, we can be certain that thedbdle voter encrypted has been correctly
re-encrypted by all of the key holders.

The public values of the election scheme &8, 51, -, Bn, 35, 65, p,q) While the private are
(a1,a2,--- ,an,r), Where eaclu; is private to the corresponding administrator of the scheme
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5. Mix Network

The mix net secures the voters’ privacy. Each mixer procetise ballots in batches, and shuffles the
output according to a random permutation. The purpose dflsiguis to prevent an observer from
linking the order of outputs to the order of inputs. A singleen only knows the local permutation used,
so the voters’ anonymity is preserved as long as at least @& is honest.

Mixing is based on the use of a re-encryption mix net that ukeselection encryption function
defined in Section 4. A single mixer re-encrypts ballots itthas and permutes the ballots according to
a random permutation (or simply through sorting by decreasing/increasing vsju&he mixing phase
starts by moving ballots from the RBB to the PBB. The mix netnigsersally verifiable, all information
needed to verify the mixes are made available at the PBB. Menvihe first mix is verified by using the
trust model of the scrutinizers. The voters cannot verify finst mix, since they then would be able to
not only show a correspondence between their voting irdeatand the encrypted ballot at the RBB, but
guarantee for a vote being cast since re-voting no longerssiple after the transition to the PBB.

5.1. Mix Net Verification
How can we verify that a mixer performs correctly when re+gpting ballots? A mixer could cheat by
trying to substitute or invalidate ballots. Given

An—i4+2

yi =y 1Byt (modp) and z =z_1By ., (mod p)

we want to verify that; andz; were properly formed. We give the following protocol for therification

of a single(y;, z;) pair. The administrator reveals. Note that this does not pose a security risk, as this
only gives away the correspondence betwegand z;_;. An attacker still has to solve the discrete
logarithm problem to find the administrator's secret key ;1. Whenk; is known, one can verify;
directly, but, we still need to verify;, without revealinga,,—i12. We pick anae = y;_13%_,.,, fora
secret random valuee Zg, and ask the administrator to encryptand receiver = a~i+2. If y; was
rightly formed, then verification of; succeeds since

UﬂO n— z+2 = aan z+2ﬂ0 n— 2+2
_ ki i —t
= (18} i) T2 B0 ((Br—igr) ™ 42)
a Ap—it+ot H—Qp—itot
= o ZJr260 ﬁniiff ﬁnferiJrQ
_ an z+2/8
- 0
= y; (modp) .

However, instead of validating a single pé&ix, z;) we validate the product af;s andz;s. Note that
for all y;s andz;s of a batch we can write

v =W (T yi-1)* #2055 M (mod p) |

and

Hzi:H(Ziflﬂzi—iH) = H(Zz 1)ﬂn ’H—l (mod p) .
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The mixer publishes  k;, such that the encryption af;s can be verified directly. The scrutinizers
pick ana = (J]yi—1)0¢ _i+1» for a random secret value t. The mixer retuens= o —+2. Anybody

n

interested can now verify that

S ki n—t o Gn—it2 2 ki n—t
TP ire = QTGS n—i+2

= (H(yi—l)ﬁfz—i+1)an_i+2 ozkiﬁrﬁ;:iﬁt
= (Tw-ymrst™
= [1w) (modp) .
However, a dishonest administrator can still cheat by
1. Replacing a set af;_1s orz;_1s with a different set that gives the same product.
2. Calculating] [ y; and] [ z; with different k;s, while ensuring that thi;s sum to the same number.

Cheating attempts can be thwarted by using a techniquedcaledomized partial checking [17].
The simple, but effective idea by Jakobsen, Juels and Riwestcompromise half of the messages in
all batches in order to verify mix correctness. Voter privés obtained by the mix-net as a whole, by
always selecting ballots not compromised in the previodshhaNVe adapt this technique to our scheme,
but verify the output without revealing single ballot cdations.

For each mix, the scrutinizers jointly and randomly pickftadlithe ballots in the input batch, and
require that the mixer can show a set of corresponding Isaitothe output batch. The scrutinizers and
anyone else interested verify that the product of the chbaéats in the input batch actually maps to the
product of ballots in the output batch. The mixers are praeifrom cheating, since they have to guess
correctly which ballots the scrutinizers select, and thely change they;s andz;s that are either all in,
or all not in, the selected set. The chance of guessing thiméoe than just a few ballots is clearly very
small.

6. Analysis

In the following, we study some selected parts of the elegtimtocol that we believe are important to
the scheme’s security and usability. Due to lack of spacepnigprovide an initial analysis.

6.1. Properties of the Election Protocol

We briefly discuss the security properties [15] of the prgabscheme.

Legitimacy: only registered voters may vote, and only once. The schemeeslegitimacy, since each
voter must register for a public-private key pair prior tetblection. The private key is used to
sign a challenge given by the RBB administratbrwho verifies the voters’ signatures with the
corresponding public key certificates. We assume that eaigh faas a dedicated area at the RBB
that is overwritten each time the voter re-votes, thus ptotg against double-voting.
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Ballot secrecy: only the voter should know how she voted. The scheme assatkx becrecy, since
the voters encrypt their own votes. Any device or other pady therefore not learn the voters’
choices. A mix net is utilized to anonymize each voter'sditakince the scrutinizers and the RBB
administratorA initially know the correspondence between encrypted afod voters.

Individual verifiability:  the voter should be able to check that her vote is accuragelyrded for tab-
ulation. The scheme assures individual verifiability, sitlce voters can use the scrutinizers to
unambiguously confirm their posting to the RBB. Each voteighed hash prevent$ from cheat-
ing, since a posting only is valid if there is a correspondebhetween the hash of the encrypted
ballot and the signature.

Universal verifiability: the final tally should be verifiable by any third party. The escte assures uni-
versal verifiability, since verification information is gesl to the PBB, enabling public verification
of the mix net and the decryption of the encrypted ballots.

Accuracy: the final tally should reflect the true count of all legitimatest votes. The scheme assures
accuracy, since chain encryptions are utilized, enfor¢ivaj a ballot only will be correctly de-
crypted if it has been processed in correct sequence, anldl thy @esignated participants.

Receipt freeness:a voter cannot by herself prove that she voted in a certain Whg scheme assures
receipt freeness, since the voters do not have read acabesR®B, and hence cannot show which
vote that was encrypted. Before transition to the PBB thiotsaht the RBB are re-encrypted. The
purpose of the re-encryption is to cause a permutation ob#flets to prevent from showing a
receipt for her vote, as all participants have read accettet®BB.

6.2. The Role of the Scrutinizers

The scrutinizers play a critical role in the scheme. Theiirmgoal is to increase the voters’ trust in the
election process by guaranteeing correct operation of ldatien. However, this raises some practical
challenges. We limit our analysis to study how the scruérsdest can ensure the voters of correct ballot
posting to the RBB. How the scrutinizers convince the votisressential for the voters’ understanding
and trust in the correct operation of the election. Ideadly,scrutinizers should be involved in the
confirmation of the voters’ ballots at the RBB. The voters ttan be sure that their ballots are correctly
posted, if at least one scrutinizer is honest. We do not thinlvever, that this is feasible in practice.

A more realizable solution is to letpick a scrutinizer which she trusts to verify the ballot. Aeo
v can be quite certain of correct status of her ballot if theeindalue matches the value received from
administratorA. The voter should also have the possibility of asking moaathne scrutinizer, to double
confirm, and to protect against a possible collusion betweedishonest scrutinizer andl. Each voter
should be able to decide how many scrutinizers she need t & convinced of correct operation.
Any irregularities in the answers from the scrutinizersgdddoe reported to the election officials.
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6.3. Error Handling

A detailed description of possible errors and recoverytatji@s must be carried out before the scheme
is used. We only focus on how robust the scheme’s construdin terms of error handling. What if
the index value returned toby the scrutinizers is different from the value returned gy &dministrator
A? Clearly,v will not be convinced of correct posting to the RBB. Bits abhlave been flipped while
passing over the network or errors could have been intratibgea careless or cheating administrator.
When will most errors occur and be discovered? Note that ¢therse has two distinct phases. In the
first phase, the voters post their ballots to the RBB and aoniorrect ballot posting with help from
the scrutinizers. The voters can also change their voteyatiene during the first phase. At an official
time announced in advance, the second phase starts by mrgpllots from the RBB to the PBB.
The ballots go through the mix net, before being decryptetitatied. A nice feature of this design,
is that it is possible to catch errors before the second pb@sts. In the event of errors, these can be
found and fixed, without having to cancel the election. Thisni contrast to many election schemes
that verify correct procedure at the end of the election, ingikerror recovery more troublesome. Note
that significant errors introduced in the mixing and taltyiphase will be harder to recover from. Errors
are, however, more probable in the first phase where moiieatrinformation is passed over the public
network. In phase two, only information to and from the PBH i exposed.

6.4. In Combination with a Traditional Election Model

Any remote electronic voting scheme should be integrabld tiie traditional election model, that is,

voting at poll places. Many voters still lack the computeitisior the necessary equipment to participate
in an online election. We utilize the fact that our schemesigia of two distinct phases to propose a
solution for the combination of both election models. Let tloters cast ballots in the first phase until a
pre-announced time. After the first phase ends, a day otiwadi poll place election is held in-between

phase one and two of the online election. A list of voters thwdéd in the traditional election is made

and delivered to the scrutinizers. The scrutinizers jgimdmove ballots at the RBB associated with
voters who voted in both elections. The robustness of ttaiefeis strengthened through this combined
solution. In the case of any serious errors, we have a sotidupasolution.

6.5. Mixing in Practice

We mention some practical requirements to prevent infaonadeakage during mixing. Disclosed in-
formation could be used for vote buying and coercion purpos@ important restriction is that the mix
administrators do not use their own systems for mixing, iuldathen be easier for an administrator
to store pairs of input and output values from the mix. We assthat special purpose mix machines
are operated in protected areas, while being supervisedebtian officials. The calculations inside the
machines should not be visible to anyone, but be based omptges entered by the mix administrators.
Correct operation of the mix machines can at any time be eérifiy running through test batches (for
example an Elgamal encrypted input batch that is decrypi#iaei mix). It is inevitable that the operators
of the mix will see some input and output values during workhvihe mixing and verification. How-
ever, the mixers cannot take with them any printouts or ahgrostored data when they leave the areas
for mixing. In practice, it will therefore be very difficulotparticipate in any form of vote buying or
coercion.
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Practical organization of electronic elections is a larpellenge in itself, and we have only men-
tioned some rough ideas for the mix phase that especiallyldhtave strong security requirements.
We conclude that practical security requirements are sacgsregardless of how well a protocol is

constructed. There will always be additional reasons taegtathe election, like for instance terrorist
attacks.

6.6. Coercion

A common criticism against remote electronic voting scherisethe vulnerability to voter coercion.
However, this is not a threat specific to Internet-basedngptiraditional poll place elections are also
exposed. Many poll place election are vulnerable to chaimgd16, p. 373], or the use of cameras
to prove what a voter votes. Even so, remote electronicieleciare potentially more sensitive, due to
the many ways an adversary can verify voter behavior. Thermmétion being sent to the voters can be
misused by an adversary to control the voters.

To get an idea of how vulnerable our scheme is to coercion, amsider three scenarios where a
coercer threatens a voter. The voter (i) is forced to votelavtiie coercer watches, the voter (ii) is

pressured into revealing her private key, and the coerdggrcélludes with a dishonest scrutinizer to
improve voter control.

() The first scenario represents little danger, since itiffscdlt to prevent a voter from re-voting at
a later time. The coercer could stay with each voter till teadline of the remote voting phase,
but that would restrict the number of voters the coercer wdnd able to influence. In addition, in
Section 6.4 we stressed that an electronic election shautimbined with a traditional poll place
election. A coerced voter in the scenario given above, céirauthe fact that a voter’s ballot in
the traditional election overwrites the vote given in thectlonic election.

(i) With her private key no longer secret, the voter will&dtively have lost her vote. The voter could
report that her private key has been compromised to thei@tecfficials, in order to obtain a new
key pair. However, care must be taken to prevent a coercer fiading out. The coercer could
find out by trying to re-validate his vote posted to the RBB.cdutermeasure could be to always
return a positive acknowledgment if a verification requeshade from an old key pair.

(iii) A coercer and scrutinizer collusion potentially g&zaccess to all information on the RBB. The co-
ercer could force voters to encrypt a ballot listing a spea@éindidate and verify that this value is
posted at the RBB. This scenario is a real threat, but thegibty of large scale coercion will be
very small. Note that the dishonest scrutinizer could comigate with the coercer either during
the ongoing election or after the election. Since the suzdis have conflicting political interests
they will be controlling each other. We assume that it is lyeianpossible for the dishonest scru-
tinizer to communicate during the election with the coeredgthout being revealed by the other
scrutinizers. Operation of a collusion after the electioould be harder to detect. However,we
assume that a scrutinizer will not be able to remember mare ¢hcouple of values on the RBB,
as the scrutinizers are not allowed to carry with them ansestoata when leaving the area of the
RBB (similar to the security requirements discussed iniSe@.5).
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7. Conclusions and Future Work

In this paper, we propose a new receipt free, remote eléctumting scheme for large scale elections. A
new probabilistic multiple-key encryption function is disi® carry out chain encryptions. An encryption
chain is formed by the voter encrypting her ballot, followey the mix administrators who each re-
encrypt the encrypted ballot to the next step in the chainlewthe talliers decrypt the last element in
the chain. A ballot will only be correctly decrypted if it hihgen processed in correct sequence, and
by all the designated participants. The integrity of thecibm is secured through the locked chain of
encryptions which prevents insertion of valid ballots aftee initial voting phase, where each step of
the encryption chain is verifiable. Posting of ballots andBR&IministratorA’s re-encryption are only
verified by the scrutinizers, to prevent a voter from showhiogv she has voted. The scrutinizers can be
trusted to monitor and verify the election process, siney ttepresent different candidates (or parties).
Hence, a collaborative effort to cheat would be highly uglyk Mixing of ballots at the PBB and the
tallying phase are universally verifiable.

Vote buying and voter coercion are theoretically possiblg minimized by several countermeasures:
the scheme’s receipt freeness property, the ability toote-in the remote election, the possibility of
overwriting the electronic vote in a traditional poll plae&ection, and practical security requirements.
We note that the possibilities for vote buying and coerciould nearly be eliminated if the mix net was
not publicly verifiable. Even though the trust model of theusiaizers should be sufficient to verify the
mix net, public scrutiny of the mix net is important to gairethoters’ trust in the scheme. We believe
that the integrity and usefulness of a remote electronictiele is most important, and vote buying and
coercion on a strictly limited scale can be tolerated, ag las the impact on the election outcome will
be negligible.

We have only given an initial analysis of some selected jmditise scheme. Future work will include
a more formal and in-depth analysis, in particular we wartdosider:

1. Error handling : We need to carry out a threat analysis of different erroas tiould occur during
the election phase and describe a detailed scheme for thiirigaiand recovery of these errors.
The probability of significant errors that make error reagnienpossible should be minimized. One
challenge is how to treat errors that occur during initidldisencryption. These errors will not be
detected before the tallying phase and cannot be mappeddd#uok voter. A possible solution is
to let the voters cast dummy votes, to verify that encrypteonarried out without errors, before
the real vote is cast. Another scenario which should be stuflirther, is the voter as a possible
adversary. A voter supporting a party with no chance of wignicould try to compromise the
election process.

2. Role of the scrutinizers The scrutinizers monitor and verify each step of the etecpirotocol.
We need to establish a clearer model for the verification dbbpostings and response to each
voter. A method for double checking the RBB before transitiothe PBB has not been specified.
We cannot require from every voter that she states the hatste gfosted ballot to the scrutinizers.
A rough idea is to first check for the hashes received from titerg. For the cases in which no
matching hashes are found, a database of voter certificatdd be utilized to verify the corre-
spondence between posted hashes and signatures at the RBB.

3. Vote buying and coercion A more systematic analysis of scenarios that could occaulshbe
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carried out. Note that the RBB administratdrpotentially has access to all the correspondences
between ballots at the RBB and PBB, while the scrutinizenge e 50 percent chance (given
that they randomly pick half of the ballots when verifyintds re-encryption) of showing that a
particular ballot at the RBB is not changed before the ttarsto the PBB. Further requirements
to limit access to the RBB should be determined to prevensthnetinizers andd from storing
significant amounts of data from the RBB.

We do not think that the implementation of remote electraections is something that should be

rushed. There are many uncertainties in the underlying ertinfrastructure that need to be analyzed
and solved before a large scale remote electronic electionld be deployed. Currently, there are
initiatives to create an alternative to the Internet thah@e robust and secure [18].
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