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Abstract. In this paper, we describe a new remote electronic voting scheme. A probabilistic multiple-
key encryption function based on an extension of ElGamal constitutes the cryptographic basis for
the scheme. Ballot encryption, mixing, and tallying are carried out through the construction of ver-
ifiable chain encryptions. Verifiability is based on the use of publicly available bulletin boards and
scrutinizers representing the different candidates (or parties). The proposed scheme is receipt free
and applicable for large scale elections.
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1. Introduction

Elections are the foundation of any democracy. However, quoting Tom Stoppard: “It’s not the voting
that’s democracy, it’s the counting”. Throughout the history of voting there have been many examples
of vote fraud [1, 2]. Initially, it may seem an easy task to design a fair election protocol, how difficult
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can it be to count the number of votes cast for each candidate?Further research, quickly reveals that the
election process is more complex than first thought.

We propose a new remote electronic voting scheme for large scale elections. Over the last 4 decades,
voter turnout has gradually decreased in established democracies [3]. Remote voting is convenient for
the voters, and seems to be one effective way to increase voter turnout [4]. There is also a demand for
better accuracy. In the 2000 USA presidential election, it is estimated [5] that between 4 and 6 million
votes were lost, mainly because of “unreadable ballots”. Electronic elections have the potential to offer
high accuracy, combined with verifiability and error recovery.

By utilizing a public network to transfer ballots from voters to election authorities, we introduce
many potential security issues. Similar to financial transactions, we need to assure the confidentiality
and integrity of the information passing through the network. Elections have the additional requirement
of anonymity. The fact that the voters’ choices must be kept secret, complicates verification and error
recovery. Errors must be traced while preserving anonymity, and care must be taken not to provide the
voters with verification information that could be exploited by vote buyers or coercers.

The absence of neutral third parties complicates the analysis of election protocols. Anyone, be it
candidates, election officials, or the voters themselves could have the motivation to cheat. In this paper,
we limit the security analysis to only consider aspects thatare directly related to the remote electronic
voting scenario. Obviously, threats that are similar for other networked applications, like worms, viruses
and implementation bugs will need to be addressed before using the scheme in practice. Rubin [6]
considers remote voting and the security of the hosts and theInternet itself.

The rest of the paper is organized as follows: Section 2 introduces the notionreceipt freenessand
shows how our scheme is receipt free, Section 3 describes theelection protocol, Section 4 analyzes some
important parts of the scheme, Section 5 and Section 6 describe the cryptographic building blocks that
form the basis for our scheme, and Section 7 concludes the paper.

2. Receipt Freeness

Receipt freeness is a strong form of privacy, where the secrecy of the ballot is maintained even if a voter
cooperates with an adversary, that is, a voter cannot prove her choice of vote to another party. A coercer
or vote buyer is dependent on controlling voter behavior to confirm votes, and a receipt free scheme will
make it harder to verify how a voter has voted.

The notion of receipt freeness first appeared in a paper by Benaloh and Tuinstra [7]. It was shown
later by Hirt and Sako [8] that their scheme lacked the postulated receipt freeness property. An extensive
summary of previously proposed receipt free schemes is given by Juels, Catalano and Jakobsson [9].
All of the discussed schemes, except the one suggested by Juels et al. [9], assume the existence of an
untappable channelbetween the voters and voting authorities. An untappable channel is a physical
communication channel with perfect secrecy. Such an assumption makes the schemes unsuitable for
Internet based voting, since the Internet is a public channel which cannot be untappable. The receipt
free scheme by Juels et al. [9] defends against forced-abstention attacks and simulation attacks1 even in
the event of a collusion between a minority of the tallying authorities. A drawback with their scheme is

1Attacks where the voter is forced to disclose her secret keys, enabling the coercer to vote on behalf of the voter (simulating to
be the voter).
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that it is not suitable for large scale elections, as the overhead for tallying authorities is quadratic in the
number of voters.

We propose an efficient and verifiable receipt free scheme forlarge scale elections. Obtaining uni-
versal verifiability and receipt freeness at the same time raises some problems, as these are somewhat
conflicting properties. How can we assure voters of correct ballot postings without providing them with a
receipt? A Public Bulletin Board (PBB) cannot be used, sincevoters would be able to show an adversary
how their ballot was constructed, and then point to it on the PBB. We suggest using scrutinizers that
represent different political candidates (or parties) to jointly monitor valid posting of ballots. The voters
post their votes to a Restricted Bulletin Board (RBB) which only the RBB administrator and scrutinizers
have read access to. A collaborative effort to cheat by the scrutinizers would be highly unlikely, given
opposing political stands. The use of election observers toscrutinize the election is a trust model that
is similar to what is used in traditional poll place elections. After the initial casting phase the ballots
go through a mix net [10] to anonymize the voters’ choices, before decrypting the ballots and tallying
the votes. During the mixing and tallying stages of the election, PBBs are used to post verification
information to enable universal verifiability.

An Internet-based receipt free scheme without any possibility of coercion is not practically realizable.
Our goal has been to build an understandable, scalable, and secure scheme, that gains the voters’ trust.
Coercion and vote buying are theoretically possible if for example the coercer has continuous control
over the voter or is collaborating with a dishonest electionauthority. However, the extent of coercion and
vote buying will be strictly limited (discussed in Section 6.6).

3. A New Remote Electronic Voting Protocol

3.1. Assumptions

A prerequisite for the scheme is the existence of a national public key infrastructure [11]. Many coun-
tries already have, or are developing such infrastructures[12]. Each voter goes through a registration
procedure to obtain a signed election certificate. The certificate and corresponding private key are used
to prove voter eligibility to the administrators of the scheme. The election administrators will similarly
use digital certificates to authenticate themselves when communicating with the voters.

Re-voting can provide resistance to vote buying and coercion. However, it must be impossible for
the coercer to detect whether the voter is trying to re-vote or not. Note that even if the communication
between the voter and election officials is encrypted, the mere occurrence of traffic between the two
parties could indicate an attempt of re-voting. We assume that the traffic generated from re-voting can
be hidden from the attacker. This could for instance be done by periodically generating dummy traffic,
that is, encrypted random messages sent from the voters [13].

3.2. Cryptographic Basis of the Protocol

The main cryptographic building block of the scheme is a new probabilistic multiple-key encryption
function (explained in detail in Section 4) based on an extension of ElGamal [14]. We call the developed
function theelection encryption function, and briefly describe how it is used to create a chain of encryp-
tions. Figure 1 shows the construction of an encryption chain when applying the election encryption
function to ballot encryption, mixing and decryption of ballots. The voter first encrypts her ballotB and
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posts the encrypted ballotX to the RBB. The RBB administrator re-encryptsX and posts the resultY to
the PBB. Each mixer re-encrypts the ballots at the PBB beforethe talliers re-encrypt the resultZ, which
returns the ballots to the initial statesB, given correct operation of the election. The chain islockedin
the sense that an encrypted ballot only can be decrypted if ithas been encrypted in the correct sequence
by the voter and all of the designated election administrators. The posting to the RBB and transition from
RBB to PBB are only verified by the scrutinizers. While the rest of the steps in the encryption chain are
universally verifiable, since verification information is posted to the PBB.

RBB PBBVoter PBB PBB

B X Y Z BMIX

Figure 1. Building a locked encryption chain.

3.3. The Election Protocol

In the following, we first list the participants and (cryptographic) primitives of the election protocol (see
Figure 2), before describing each step of the protocol. Notethat the numbering given in the explanation
of the protocol matches the numbers in Figure 2.

Participants

• S – Set of scrutinizers,s ∈ S.

• M – Set of mix administrators,m ∈ M .

• T – Set of talliers,t ∈ T .

• V – Set of voters,v ∈ V .

• A – RBB administrator.

Primitives

• Private channels

• Election encryption function

• Public hash functionH

• PBB

• RBB

• Verifiable mix net

• Threshold secret sharing scheme
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Figure 2. Protocol overview.

Protocol

1. Each voterv first encrypts her ballot using the election encryption function and then signs a hash
of the encrypted ballot with her private key. Voters are authenticated by signing a challenge from
the RBB administratorA.

2. Only if authentication ofv is successful and if the voter signed hash verifies correctly, will A posts
v’s encrypted ballot, the hash, and the signed hash to the RBB.An index valuei of the posting is
returned tov.

3. The voterv authenticates herself to the scrutinizers and states the hash of her encrypted ballot.
The motivation for authenticatingv, besides double checking thatv is an eligible voter, is to avoid
unnecessary investigation of requests made by ineligible voters.

4. If authentication ofv succeeds, the scrutinizers check the RBB for the received hash.

5. Given that the scrutinizers find a matching hash on the RBB,the associated index valuei of the
posting is returned tov. Voterv checks if this is the same index value returned fromA and submits
a complaint to the election officials if they are unequal (notshown in Figure 2).

If the hash is not found, the scrutinizers investigate the correspondence betweenv’s posted signa-
ture and encrypted ballot.A could have modified the posted ballot orv could have asked for the
wrong hash. An honestA can prove that the voter must have asked for the wrong hash by showing
to the correspondence between the signed hash and the hash ofthe encrypted ballot posted to the
RBB. Similarly,A cannot cheat without compromising the voter’s private key.

During the initial voting phase, voters are able to update their cast votes. Steps 1–5 can be repeated
any number of times, as the RBB only keeps record of each voter’s most recently posted ballot.
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6. The scrutinizers double check the RBB to make sure thatA has not modified any values before
transition to the PBB. If the check succeeds,A re-encrypts and permutes the ballots at the RBB by
using his secret key and the election encryption function. The scrutinizers verifyA’s encryption
and posting to the PBB.

7. A selection of mix administrators constitute the mix net.Each mix administrator uses the election
encryption function and his secret key to permute the previously posted batch of ballots at the
PBB, and posts the output batch back to the PBB.

8. For each mix, the scrutinizers verify that the ballots arenot invalidated or substituted before the
next mix can start. The PBB is used to post verification information to enable public verification
of the mixing.

9. Given that all verifications hold, a certain number of the talliers jointly compute and publish the
decryption key. All ballots can then be decrypted, and a tally can be published. The reason for
using a threshold secret sharing scheme is to add robustness, as an attacker could prevent talliers
from participating.

4. Election Encryption Function

The election encryption function is a probabilistic multiple-key encryption function for chain encryp-
tions. It forms the basis for the initial ballot encryption,the mix net and the decryption of ballots by the
talliers. Our proposal is based on an extension of ElGamal [14] and allows any number of keys. The
main advantages with the proposed election encryption function is added robustness by enabling locking
of the order of re-encryptions and an efficient verification algorithm to ensure correct operation of the
mixers. We adapt the technique of randomized partial checking [17] to verify correctness of the mixes,
but make an improvement by verifying the output without revealing single ballot correlations.

Select a primep such thatq is a large prime divisor ofp−1. Select a generatorβ0 of Gq, the subgroup
of Z

∗

p = {1, 2, . . . , p − 1}, of orderq, andn secretai’s, such that

βa1

0
= β1 (mod p)

βa2

1
= β2 (mod p)

...

βan

n−1
= βn (mod p) .

For each step in the encryption function, a random elementki ∈ Z
∗

q is chosen. A voterv encrypts her
ballot B by

E1(B, k1) = (y1, z1) ,

where

y1 = βk1

0
(mod p) and z1 = Bβk1

n (mod p) .
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The nextn − 1 encryptions are performed by consecutive mix servers, and are given as

Ei(yi−1, zi−1) = (yi, zi) ,

where

yi = y
an−i+2

i−1
β

ki

0
(mod p) and zi = zi−1β

ki

n−i+1
(mod p) .

The final encrypted pair(yn, zn) is given as

yn = ya2

n−1
βkn

0
(mod p) and zn = zn−1β

kn

1
(mod p) .

Anyone who knows the secret keya1, can obtain the original ballotB by performing the decryption

dK(yn, zn) = zn(ya1

n )−1 = B (mod p) .

This works since

zn(ya1

n )−1 = zn−1β
kn

1
(ya2

n−1
βkn

0
)
−a1

= zn−2β
kn−1

2
βkn

1
((ya3

n−2
β

kn−1

0
)a2βkn

0
)
−a1

= Bβk1

n · · · β
kn−1

2
βkn

1
((β−k1

0
)
a1a2···an

· · · (β
−kn−1

0
)
a1a2

(β−kn

0
)
a1

) (mod p) .

Note thatβi = βa1a2···ai

0
, so

zn(ya1

n )−1 = Bβk1

n · · · β
kn−1

2
βkn

1
(β−k1

n · · · β
−kn−1

2
β−kn

1
)

= B (mod p) .

4.1. Locking the Order of Re-Encryptions

The encryption function described so far has a possible weakness, fori ≥ 2 one can substitute an
encrypted ballot with a new ballotB′ and re-encrypt by selecting

yi = βki

0
and zi = B′βki

n−i+1
(mod p) .

Successive re-encryptions of allEis of higher order are then required before the substituted ballot can
be decrypted. This attack would most likely be detected as each re-encryption is being verified by the
scrutinizers. However, we want to avoid the possibility of an attack from a collaboration of dishonest
administrators. A minor modification to the scheme enables us to lock the order of re-encryptions. We
add the values(βr

0 , βr
n), for a randomr ∈ Z

∗

q, and requirey1 to be computed as

y1 = βr
0β

k1

0
(mod p) .

If we include the valueβr
n in the decryption

dK(yn, zn) = zn(ya1

n )−1
βr

n (mod p) ,

and this yields a valid ballot, we can be certain that the ballot the voter encrypted has been correctly
re-encrypted by all of the key holders.

The public values of the election scheme are(β0, β1, · · · , βn, βr
0 , β

r
n, p, q) while the private are

(a1, a2, · · · , an, r), where eachai is private to the corresponding administrator of the scheme.
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5. Mix Network

The mix net secures the voters’ privacy. Each mixer processes the ballots in batches, and shuffles the
output according to a random permutation. The purpose of shuffling is to prevent an observer from
linking the order of outputs to the order of inputs. A single mixer only knows the local permutation used,
so the voters’ anonymity is preserved as long as at least one mixer is honest.

Mixing is based on the use of a re-encryption mix net that usesthe election encryption function
defined in Section 4. A single mixer re-encrypts ballots in batches and permutes the ballots according to
a random permutationπ (or simply through sorting by decreasing/increasing values). The mixing phase
starts by moving ballots from the RBB to the PBB. The mix net isuniversally verifiable, all information
needed to verify the mixes are made available at the PBB. However, the first mix is verified by using the
trust model of the scrutinizers. The voters cannot verify the first mix, since they then would be able to
not only show a correspondence between their voting intentions and the encrypted ballot at the RBB, but
guarantee for a vote being cast since re-voting no longer is possible after the transition to the PBB.

5.1. Mix Net Verification

How can we verify that a mixer performs correctly when re-encrypting ballots? A mixer could cheat by
trying to substitute or invalidate ballots. Given

yi = y
an−i+2

i−1
β

ki

0
(mod p) and zi = zi−1β

ki

n−i+1
(mod p) ,

we want to verify thatyi andzi were properly formed. We give the following protocol for theverification
of a single(yi, zi) pair. The administrator revealski. Note that this does not pose a security risk, as this
only gives away the correspondence betweenzi and zi−1. An attacker still has to solve the discrete
logarithm problem to find the administrator’s secret keyan−i+2. Whenki is known, one can verifyzi

directly, but, we still need to verifyyi, without revealingan−i+2. We pick anα = yi−1β
t
n−i+1, for a

secret random valuet ∈ Z
∗

q, and ask the administrator to encryptα, and receiveσ = αan−i+2 . If yi was
rightly formed, then verification ofyi succeeds since

σβki

0
β−t

n−i+2
= αan−i+2βki

0
β−t

n−i+2

= (yi−1β
t
n−i+1)

an−i+2β
ki

0
((βn−i+1)

an−i+2)−t

= y
an−i+2

i−1
β

ki

0
β

an−i+2t

n−i+1
β
−an−i+2t

n−i+1

= y
an−i+2

i−1
β

ki

0

= yi (mod p) .

However, instead of validating a single pair(yi, zi) we validate the product ofyis andzis. Note that
for all yis andzis of a batch we can write

∏
yi =

∏
(y

an−i+2

i−1
β

ki

0
) = (

∏
yi−1)

an−i+2β
P

ki

0
(mod p) ,

and
∏

zi =
∏

(zi−1β
ki

n−i+1
) =

∏
(zi−1)β

P

ki

n−i+1
(mod p) .
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The mixer publishes
∑

ki, such that the encryption ofzis can be verified directly. The scrutinizers
pick anα = (

∏
yi−1)β

t
n−i+1, for a random secret value t. The mixer returnsσ = αan−i+2 . Anybody

interested can now verify that

σβ
P

ki

0
β−t

n−i+2
= αan−i+2β

P

ki

0
β−t

n−i+2

= (
∏

(yi−1)β
t
n−i+1)

an−i+2β
P

ki

0
β
−an−i+2t

n−i+1

= (
∏

(yi−1))
an−i+2β

P

ki

0

=
∏

(yi) (mod p) .

However, a dishonest administrator can still cheat by

1. Replacing a set ofyi−1s orzi−1s with a different set that gives the same product.

2. Calculating
∏

yi and
∏

zi with differentkis, while ensuring that thekis sum to the same number.

Cheating attempts can be thwarted by using a technique called randomized partial checking [17].
The simple, but effective idea by Jakobsen, Juels and Rivestis to compromise half of the messages in
all batches in order to verify mix correctness. Voter privacy is obtained by the mix-net as a whole, by
always selecting ballots not compromised in the previous batch. We adapt this technique to our scheme,
but verify the output without revealing single ballot correlations.

For each mix, the scrutinizers jointly and randomly pick half of the ballots in the input batch, and
require that the mixer can show a set of corresponding ballots in the output batch. The scrutinizers and
anyone else interested verify that the product of the chosenballots in the input batch actually maps to the
product of ballots in the output batch. The mixers are prevented from cheating, since they have to guess
correctly which ballots the scrutinizers select, and then only change theyis andzis that are either all in,
or all not in, the selected set. The chance of guessing this for more than just a few ballots is clearly very
small.

6. Analysis

In the following, we study some selected parts of the election protocol that we believe are important to
the scheme’s security and usability. Due to lack of space, weonly provide an initial analysis.

6.1. Properties of the Election Protocol

We briefly discuss the security properties [15] of the proposed scheme.

Legitimacy: only registered voters may vote, and only once. The scheme assures legitimacy, since each
voter must register for a public-private key pair prior to the election. The private key is used to
sign a challenge given by the RBB administratorA, who verifies the voters’ signatures with the
corresponding public key certificates. We assume that each voter has a dedicated area at the RBB
that is overwritten each time the voter re-votes, thus protecting against double-voting.



10 T. Tjøstheim, G. Røsland / Remote Electronic Voting

Ballot secrecy: only the voter should know how she voted. The scheme assures ballot secrecy, since
the voters encrypt their own votes. Any device or other partycan therefore not learn the voters’
choices. A mix net is utilized to anonymize each voter’s ballot, since the scrutinizers and the RBB
administratorA initially know the correspondence between encrypted ballots and voters.

Individual verifiability: the voter should be able to check that her vote is accurately recorded for tab-
ulation. The scheme assures individual verifiability, since the voters can use the scrutinizers to
unambiguously confirm their posting to the RBB. Each voter’ssigned hash preventsA from cheat-
ing, since a posting only is valid if there is a correspondence between the hash of the encrypted
ballot and the signature.

Universal verifiability: the final tally should be verifiable by any third party. The scheme assures uni-
versal verifiability, since verification information is posted to the PBB, enabling public verification
of the mix net and the decryption of the encrypted ballots.

Accuracy: the final tally should reflect the true count of all legitimatecast votes. The scheme assures
accuracy, since chain encryptions are utilized, enforcingthat a ballot only will be correctly de-
crypted if it has been processed in correct sequence, and by all the designated participants.

Receipt freeness:a voter cannot by herself prove that she voted in a certain way. The scheme assures
receipt freeness, since the voters do not have read access tothe RBB, and hence cannot show which
vote that was encrypted. Before transition to the PBB the ballots at the RBB are re-encrypted. The
purpose of the re-encryption is to cause a permutation of theballots to preventv from showing a
receipt for her vote, as all participants have read access tothe PBB.

6.2. The Role of the Scrutinizers

The scrutinizers play a critical role in the scheme. Their main goal is to increase the voters’ trust in the
election process by guaranteeing correct operation of the election. However, this raises some practical
challenges. We limit our analysis to study how the scrutinizers best can ensure the voters of correct ballot
posting to the RBB. How the scrutinizers convince the voters, is essential for the voters’ understanding
and trust in the correct operation of the election. Ideally,all scrutinizers should be involved in the
confirmation of the voters’ ballots at the RBB. The voters canthen be sure that their ballots are correctly
posted, if at least one scrutinizer is honest. We do not think, however, that this is feasible in practice.

A more realizable solution is to letv pick a scrutinizer which she trusts to verify the ballot. A voter
v can be quite certain of correct status of her ballot if the index value matches the value received from
administratorA. The voter should also have the possibility of asking more than one scrutinizer, to double
confirm, and to protect against a possible collusion betweena dishonest scrutinizer andA. Each voter
should be able to decide how many scrutinizers she needs to ask to be convinced of correct operation.
Any irregularities in the answers from the scrutinizers should be reported to the election officials.



T. Tjøstheim, G. Røsland / Remote Electronic Voting 11

6.3. Error Handling

A detailed description of possible errors and recovery strategies must be carried out before the scheme
is used. We only focus on how robust the scheme’s construction is in terms of error handling. What if
the index value returned tov by the scrutinizers is different from the value returned by the administrator
A? Clearly,v will not be convinced of correct posting to the RBB. Bits could have been flipped while
passing over the network or errors could have been introduced by a careless or cheating administrator.
When will most errors occur and be discovered? Note that the scheme has two distinct phases. In the
first phase, the voters post their ballots to the RBB and confirm correct ballot posting with help from
the scrutinizers. The voters can also change their vote at any time during the first phase. At an official
time announced in advance, the second phase starts by movingthe ballots from the RBB to the PBB.
The ballots go through the mix net, before being decrypted and tallied. A nice feature of this design,
is that it is possible to catch errors before the second phasestarts. In the event of errors, these can be
found and fixed, without having to cancel the election. This is in contrast to many election schemes
that verify correct procedure at the end of the election, making error recovery more troublesome. Note
that significant errors introduced in the mixing and tallying phase will be harder to recover from. Errors
are, however, more probable in the first phase where more critical information is passed over the public
network. In phase two, only information to and from the PBB will be exposed.

6.4. In Combination with a Traditional Election Model

Any remote electronic voting scheme should be integrable with the traditional election model, that is,
voting at poll places. Many voters still lack the computer skills or the necessary equipment to participate
in an online election. We utilize the fact that our scheme consists of two distinct phases to propose a
solution for the combination of both election models. Let the voters cast ballots in the first phase until a
pre-announced time. After the first phase ends, a day of traditional poll place election is held in-between
phase one and two of the online election. A list of voters thatvoted in the traditional election is made
and delivered to the scrutinizers. The scrutinizers jointly remove ballots at the RBB associated with
voters who voted in both elections. The robustness of the election is strengthened through this combined
solution. In the case of any serious errors, we have a solid backup solution.

6.5. Mixing in Practice

We mention some practical requirements to prevent information leakage during mixing. Disclosed in-
formation could be used for vote buying and coercion purposes. An important restriction is that the mix
administrators do not use their own systems for mixing, it would then be easier for an administrator
to store pairs of input and output values from the mix. We assume that special purpose mix machines
are operated in protected areas, while being supervised by election officials. The calculations inside the
machines should not be visible to anyone, but be based on parameters entered by the mix administrators.
Correct operation of the mix machines can at any time be verified by running through test batches (for
example an Elgamal encrypted input batch that is decrypted in the mix). It is inevitable that the operators
of the mix will see some input and output values during work with the mixing and verification. How-
ever, the mixers cannot take with them any printouts or any other stored data when they leave the areas
for mixing. In practice, it will therefore be very difficult to participate in any form of vote buying or
coercion.
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Practical organization of electronic elections is a large challenge in itself, and we have only men-
tioned some rough ideas for the mix phase that especially should have strong security requirements.
We conclude that practical security requirements are necessary, regardless of how well a protocol is
constructed. There will always be additional reasons to protect the election, like for instance terrorist
attacks.

6.6. Coercion

A common criticism against remote electronic voting schemes is the vulnerability to voter coercion.
However, this is not a threat specific to Internet-based voting, traditional poll place elections are also
exposed. Many poll place election are vulnerable to chain voting [16, p. 373], or the use of cameras
to prove what a voter votes. Even so, remote electronic elections are potentially more sensitive, due to
the many ways an adversary can verify voter behavior. The information being sent to the voters can be
misused by an adversary to control the voters.

To get an idea of how vulnerable our scheme is to coercion, we consider three scenarios where a
coercer threatens a voter. The voter (i) is forced to vote while the coercer watches, the voter (ii) is
pressured into revealing her private key, and the coercer (iii) colludes with a dishonest scrutinizer to
improve voter control.

(i) The first scenario represents little danger, since it is difficult to prevent a voter from re-voting at
a later time. The coercer could stay with each voter till the deadline of the remote voting phase,
but that would restrict the number of voters the coercer would be able to influence. In addition, in
Section 6.4 we stressed that an electronic election should be combined with a traditional poll place
election. A coerced voter in the scenario given above, can utilize the fact that a voter’s ballot in
the traditional election overwrites the vote given in the electronic election.

(ii) With her private key no longer secret, the voter will effectively have lost her vote. The voter could
report that her private key has been compromised to the election officials, in order to obtain a new
key pair. However, care must be taken to prevent a coercer from finding out. The coercer could
find out by trying to re-validate his vote posted to the RBB. A countermeasure could be to always
return a positive acknowledgment if a verification request is made from an old key pair.

(iii) A coercer and scrutinizer collusion potentially gives access to all information on the RBB. The co-
ercer could force voters to encrypt a ballot listing a specific candidate and verify that this value is
posted at the RBB. This scenario is a real threat, but the probability of large scale coercion will be
very small. Note that the dishonest scrutinizer could communicate with the coercer either during
the ongoing election or after the election. Since the scrutinizers have conflicting political interests
they will be controlling each other. We assume that it is nearly impossible for the dishonest scru-
tinizer to communicate during the election with the coercer, without being revealed by the other
scrutinizers. Operation of a collusion after the election would be harder to detect. However,we
assume that a scrutinizer will not be able to remember more than a couple of values on the RBB,
as the scrutinizers are not allowed to carry with them any stored data when leaving the area of the
RBB (similar to the security requirements discussed in Section 6.5).
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7. Conclusions and Future Work

In this paper, we propose a new receipt free, remote electronic voting scheme for large scale elections. A
new probabilistic multiple-key encryption function is used to carry out chain encryptions. An encryption
chain is formed by the voter encrypting her ballot, followedby the mix administrators who each re-
encrypt the encrypted ballot to the next step in the chain, while the talliers decrypt the last element in
the chain. A ballot will only be correctly decrypted if it hasbeen processed in correct sequence, and
by all the designated participants. The integrity of the election is secured through the locked chain of
encryptions which prevents insertion of valid ballots after the initial voting phase, where each step of
the encryption chain is verifiable. Posting of ballots and RBB administratorA’s re-encryption are only
verified by the scrutinizers, to prevent a voter from showinghow she has voted. The scrutinizers can be
trusted to monitor and verify the election process, since they represent different candidates (or parties).
Hence, a collaborative effort to cheat would be highly unlikely. Mixing of ballots at the PBB and the
tallying phase are universally verifiable.

Vote buying and voter coercion are theoretically possible,but minimized by several countermeasures:
the scheme’s receipt freeness property, the ability to re-vote in the remote election, the possibility of
overwriting the electronic vote in a traditional poll placeelection, and practical security requirements.
We note that the possibilities for vote buying and coercion could nearly be eliminated if the mix net was
not publicly verifiable. Even though the trust model of the scrutinizers should be sufficient to verify the
mix net, public scrutiny of the mix net is important to gain the voters’ trust in the scheme. We believe
that the integrity and usefulness of a remote electronic election is most important, and vote buying and
coercion on a strictly limited scale can be tolerated, as long as the impact on the election outcome will
be negligible.

We have only given an initial analysis of some selected partsof the scheme. Future work will include
a more formal and in-depth analysis, in particular we want toconsider:

1. Error handling : We need to carry out a threat analysis of different errors that could occur during
the election phase and describe a detailed scheme for the handling and recovery of these errors.
The probability of significant errors that make error recovery impossible should be minimized. One
challenge is how to treat errors that occur during initial ballot encryption. These errors will not be
detected before the tallying phase and cannot be mapped backto the voter. A possible solution is
to let the voters cast dummy votes, to verify that encryptionis carried out without errors, before
the real vote is cast. Another scenario which should be studied further, is the voter as a possible
adversary. A voter supporting a party with no chance of winning, could try to compromise the
election process.

2. Role of the scrutinizers: The scrutinizers monitor and verify each step of the election protocol.
We need to establish a clearer model for the verification of ballot postings and response to each
voter. A method for double checking the RBB before transition to the PBB has not been specified.
We cannot require from every voter that she states the hash ofthe posted ballot to the scrutinizers.
A rough idea is to first check for the hashes received from the voters. For the cases in which no
matching hashes are found, a database of voter certificates could be utilized to verify the corre-
spondence between posted hashes and signatures at the RBB.

3. Vote buying and coercion: A more systematic analysis of scenarios that could occur should be
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carried out. Note that the RBB administratorA potentially has access to all the correspondences
between ballots at the RBB and PBB, while the scrutinizers have a 50 percent chance (given
that they randomly pick half of the ballots when verifyingA’s re-encryption) of showing that a
particular ballot at the RBB is not changed before the transition to the PBB. Further requirements
to limit access to the RBB should be determined to prevent thescrutinizers andA from storing
significant amounts of data from the RBB.

We do not think that the implementation of remote electronicelections is something that should be
rushed. There are many uncertainties in the underlying network infrastructure that need to be analyzed
and solved before a large scale remote electronic election should be deployed. Currently, there are
initiatives to create an alternative to the Internet that ismore robust and secure [18].
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[15] P. Y. A. Ryan and T. Peacock, “Prêt à Voter: a Systems Perspective,” Technical Report Series, CS-TR: 929,
2005.

[16] J. P. Harris,Election Administration in the United States, The Brooklings Institution, 1934.

[17] M. Jakobsson, A. Juels, and R. L. Rivest, “Making Mix Nets Robust For Electronic Voting By Randomized
Partial Checking,” 2002, proceedings of the 11th USENIX Security Symposium.

[18] D. Talbot, “The Internet is Broken,” Technology Review, Dec. 19 2005.
http://www.technologyreview.com/InfoTech/wtr 16051,258,p1.html.


