














[II: A PROOF OF CONCEPT ATTACK
AGAINST NORWEGIAN INTERNET
BANKING SYSTEMS

BankID login
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IV: ROBBING BANKS WITH THEIR OWN
SOFTWARE—AN EXPLOIT AGAINST
NORWEGIAN ONLINE BANKS

e Discusses the proof of concept
phishing /MitM attack in more detail

e BankID communication protocol
e BankID client software

e Misuse of trust increases the leverage of
the attack

e Disclosure
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IV: ROBBING BANKS WITH THEIR OWN
SOFTWARE—AN EXPLOIT AGAINST
NORWEGIAN ONLINE BANKS

BankID
patch II
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V: CHALLENGES IN SECURING
NETWORKED J2ME APPLICATIONS

e Security challenges when developing
software for modern mobile phones

* Buggy implementations, limited
update capabilities

e Constrained resources

e (In)secure communication and
storage
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V: CHALLENGES IN SECURING
NETWORKED J2ME APPLICATIONS

® Security and Trust Services API
(SATSA)

e Smartcard communication

e Public Key Infrastructure (PKI)
credential management

e Cryptographic operations
e Several shortcomings

18




VI: VULNERABILITIES IN
E-GOVERNMENTS

e Survey of governmental websites
around the world

e Shows that more than 80% of e-
governments were vulnerable to two
very common attacks (XSS, SQL inj.)

* Findings on leakage of personal
information from a Norwegian pension

fund
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VIl: IDENTITY THEFT: MUCH TOO EASY?
A STUDY OF ONLINE SYSTEMS IN
NORWAY

* Determined leakage of personal
information from many Norwegian
websites

e Personal information can be used to
commit ID theft

* Mobile operators, Posten, and Altinn
improved their systems after the media
debate
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Viil: OPEN WIRELESS NETWORKS
ON UNIVERSITY CAMPUSES

e Discusses privacy issues, security risks,
and benefits stemming from open
wireless networks (no password to get
access)

e Universities should consider offering
open wireless networks

e Use risk analysis to make an informed
decision
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CONTRIBUTIONS AND

IMPACT




ONLINE BANKING

e Established that the true security level
was lower than advertised

e Media debate established that the banks
are liable for losses due to attacks on
their online banks

e Security in online banks has been
improved
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PRIVACY

e Established that several online systems
leaked personal information

e Facilitate ID-theft

e Spurred a national debate, resulting in
increased focus on ID-theft

 Improved security in many systems
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PUBLICITY

e Several hundred news articles about
our findings

* More openness about security
challenges

e Media debate has paved the way for
other researchers to scrutinize critical
national systems
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DISSERTATION AND PRESENTATION
AVAILABLE AT:
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