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Introduction

* Emphasis on functionality
» Service oriented architectures
* Computer security = Network security

*» Padly designed and implemented
software
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Cybercrime

* The bad guys are winning: total damage
2004 was a record ¢175 billion
(Computer Economics Inc.)

* HangUp team
* “In Fravud We Trust”

» ShadowCrew
* 4000 members worldwide
* 19 people indicted
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Security defined

* Holistic approach
*» A set of non-functional goals

* Prevention, traceability and avditing,
momformg rnvacy and
confidentiality, anonywity,
aufhenﬂca’non and mfegn’ry

p)e design and lmplememanon of a
oundaﬂon to build upon

» Authentication, integrity, and
confidentiality

5



Internet banking

* 2 willion Norwegian P4logging
users oo T
* Interesting for both Cier D i )
attackers and
l’esearchel’s Pélngging
* Gurrent initiative Wo—_—
( uder Y avbrnr W Help D

* Bankil




Selmersenteret’s
research

* Weak avthentication of clients

* Vulnerable to distributed DoS attacks
joined with a brute-foree PIN cracking
schewme

* More information

» “Security in Norwegian Internet banks,”
Kijell J. Hole ef. al.
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Current situation

* (. Sorensen on Bankll in an interview
with Pagbladet

» http:/www.dagbladet.no/dinside/
2005/02/27/424662.htwl

» Bankll
» Reluctant to disclose system details

* Use Public Key Infrastructure (PKI) to
provide services for society at large
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Theoretical background

* Java
* New Input/Qutput (NIO)
» Cryptographic libraries
» PKI
» SSL



Java

* Java security fundamentals
* Crypto APls
* Java Cryptography Extension (JCE)

* Java Authentication and
Authorization Service JAAS)

* Java Secure Socket Extension (JSSE)
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Java security
fundamentals (1)

* Sandbox
* Sensitive operations
* Operations <--> seqments of code
* A control center



Java security
fundamentals (2)

* Example:

* grant codeBase “file:/safe/*"” ({

permission java.security.AllPermission;

}i

* Security checks performed by the
access controller
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* Enhanced 170
* Readiness selection

* Selectors and channels
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Public key
cryptosystems

Alice's public Alice's private
key key

L

Ciphertext

Flaintext Encwptiﬂn DE‘CWPUG” Flaintext
algorithm algorithm
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X509 certificate (1)

This certificate has been verified for the following uses:

S5L Server Certificate

Subject

> | Issued To

ame (CM)
Organization (O]
Organizational Unit (O}

Issver
Validity

Issued By

ommon Mame (CH)
Organization ()
izational Unit (O}

» ( Validity

[ssue hn
Expires On

Fingerprints

SHAL Fingerprint
MD5 Fingerprint
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WWW.AMAZON.COm

Amazon.com lnc.

< Mot Part Of Certificate=

OEAS 09 3E357E74:DB:8A: 03704483 20:F9:0D

<Mot Part Of Certificate
R5A Data Security, Inc.
Secure Server Certification Authority

1/6/05
1/7/06

1E:52:BFES:30:B2:FEAZBS . C2:A2CYBS: 24:3B:5E:42:57:F3:81
B9:C1:B9:AZ:40: 384893 A8:03ER8:F8:1D:E3:9F:20



X509 certificate (2)

* Public Key
* Serial number
* Digital signature



PKI components

* Certification Authority (CA)
*» Registration Avthority (RA)
* End users

* Repository

* Archive
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SSL

» Motivation: bringing s | 38, urrp
e-commerece to the
Internet SSL Record Protocol

TCP

* (reated by Netfscape in
1994
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Communication
channel
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SPV server certificate

This certificate has been verified for the following uses:

SSL Server Certificate

Issued To

Common Mame (CN) netthank.edb.co

Organization (O] ECIE i

Organizational Unit (OU)  Metwork Services

Serial Number 178837 ERBEVBE 2553084494 2929 1C.YEEL
Issued By

Common Name (CN) < Mot Part Of Certificate=

DOrganization (O] WeriSign Trust Network

Organizational Unit (OUY  VeriSign, Inc.

Validity

lssued On B/3/04

Expires On B8/4/05

Fingerprints

S5HAL Fingerprint ACIEBADS 1B 59 A8 3B 7250745276 E2 F5:39:B6:3B:.CC.CE
MDS Fingerprint 14:66:91:4940AEE0AZ DL 45 1B F0.56:6F 80002
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Ilmplementations

. yrlgcwﬂslememaﬂon of SPV’s login

» Basic operations in a PKI
» Key generation
* X909 certificate generation
* CRL generation and revocation
» Mutual authentication
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NI0/PKI/SSL prototype

* Combination of NI0, PKI and SSL to
provide a framework for secure client-
server communication

* lmplementation assuming same issver of
both client and server certificates

* More information
* http://www.ii.uib.no/ yngvee/?sslnio
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Sumwmary

* |nternet security

* Java
+ PKI

» SSL
* lmplementations
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Conclusions

* Network security approach insufficient

*» Gurrent Internet banking systews are
flawed

* Java contains crypto and PKI
capabilities

* A combination of NIQ, PKI and SSL can
provide an infrastructure to enhance
security in client-server communication
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Further work

* NIO/PKI/SSL prototype

» Scalability

* Evalvation

* Paper
+ SWAP

» PKI with constrained devices
* Privacy
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More information

» http:/wWww.nowires.org

» http:/www.ii.uib.no/ larshn
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