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Preface

During the past decades, a lot of research has been done toateevoting
protocols and election systems that facilitate voting viahe Internet. Many
universities and private organizations are now using suclysems for refer-
endums, or to elect individuals for its leading positions. &veral countries are
also moving towards electronic voting over the Internet fotegally binding
elections.

Cryptographers and system designers have until now mainlpdused on
the mathematical and the technical aspects of electronic ting systems. How
to build trust in these systems have not been considered inyamepth (as
far as the author has been able to establish). Whenever theig® a change
in election procedures, voters', candidates’, and electioo cials' trust in
the election system may be challenged. In this thesis, we tscon di erent
aspects of how to build and preserve trust in remote electranvoting systems.

The intended audience for this thesis is rst and foremost stlents and
IT professionals interested in remote electronic voting syems. However,
the rst two chapters, and several parts of Chapter 3 and Chapr 4, are not
very technical oriented. Readers with some basic IT knowlgd, and who are
interested in the topic, are encouraged to continue reading
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Chapter

Introduction

Distrust and caution are the parents of security.
Benjamin Franklin

\Free and fair" elections are often referred to as the found@n for a
democracy. OSCE'SCharter of Paris for a New Europe[l] states:

\Democratic government is based on the will of the people, ex
pressed regularly through free and fair elections. [E]verge also
has the right [...] to participate in free and fair elections

Elklit and Svensson ] clarify and di erentiate between the terms \free"
and \fair". Freedom entails the right and opportunity to choose one thing
over another, and at the same time, certain choices should tnbave nega-
tive consequences for one's own or one's family's safety,lfare, or dignity.
Fairness means impartiality, i.e., no individuals are given unreaswble ad-
vantages.

During the past centuries, the introduction of technical egipment has
radically changed the way many elections are organized, [Ch. 1]. Pre-
printed paper ballots|technical equipment in its simplest form|were intro-
duced to improve accuracy. Similarly, the introduction of evelopes improved
the voters' privacy. Later, electronic equipment have beewidely used to cast
and count votes in countries like the U.S., the Netherland€ermany, France,
and Austria [3, Ch. 1].

The term electronic voting (or e-voting) denotes di erent neans of cast-
ing and counting votes electronically. Aremote electronic voting system
gives the voter the opportunity to cast his vote outside a cdrolled environ-
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Chapter 1. Introduction

ment.! Several countries are now moving towards remote electronioting
over the Internet. Regardless of the technology used to omgae elections,
the principles of free and fair elections are the same.

1.1 Trusting the electoral process

In Norway, the Ministry of Local Government and Regional Deglopment

runs the E-vote 2011 projec to establish and implement routines for e-
voting that ensure a correct result and build trust. Accordng to the project

directive [4], the project shall work to achieve acceptance for e-votings

a secure and reliable solution amongst both policy makers drhe general
population. These goals are important, but often overlooke According to

Schneier b, p. 114], voting is as much a perception issue as itis a tectogical

issue. He states that:

\It is not enough for the result to be mathematically accurag;
every citizen must also be con dent that it is correct.”

In other words, itis not enough for election observers to diece an election
free and fair|the public must have some level of trust in the dectoral process
to give the winner legitimacy to govern. Usually, people doat protest simply
because their candidate lost the election, but they do if thebelieve that their
candidate lost unfairly. It is therefore often said that themain purpose of
election fairness is to convince the loser (and his suppargg that he lost the
election fair and square 4. If trust is low, or lacking, this is a very hard
task.

It is di cult to give a precise and universal de nition of tru st. Because of
the large variety of de nitions (e.g. see{]), it seems reasonable to conclude
that trust must be considered in light of its context. In this thesis we will,
thus, use Marsh and Dibben's de nition of trust [7]:

\Trust concerns a positive expectation regarding the behaor of
somebody or somethingtfie trustee in a situation that entails
risk to the trusting party ( the truster).”

Marsh and Dibben observe that the level of trust must be abowe certain
threshold, denoted thecooperation thresholdto make the decision to trust
someoned]. If the level of trust is below the cooperation threshold thy call

INote that all further usage of the term “e-voting' in this the sis refers to remote elec-
tronic voting on the Internet, unless something else is speed.
2http://www.e-valg.dep.no/



1.1. Trusting the electoral process

this untrust or distrust (see Figurel.l). Untrust is a measure of how little
the trustee is actually trusted, and distrust is a measure dfiow much the
truster believes that the trustee will actively work agains him or her in a
given situation.

To further clarify the di erences between untrust and distust, we intro-
duce a second threshold, namely thencooperation threshold If the truster's
level of trust is below the uncooperation threshold, the trster believes that
the trustee deliberately acts against him. For example, if a voter has a high
degree of distrust, he may strongly believe that the electioo cials in charge
of an election, controls the outcomelthe election o cials are acting unco-
operative. Likewise, if election o cials choose to ignoretsong evidence of
election fraud, many voters are likely to object because thedistrust the
election|the voters are acting uncooperative.

Trust Levels

An individualOs development
of trust over time

Cooperation
Threshold

Uncooperation
Threshold

Figure 1.1: Trust is situational, and varies over time. In area A the truster
trusts the trustee enough to cooperate. In area B, the trustewill act against the
trustee, because the truster is convinced that the trusteeillvdo the same.

In between the cooperation threshold and the uncooperatiotireshold
we nd the area untrust. Marsh and Dibben give an example of o to
understand the term untrust [3]:



Chapter 1. Introduction

\|I trust you, but not enough to believe you'll be of any help i n
this situation if a push comes to shove."

Similarly, a voter may trust the election o cials' intentio ns to organize
a free and fair election, but the voter is uncertain about theelection o -
cials' capability to detect an attack on the election, and tereby ensure the
election's integrity.

1.2 Is trust important?

The public's con dence in an electronic election system came fragile. One
relatively small incident can lead to dramatic changes in # public's con-
dence. The 2006 municipal election in the Netherlands exeguh es this
problem. A suspicion of fraud was raised when a candidate gb81 prefer-
ential votes at one particular polling station, but only obtined a total of 11
votes elsewhere9]. Moreover, the suspicion of fraud was further raised by
the fact that the candidate was a polling worker at the pollig place where
he obtained the unexpected large number of votes. Because&vids impossible
to perform a meaningful recount, due to the design of the vatg machines,
voters were asked to come back to cast their vote once more. ribg this
election the suspected candidate only got a handful numbef wgotes. As a
result of this shadow election and testimonials given by vets, the candidate
was convicted of election fraud.

An action group named \we don't trust voting computers” was dbunded
after this election3 The group managed to get access to voting machines from
one of the major vendors and found several serious vulneriti®s [10]. The
Dutch government was, thus, forced to initiate further invstigations of the
voting machines [.1]. On October 1st, 2007, the District Court of Amsterdam
decerti ed all voting machines in use. Finally, the Dutch réurned to paper
based voting for the 2009 European Parliament election andl avork on
remote Internet voting was put on hold.

The level of public con dence in Norwegian elections is deeu to be very
high [12, 13]. This does not mean that the Norwegian election system is|ad
has always been|perfect. For example, election observersuding the 2005
parliamentary election were rather critical to the tabulaton process. They
pointed out that there were no o cial speci cations on how to use electronic
equipment to process votes. In particular, detailed coumtg procedures were
lacking. The election observers concluded J:

Shttp://www.wijvertrouwenstemcomputersniet.nl/Englis h



1.3. E-voting a ects the voters' trust

\Again, such a system, which would appear rather vulnerable
and open to abuse in other circumstances, does not appear to
create any problems in Norway, where there is a strong tradin

of accountability and the level of public con dence in the hoesty
and integrity of the election administration is very high."

Trust is a well-established topic in the areas of psycholognd the social
sciences. Trust has also gotten more attention in the area$ imformation
science and technology with the growth of the Internet andni particular,
e-commerce. Trust is essential for e-commerce: with trusepple will buy
things in an online store, without they will not [14]. If the level of trust is
low, a customer has several opportunities. Either he will puhase the goods
in a competitor's online store, which he is likely to trust mee, or he will
buy the goods in a traditional store. Trust regarding e-votig systems is not
quite as simple. A voter may choose not to trust an e-voting syem for many
reasons. If privacy concerns are the main reason for the voseuntrust or
distrust, he can cast a paper ballot if this is an option. In aituation where
no alternative exists, the voter is left with the option not to participate in
the election. Moreover, if the integrity of the election reglt is the voter's
main concern, it will not help to use a di erent \channel" to cast the vote. A
voter that does not trust the integrity of one part of the tally, will obviously
not trust the complete tally. The voter is again left with the option of not
voting. If the voter decides not to participate in the electbn, we can say that
his level of trust is below the cooperation threshold.

1.3 E-voting a ects the voters' trust

In this thesis we will argue that there are some general progies of elec-
tronic voting that can a ect the voters' level of trust in a negative direction

towards distrust. For example, introduction of a new electinic election sys-
tem may change known and trusted procedures radically. Theoters have
to develop new internal trust models. It is also clear that elction observers
are struggling to nd a reasonable way to observe remote eteanic elections
[15], and likewise, auditors nd it di cult to verify the integr ity of the elec-
tion result. These problems are related to the fact that a reote e-voting
system reduces the number of laymen involved in the electigmocess in fa-
vor of a smaller group of IT professionalslp, Ch. 9]. Finally, there is a
growing concern about the ongoing \privatization of the demcracy" [17].

Commercial entities are in greater extent delivering critial components to
the election process, components that may have an impact ohet election
outcome. Examples are electronic voting machines, opticbhllot scanners,

5



Chapter 1. Introduction

and electronic electoral rolls. Information about these syems is very often
not available to the public, or even to the election managemeboard. Such
lack of transparency may decrease the overall trust level.

1.4 Scope

The main goal of this thesis is to explore how di erent desigproperties of
remote Internet e-voting systems in uence the voters' leveof trust. We will
also discuss how behaviors of election o cials have an impiagn voters' trust
in an election result.

Cryptography is often used to ensure election integrity andoter privacy.
In this thesis we will present some cryptographic propertgefor building trust
in e-voting systems.

Legal issues, like whether a remote e-voting systems viaatthe United
Nations' Universal Declaration of Human Rights will not be considered in
this thesis* Our focus is how to build trust in the technical and organiza-
tional parts of an e-voting system, after a decision about iplementing such
a system has been made.

1.5 Structure of thesis

Chapter 2

Chapter 2 presents commonly accepted requirements for etimg systems,
and discusses the importance of specifying requirements onder to build
trust. The chapter also outlines an analysis technique for-eoting systems
based on the requirements.

Chapter 3

With an analysis technique in place, the third chapter preses an analysis of
the e-voting system utilized during the 2009 rectorial eléion at the Univer-
sity of Bergen (UiB). The chapter concludes with some con®dations about
performing security tests on a live system.

Chapter 4

Election fraud, or even suspicion of election fraud, can uedmnine public
con dence in the outcome of an election. This chapter discsss which in-

4http://www.un.org/en/documents/udhr/



1.5. Structure of thesis

formation election o cials must gather in order to support later audits, re-
counts, and forensic analysis. This chapter also exploresnge techniques for
detecting election fraud and other irregularities in e-vahg systems.

Chapter 5

Verifying the correctness of an election is important to avd untrust and

distrust. Di erent ways of verifying election results will be explored in the
chapter. In particular, the chapter discusses how an enhagd level of voter
interaction throughout the voting procedure can help to intease the publics'
level of trust in the electoral process.

Chapter 6

Chapter 6 presents a short summary, and concludes this thesi Finally,
some suggestions for further work within the eld trust and emote electronic
election systems is given.






Chapter 2

Requirements and Analysis Technique
for E-voting Systems

De ning problems accurately lays the foundations for solwy them.
Trust Matters, S. Bibb & J. Kourdi

Di erent aspects of the electoral process must be considdréo declare
an election \free and fair". In this chapter we de ne a set of scurity and
privacy requirements especially relevant to e-voting sysins. Furthermore,
we discuss how to utilize these requirements in order to bditrust among the
public. Finally, the chapter outlines a simple analysis tdmique for e-voting
systems based on the requirements. The reader interestedatner election
criteria/requirements, not directly related to the e-voting system itself, is
referred to the Declaration on criteria for free and fair elections[18], and
Elklit and Svensson P, Table 1].

2.1 Requirements for a free and fair e-voting
system

It is common to use the general termgon dentiality , integrity, and avail-
ability when considering security and privacy requirements in infimation
systems. Con dentiality is the protection against unautheized disclosure
of data, integrity refers to protection against unauthoried modi cation of
data, and availability is the ability to use a resource as degd [19).

For complex systems, like an e-voting system, it may be bett¢o use a
set of requirements especially tailored to the domain of thgystem. A list of

9



Chapter 2. Requirements and Analysis Technique for E-votinSystems

eleven high-level, non-functional requirements for e-viog systems follows.
This list is based on commonly accepted requirements founal the research
literature [6, 15, 20, 21].

2.1.1 Requirements

Eligibility All eligible voters are accurately identi ed and registerd, and
an authentication procedure ensures that only registeredters can vote.

Uniqueness Only one vote per voter. If a voter is allowed to vote multiple
times, then only the last vote counts.

Accuracy Allvalid votes are counted correctly. It is not possible foanyone
to alter, delete, invalidate, or copy any vote.

Soundness Invalid votes, for example votes with invalid format or conent,
are not counted.

Privacy  All cast votes are kept secret during the election and it is wer
possible to link any vote to the voter.

Fairness No early results, in particular no partial tally, can be obtaned
by anyone during the election period.

Transparency Information about the e-voting system itself and the infor-
mation it publishes must be available to all stakeholders.

Robustness No reasonably sized coalition of stakeholders is able to dipt
or in uence the voting process during the voting period, or @nipulate the
nal tally in any way.

Uncoercibility A coercer cannot be sure he vas able to force a voter to
cast a particular vote later tallied by the system.

Receipt-freeness  To prevent vote buying and selling, no voter can obtain
or construct a receipt to prove the content of a vote to a thirdoarty during
the election or after the election.

10



2.2. Requirements as a means for building trust

Veri ability Each voter can check that his vote was correctly received by
the central infrastructure (voter veri ability), and anyo ne can count the votes
(universal veri ability).

2.1.2 Selecting requirements

Understanding the context in which an e-voting system will b deployed is
important when selecting its requirements. The collectiof requirements
de ning an e-voting system for private elections at univetises will not be
equal to the collection of requirements associated with a stgm for govern-
mental elections. Deciding upon a set of requirements for @voting system
must be seen in the light of which threats the system is likelfo face.

It is important to notice that we distinguish between the tems vulnerabil-
ity and threat. A vulnerability in an e-voting system is a (security relevat)
design aw or an implementation bug, while a threat is a persoor a group
that has the needed capabilities to exploit a vulnerabilityeither intentionally
or accidentally 22, Ch. 4]. Malicious software developers, hackers, criminal
organizations, protest groups, malicious election o ciad, and rouge system
operators are examples of threats deliberately exploitingulnerabilities to
misuse e-voting systems. Legitimate voters and benevolaemperators are ex-
amples of threats inadvertently exploiting vulnerabilites due to carelessness
or bad usability.

2.1.3 Further requirement engineering

The selected list of high-level, non-functional securityral privacy require-
ments is vital in the further process of requirements engireng. Every new
low-level functional requirement suggested for the systeshould be held up
against the list of non-functional security and privacy regirements. If it is
not compliant, it should be discarded.

2.2 Requirements as a means for building trust

The process of developing (non-functional) security and pacy requirements
can be used to increase the level of public trust in a forthcang e-voting
system. Presenting well-formulated requirements may shoinsight, and if
done right, the requirements can be seen as an expression of to consider
important security and privacy aspects of e-voting in the frcther development
process. Choosingot to announce security and privacy requirements, may
cause suspicions and untrust, and in worst case distrust. itfis not possible

11



Chapter 2. Requirements and Analysis Technique for E-votinSystems

to achieve public acceptance for the non-functional req@ments early in the
development process, it is more likely that the process withil later.

Stakeholders often present the expectations they have to gstem in a
natural language. Without a common basis for communicatigrstatements
are likely to be misinterpreted. De ning a list of easy to unérstand, and well-
de ned requirements makes it easier to have an enlighteneeloate whether
or not an e-voting system is suitable for a particular type oélection.

2.2.1 System requirements for the Norwegian E-vote
2011 project

The Norwegian E-vote 2011 project chose a dierent approacthen ours

when selecting requirements for their system. Requiremeantor the e-voting
system were rst and foremost a result of their acquisitiondrm: competitive
dialogue In a competitive dialogue, several tenderers are invitetcompete
for the delivery of a nal system. During the competition phae, the tenderers
submit several partial deliveries. The contractor forms i cations for the

next deliveries based on the partial deliveries. In this wayhe tenderers
are participating in the process of developing the nal reqguements for the
system.

In the Norwegian E-vote 2011 project, a set of system requinents was
nalized two and a half weeks before the tenderers submittetheir nal
proposal for an e-voting systemZ3. At the same time the requirements
were made publicly available. However, regular voters weremt among the
intended audience for the requirement documents. It may seethat the
project management did not encourage a public debate on thgstem's non-
functional requirements since the requirements were inassible almost until
a full system solution was described.

One of the greatest challenges when introducing a remote émhet e-
voting system is to overcome the bad reputation of e-votingrigeneral. The
Norwegian E-vote 2011 project has already experienced thi¥he Ministry
of Local Government and Regional Development invited ftysix municipal-
ities to apply for participation in a limited e-election in 2011. Only limited
information about the project was available at the time the pliticians had
to make a decision about participation. Twenty-one municiglities decided
not to apply to the Government. Some of the municipalities ddined mainly
because they were concerned about the voters' privacy/[ 25].1

1Other municipalities declined mainly because of the uncleacosts associated with the
participation in the e-election trial.

12



2.3. Analysis technique for e-voting systems

The E-vote 2011 project's privacy requirements are actugllvery strin-
gent [23, pp. 32, 33 ]. So why did the politicians have doubts about the
privacy? Were they not convinced that the Ministry would be &le to pro-
vide an e-voting system that would meet the project's secuyi and privacy
requirements? There is no easy answer to these questionst Blearly, some
of the politicians did not have enough (or any) knowledge albthe system's
privacy requirements and based their decision on their owrepceptions about
the system.

2.3 Analysis technique for e-voting systems

Inspired by Hubbard's critical evaluation of risk analysismethods P6] and
other methods for discovering security weaknesses/|[ 2€], this section out-
lines a technique for deciding if an e-voting system is in cgimlnce with a
set of requirements. The technique's main focus is to dis@vtechnology
oriented attacks. It is useful for individuals with knowledje of information
security, but not necessarily much experience with secuwitvaluation of e-
voting systems. Our analysis technique is not an alternatévto formal meth-
ods for evaluating the security of a system design, but rath@ supplement
that is especially useful when evaluating prototypes and liy implemented
systems.

It is possible to rate a system's compliance with a requiremeusing, e.g.,
the three levelslow, medium and high. One motivation for introducing levels
is to make it easier for a team of executives to address the rmostical prob-
lems rst [29, Ch. 6]. Unfortunately, the introduction of levels of compgknce
makes it more likely that di erent groups of analysts will cane to di erent
conclusions 26, Ch. 7].

We will rather try to determine requirementsnot satis ed by an e-voting
system. A requirement is said to be broken, oviolated if we can nd a
practical attack, else the requirement is assumed to be sagd. Note that
we de ne an attack as the combination of a vulnerability and ahreat. An
attack is said to bepractical if it can be carried out by one or more threats.
The practicality of an attack is best demonstrated by develasing a proof of
concept-attack.

The main advantage of this approach is that once the requireants have
been selected and accepted by the stakeholders, it is hardaogue that an
e-voting system is suitable for real elections when practitattacks violating
one, or several of the requirements, are discovered.
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Chapter 2. Requirements and Analysis Technique for E-votinSystems

2.3.1 Three step analysis technique
Step 1 { Develop system models

To analyze an e-voting system it must rst be modeled. A modeis an
abstraction of the system that focuses on interesting aspgecan ignores ir-
relevant details [2(]. The purpose of modeling is to deal with complexity. It
may be useful to develop several models, each focusing onedént aspects
and parts of the system.

First, it is necessary to get a general overview of the elec&d processes
that the e-voting system is a part of. A generic model of the ettoral process,
presented in Figure2.1, can be used as a starting point. The gure is based
on [6, Ch. 1], where supplementary descriptions of the di erent fpases in the
process can be found.

An e-voting system's most valuable assets are the values bétcast votes.
To outline the entire electoral process it may be useful to deribe:

The information that is available at each phase of the eleain.
In what form the information is stored.
The actors (people and components) with access to the infoatmon.
How the actors interact with the information.
How the information ows within each phase.
How the information ows between each phase.
Even if a system description is available from the system praler, the

analysts should (as closely as possible) try to verify thathe description is
correct.

Step 2 { Determine practical attacks violating the requirem ents

In this step the analysts should look for threats exploitingsulnerabilities in
each phase of the electoral process. The rich literature debing attacks on
web based e-voting systems and web applications in genefake e.g.48, 31,
32, 39) may be of great help during this step. Most of the practicahttacks
described in Chapter 3 were discovered using the methodojogresented in
[28, Ch. 20].
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Figure 2.1: Generic model of the electoral process.

Step 3 { Document attacks and identify violated requirement S

It is important do document all practical attacks for sever&reasons. First,
claiming that a requirement is violated may be met with objettons from

di erent stakeholders. Providing detailed documentationmakes it easier for
others to verify the results of a completed analysis. Secandell-formed

documentation makes it easier for developers (if possibl®) deploy counter-
measures. Finally, it is important to document all attacks © simplify the

next round of analysis.
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2.3.2 Recommendations

The outlined analysis technique can never prove that a reqement holds for
areal system. Itis therefore preferable to use multiple gups of analysts with
diverse skill sets, looking at the systems from di erent arlgs, to minimize
the likelihood of overlooking serious vulnerabilities.

Analysts should begin to scrutinize the system early in thealelopment
process. Since new vulnerabilities and threats may appeaveo time, the
e-voting system should be repeatedly analyzed during itddtime, and not
only when system updates are deployed.

One should remember that discovering vulnerabilities, angresenting
practical attacks might in uence the public's level of trug. Voters, electoral
candidates, and politicians are likely to lose trust in e-wing systems yield-
ing to attacks, even though the attacks may be relatively linted in nature.
Hence, it is of major importance that system owners are prepal to deal
with discoveries of system vulnerabilities. A system ownevho decides not
to scrutinize his system properly, or ignores reported vuérabilities, runs a
greater risk. Regarding trust, nothing seems worse than regs of successful
attacks during, or after an election.

The nal question system owners must answer, is whether knowwulner-
abilities shall be publicly disclosed. This is not a new préém, and it was
already discussed irbLocks and Safes: The Construction of Lockgublished
in 1853 B4):

\Rogues knew a good deal about lock-picking long before lock
smiths discussed it among themselves, as they have latelynéo
If a lock, let it have been made in whatever country, or by what
ever maker, is not so inviolable as it has hitherto been deeth®
be, surely it is to the interest of honest persons to know thifact,
because the dishonest are tolerably certain to apply the kwb
edge practically; and the spread of the knowledge is necayst
give fair play to those who might su er by ignorance.”

In [37], Jones discusses this question in the context of e-votinge argues
that compared to the short-term bene ts of not discussing vimerabilities
in e-voting systems openly, suppressing such informationam lead to an
uninformed electorate making uniformed decisions.
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Chapter

Analysis of the Rectorial Election at
UiB in 2009

As long as | count the votes, what are you going to do about it?
|William Marcy "Boss" Tweed, 1871

The University of Bergen (UiB) has long elected individual$or its leading
positions through democratic elections. In 2005, there wasmajor change
in the election procedure|the university introduced remote electronic voting
over the Internet for most of its elections. Despite this majy change in the
procedure, UiB's electronic election system did not get mbcaattention until
the rectorial election in 2009. In that election, 9 irregulavotes were rejected
[35] and several serious vulnerabilities in the system were davered B6).

This chapter gives an overview of the election system usedcathe vul-
nerabilities discovered in the system.

3.1 System overview

My Space (\Mi side" in Norwegian) is UiB's intranet for students.! The sys-
tem is an implementation of .LRN (Learn, Research, Network) which is an
open source e-learning system originally developed at Masbusetts Institute
of Technology (MIT). In My Space, students can join di erent community
and course groups. Groups of students at the department ld\aae examples
of community groups. The course groups often provide infotion about
classes, such as schedules, lecture notes, discussiondsyand assignments.

Lhttp://myspace.uib.no/
2http://dotlrn.org
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Chapter 3. Analysis of the Rectorial Election at UiB in 2009

The .LRN framework consists of several modules. The focusthis chap-
ter is on the survey module. Group administrators can creatgolls, usually
for evaluating courses or administer tests, using the suwenodule. UiB uti-
lized the survey module to arrange elections through My Spac Figure 3.1
shows an overview of the important voting and tabulation phses in UiB's
election system. A more detailed description of the systeniased on all

phases of the 2009 rectorial election, follows.

1. The voters cast
their votes through
My Space's web site

4. The secretary
collects all cast
votes before

—————— 5. Al cast votes are

sent to the election

board for manually
tabulation

Election board's secretary

6. The election

board publishes \
the election result

Election result Election board

UiB's Election System

(7

My Space
Central Infrastructure

Web server

/"

3. Cast votes are

A\

2. The web server

requested stores the votes
through in My Space's
the web server database

N\
gg

Database server

\\

S

4

Figure 3.1:
tem.

3.1.1 \Voter registration

The o cial electoral roll at UiB was maintained outside My Space. For the
rectorial election two separate web pages, one for staand one for students’

Shttp://www.uib.no/ansatt/manntall/
4http://www.uib.no/info/student/manntall/
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3.1. System overview

were set up for voters to check if they were correctly registrl and allowed
to vote.

Voters in the rectorial election were divided into four grops. The votes
from the di erent groups were weighted (weight in parenthds). Group A:
permanent academic sta (29,5 %); Group B: temporary acadeimsta (29,5
%); Group C: technical and administrative sta (16 %); and Goup D: stu-
dents (25 %). Before the election started, the voters withitthe o cial elec-
toral roll were divided into di erent subgroups in the UiB community group
at My Space.

3.1.2 Authentication and authorization

Access to the voting page at My Space is protected by a votensername
and password. Usernames and passwords are managed by thdrabnser
administration system at UiB called SEBRA. Password requaments are
given in UiB's password policy $7]. User rights are managed within My
Space.

3.1.3 Ballot de nition

Two pairs of candidates, Team Grnmo and Rokne and Team Reed and
Nordtveit, ran for election as rector and prorector in the rectorial ektion.
The election administrator was responsible for setting upht voting page.
The ballot (Figure 3.2) was presented as an HTML form with one visible eld
(containing the parametersResponseto_questionand Question.id) and three
hidden elds (Surveyid, Sectionid and Newresponseid). All parameter
values in the HTML form were numeric values. These values,dether with
userid and creation_id, formed an electronic vote.

Table 3.1 gives an example of values for each parameter in the 2009 ect
rial election at UiB. In the following, we give a descriptiorof each parameter.

Survey _id
Responses to the same survey, or votes in the same electidnags have the
same value forSurveyid.

Section _id

In a survey with multiple questions, it is possible to grouphe questions into
sections. Every section has its owsectionid. The rectorial election only
had one question, and therefore only on®ection.id.
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Universitetet | Bergen : Gruppe D/Group D (Students)

Type undersgkelse: Valg (anonym)
Navn pd undersakelse: Rektorvalg/Rectoral election 2009
Beskrivelse: Stemmeseddel/Ballot

* betyr et sparsmal som ma besvares

1. *Stemme/Vote

() Sigmund Granmo og Berit Rokne

() Rolf Reed og Ernst Nordtveit

() Blank

(_ Send svar _\’

Figure 3.2: Ballot in the 2009 rectorial election at UiB. The button \Send svar"
submits the form.

New _response _id

New responseid is a unique value for each response to a survey, or each ballot
in an election. This value is the primary key when a response stored in
My Space's databasé.

Question _id

Each question in a survey gets its own value. In the rectorialection there
was only one question.

Response _to _question

A voter had the opportunity to either cast a blank vote, or to \ote for one of
the candidate pairs. Radio buttons were used in the HTML fornio ensure
that a voter only chose one out of the three options. Each opmtn had its
own value.

User _id

A voter's User.id was obtained from a cookie and attached to the vote.

5The value of a primary key is unique, and can therefore be usetb identify each tuple
in a relation (or a vote in this context) [ 3€].
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Example ballot

Parameter Value

Surveyid 55492801
Sectionid 55492802
Question.id 55492803
Responsego_question 176758

New responseid 55566305
User.id 18880680
Creation_id 129.177.123.4

Table 3.1: A vote cast by the author in the 2009 rectorial election at UiB Re-
sponseto_question has three possible values: 176758 is a blank vot&,6156 is
a vote for Team Gr nmo and Rokne, and 176757 is a vote for Team Bed and
Nordtveit.

Creation _id

The voter's IP address Creation_id) were also stored together with the votes.

3.1.4 \Voting

A voter could choose between two di erent procedures to ace® the voting
page in the rectorial election. Either he could log in to My Sace and choose
the hyperlink \Rektorvalg /Rectorial election 2009" on the front page, or he
could use a hyperlink received in an e-mail from the electidroard secretary.
The hyperlink pointed directly to the voting page in My Space If the voter
was not logged in to My Space when clicking on the link, My Spaowould
rst direct the voter to the login page, and then redirect the voter to the
voting page after a successful login.

3.1.5 Data storage

My Space stores its data in an Oracle databasé¢. Election data, such as
the electoral roll, election settings, and votes, are stalgogether with other
data from My Space. The votes are storednencrypted[40).

3.1.6 Tabulation

Results from a survey can either be read directly from the swgy's adminis-
tration web page, or be exported to a le as comma separated lues (CSV
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Chapter 3. Analysis of the Rectorial Election at UiB in 2009

le). This could be done at any time during the rectorial eletion period [41].

To simplify the tally, the rectorial election was organizedas four separate
surveys within di erent community groups at My Space. My Spae's survey
module does not contain any functionality for merging restd from di erent
surveys or functionality for handling weighted votes. As aansequence, the
election board did the calculation of the nal results in therectorial election
manually.

3.2 Vulnerabilities in the election module

We evaluated UiB's election system twice. First, we perfored some lim-
ited tests during the rectorial election. Later, a second ahmore systematic
evaluation was carried out on behalf of the IT Department at iB. We com-
pleted our evaluation on May 20th 2009, and reported our ndaigs to the
IT Department the same day. The IT Department has since depyed coun-
termeasures for some of the vulnerabilities. We have not dvated the new
countermeasures.

This section presents practical attacks exploiting the valerabilities found
during the two evaluations, and explains how the election syem violated the
security and privacy requirements listed in Chapter 2.

3.2.1 \Voter registration
Tampering with the electoral roll

It was possible for external threats to trick the election adhinistrator into
changing the electoral roll in My Space during the voting pé&d. Changes
could be initiated by sending HTTP requests (POST or GET) viathe survey
administration page. If the election administrator visitel a malicious web
page containing the code from Exampl&, the code would rst delete a voter
with user ID 18880680, and then add a voter with user ID 138833 to the
electoral roll. This is a classical example of a Cross-SiteeRuest Forgery
(CSRF) attack. Note that the administrator had to be logged mto My Space
while he visited the malicious web page.

Using the survey module as an election system violated tredigibility
requirement because it was possible for threats to deny eligible voterbe
right to cast a vote by deleting them from the electoral roll. We can also
conclude that the system violated thainiqueness requiremenfior the rectorial
election because a threat could cast four votes in the elemti by adding
himself as a voter in the four di erent groups (A to D).
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Example 1 Code deleting and adding voters to the electoral roll

<htmI>

<body>

<img src="https://studentportal.uib.no/[...]/deregis ter?user_id=18880680&[...]" />

<img src="https://studentportal.uib.no/[...]J/add-mem ber?target_user_id=13881433&[...]" />
</body>

</html>

3.2.2 Authentication and authorization
Privilege escalation

A modi ed version of the previous CSRF attack could give any ser of My
Space administrator rights to a survey. In Example, the argumentrole_type
is added to theadd-memberrequest. An execution of this request would give
the targeted user administrator rights to the survey.

Example 2 Code adding an administrator to a survey

<html>

<body>

<img src="https://studentportal.uib.no/[...]J/add-mem ber?target_user_id=13881433&
role_type=dotlrn_cadmin_rel[...]" />

</body>

</html>

The opportunity for a threat to become administrator of an etction vio-
lates several of the basic requirements. First, it violatesf the eligibility and
uniqueness requirement$ecause an adversary with administrator rights can
add several unquali ed (or ctitious) voters to the electoral roll. Second, ad-
ministrators are able to read early election results, whichiolates thefairness
requirement

3.2.3 Ballot de nition
Voting for a ctitious candidate

During the initial evaluation of the rectorial election, Vidar Drageide and the
author submitted a vote for two ctitious candidates. To cas a vote for one
of the o cial candidates, the voter submitted the Responseao_gquestionvalue
assigned to that particular candidate. Casting a vote for active candidate
needed some preparation. First of all, a new survey in My Spadad to
be created. The new survey was a so-called \deactivated saw, created
within any group in My Space. A deactivated survey is only vible to the
administrators of the My Space group the survey belongs ton lthis survey,

23
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the name of the ctive candidate was set as one of the prede deanswers
to a question. As a result, an identi er (Responseo_question) for the ctive
candidate was stored in the My Space database. Next, when suitting a
ctitious vote to the server, the value for Responseo_questionwas replaced
with the ctitious candidate's value. When the central sener performed the
tally, the votes for the ctive candidates were presented tgether with the
votes for the real candidates.

We might argue that the system violated thesoundness requiremenbe-
cause it accepted votes for ctitious candidates, even thagi the votes were
manually removed during the tabulation in the rectorial eletion.

3.2.4 \oting
Casting multiple votes

A voter in the rectorial election should only be able to cast aingle vote. To
cast multiple votes, a voter could submit one vote using theegular procedure
and at the same time use a proxy based tool to capture the recie However,
submitting exactly the same request once more failed becaua vote with
the sameNew.responseid was already stored in the database. Instead, if the
voter manually increased the value oNew responseid (or at random picked
a value not used before), then the server accepted this sedowote. By
repeating this last step, and picking new unused values fblrew responseid,

a voter could cast an unlimited number of votes.

A less technical method,using only a web browsercould also be used
to cast multiple votes. The rst step was to open multiple copes of the
voting page in one web browser, before submitting any vote. aEh copy of
the voting page got its own unique value foNew responseid. Going through
each page in succession, and casting one vote per page, gegadrmultiple
votes accepted by the survey module.Once again we have showed that the
system violated theuniqueness requirement

The major aw in the design of My Space's survey module, whicmade
these attacks possible, was the lack of input validation. Wdn delivering a
vote, the server did not check if the voter already had cast aote, it only
controlled the voter's permission against the electoral Ho

5Two students cast multiple votes in the rectorial election, probably unintentionally
using this method.
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Casting votes on behalf of other voters

A CSRF based attack could be used to cast votes on behalf of ethvoters.
This attack succeeded even if the voter already had voted. Miple votes
could be cast. The rst step of the attack was to set up a malious web
page that automatically generated a new value fddew.responseid and then
submitted the vote to the election server. The second step wi#o trick voters,
logged in to My Space, to visit the malicious web page.

Phishing

One of the most common techniques used to trick people intosiing mali-

cious web pages is phishing. There are three reasons why teetorial election
was particularly vulnerable to phishing attacks. First, seeral e-mails with

voting instructions were sent to all voters. A threat that wanted to carry out

a phishing attack could simply reuse one of the o cial e-mad and spoof the
sender address. Second, the hyperlinks in the o cial e-mailwere created
using UiB's service for making short aliases for redirectis of long URLS’

A voter would not be able to control if the shortened URL poingd to a ma-
licious server or the legitimate voting page in My Space. Thd, My space
has a built-in redirection functionality. If a user asks fora subpage of My
Space before he has logged in, My Space rst redirects the use the login

page. After a successful authentication, My Space directbe user back to
the requested subpage. In a phishing attack, this subpage wd be the page
for delivering a pre-completed ballot made by the threat (usg CSRF based
techniques).

In summary, the phishing attack violates theuniqueness requiremenand
eligibility requirement It also violates the soundness requiremenbecause
votes submitted from other web page's than My Space (using ®F based
techniques) are counted.

Coercion

Two features of My Space violate theuncoercibility requirement First, a

coercer may stand behind the voter's back and watch the votn The coerced
voter is not able to recast his vote. Second, a receipt of thest vote is
available on My Space throughout the election period.

"http://link.uib.no/
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3.2.5 Data storage

My Space's survey module states that the rectorial electioat UiB in 2009
is anonymous (see Figur8.2, where the survey type is set to anonymous).
Except for the rst section in x7 of UiB's election regulations 47], there is
no other references to the voters' anonymity. This sectiontages that the
election board must ensure that the electoral system takeare of anonymity
and security in a paper based election. It is natural to put auestion mark
behind the anonymity statement in My Space, especially siecevery voter
could read the content of his cast vote on My Space throughotite voting
period. This ability indicates that there is a strong link béween the voter
and his vote when it is stored in the central database.

Access to anonymized data

A respondent can edit his answers in retrospect if a survey &t to be
\editable". To edit a submitted response, the user enters a &b page in
My Space. This web page uses the parametegsponseid (which is set in
the URL) to look up the requested response. The server doest malidate
that the user is the legitimate owner of the previous submitid response. It
only checks that the user is a member of the group the survey Ibegs to.

If a threat (also member of the same My Space group) iteratedirough a
sequence ofesponseids, all answers to a given survey are revealed. (We
remark that My Space did not disclose any information aboutlte user IDs
connected to the various responses.)

A threat can abuse this functionality for two purposes. Firg he can
produce a partial tally. Second, when looking at a responsé, was also
possible to edit the given answer and resubmit it.

The rectorial election was set to \non-editable”, but it waspossible to
make a survey editable through a CSRF attack. Hence, a threabuld pro-
duce a partial tally and change votes, thus, breaking thiairness requirement
and accuracy requirementrespectively.

Access to non-anonymized election data

My Space has an e-mail noti cation service. Typically, a usecan ask for
e-mail noti cation whenever a new message occurs on a buiteboard or in
a forum.

Administrators can ask for e-mail noti cations for public surveys (oppo-
site of anonymous surveys). Whenever a user responds to thewy, the
administrator receives an e-mail containing the respondenname and all
responses to the questions in the survey. An administratohsuld not be
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3.2. Vulnerabilities in the election module

able to ask for e-mail noti cations for anonymous surveysHKe the rectorial
election. However, there is a aw in the system that can be elqted when
a public survey is converted into an anonymous survey. A maious admin-
istrator could initially set up a public survey, activate the e-mail noti cation

service for that particular survey, and nally make the surey anonymous.
The administrator would still get e-mail noti cations for every response to
the survey.

Furthermore, our tests revealed that any user of My Space dolusign-up
for e-mail noti cations for surveys. Signing up for e-mail oti cations is a
post-request to a web pag@. This service is typically used by a user who
wants to receive an e-mail noti cation when a new posting oacs on a bul-
letin board or in a discussion forum. The two parameters in # noti cation
request,type.id and objectid, are essential. Type_.id refers to di erent mod-
ules in My Space. The survey moduletype.id is 672. Objectid corresponds
to the earlier describedSurveyid. This attack could be executed by sub-
mitting a regular noti cation request for a bulletin board, and changing the
values fortype.id and objectid into the surveys values.

We did not test this e-mail noti cation attack on the rectorial election.
Our e-mail noti cation attack did only target surveys created on My Space
for testing purposes. When we found this vulnerability the T Department
was noti ed at once. They corrected the problem and asked farnew test. It
is therefore likely that this attack also would have succeed in the rectorial
election.

The e-mail noti cation functionality obviously violates the privacy re-
quirement

Deleting responses

A malicious administrator can delete all responses to a s@ay. Deleting a
guestion, and then creating the same question once more, lwédmove all pre-
vious responses to that particular question. Hence, theccuracy requirement
was violated.

Deleting a survey

It is possible to delete an entire survey through the survey'administration
web page. Moreover, deleting a survey can be done via a CSRFaak (see
Example 3). According to warnings given on the web page, deleting a sy
includes deleting all registered responses to the survey.hi$ violates the

8https://studentportal.uib.no/notifications/request- new
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accuracy requirement The attack can also be seen as a Denial-of-Service
(DoS) attack, and a violation of therobustness requirement

Example 3 Code deleting a survey.
<html>

<body>

<img src="https://studentportal.uib.no/[...]/survey- delete?survey_id=55492801&
confirmation=t[...]" />

</body>

</html>

3.2.6 Tabulation
Partial tally

The election administrator at UiB accessed preliminary et¢ion results for
the rectorial election every day during the election[1]. A system that facil-
itates such activity clearly violates thefairness requirement

Swapping votes between candidates

Candidates to an election are de ned in one single text eldn the admin-
istration tool in My Space (see Figure3.3). Each candidate is separated
by a line break. Recall that in a survey each candidate is repsented by a
numerical value assigned to the parametdResponseto_question A candi-
date's value for Responsdo_question depends on his position in the list of
candidates. In practice, a reordering of the list of candidas will a ect the
candidates' value forResponseo_question A user with administrator rights
can edit the list of candidates at any time during the voting pase. Thus,
interchanging two candidates' values for the parametdResponseo_question
during the voting phase, will interchange all previous recded votes for the
two candidates. This is a violation of theaccuracy requirement

3.3 Aftermath of the rectorial election

Scrutinizing an online system in use, without asking for peamission or notify-
ing the system owners, is not unproblematic. In the aftermétof the election,
the election board's chairman described our analysis of theystem as sab-
otage and a violation of the university democracy4[3. Linda H. Lamone,
administrator of elections in the State of Maryland, had a snilar reaction
when Professor Aviel D. Rubin and his research group at Johrti$opkins
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Universitetet | Bergen : Testvalg/Trial Election
Hovudadministrasjon for undersgkingar | Administrer denne undersgkinga

Nei

Sant eller usant

)L ) ()|

Svartype * ) Jaeller nei
) Fleirval

Candidate 1
Candidate 2

For fleirvalsundersgking (multiple choice)
Legg inn ei liste med gyldige svar
(legg inn eitt val i kvar linje) *

€ ok

* ma vere med

Figure 3.3: Administrative tool in My Space for de ning candidates. A reordering
of candidates during the voting phase will interchange all rpvious cast ballots
between candidates.

University reported that some of the voting machines in seval states in the
U.S. had serious vulnerabilities. With a clear reference t&ubin's group she
stated:

\Computer Scientists who question the security of electran vot-
ing machines are undermining our democracy4, p. 216]."

A clari cation about what we did during the voting period, and why we
did it follows.

3.3.1 Motivation for analyzing UiB's election system

We wanted to collect public available information about theelection system,
and learn about how the system behaved during the voting ped. Early
in our information gathering, it became clear that the votig procedure was
vulnerable to CSRF attacks. To test and document a possibleSRRF attack,
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a web page that automatically submitted a blank vote was creéad on a local
web server. Initially, the plan was to only cast one vote (on dhalf of one
voter) using this method|and thereby not violate the election regulations.
For this reason, neither the IT Department nor the election cmmittee were
noti ed ahead of the tests. It came as acomplete surpriseto us that by

simply reloading the web page implementing the CSRF \attack we could
cast an unlimited number of votes. Using this method, the atior cast a total
of four blank votes, and Vidar Drageide cast one blank votet is important

to notice that we made no attempts to penetrate any of the eléion servers.
Nor did we try to get unauthorized access to any informationpr try to

manipulate the election result’

During the voting period the author and Vidar Drageide also &st one
vote for two ctitious candidates. In retrospect, we see thiait may be naive
to argue that voting for ctitious candidates in an electronc election is simi-
lar to writing the name of a ctitious candidate on a paper balot. All other
vulnerabilities presented in this chapter were discoveretlring a second eval-
uation, carried out on behalf of the IT Department.

We decided not to notify the system owners about our ndings é&fore
the election had come to an end. It is reasonable to ask why. r&l, based
on the principle that information about the votes and the eletion result
should be unknown until the voting period has ended (cf. thervacy and
fairness requirements in Chapter 2), we strongly believedhat we had some
more time to analyze our ndings. Second, we concluded thahére was a
low risk that a threat would exploit the discovered vulnerabities. We felt
that it would be irresponsible to inform the system owners whout taking
the time to analyze our ndings. Taking hasty decisions baskon too little
information can be damaging; and we would not force the systeowners to
do so. Thus, we thought it would be best to not disrupt the ongag voting,
but rather try to initiate a responsible disclosure procesafter the election.

3.3.2 Reactions to our analysis

Our assumptions turned out to be wrong. As mentioned earlien this chap-
ter, much to our surprise the election administrator at UiB boked at pre-
liminary election results every day. Consequently, the vetfor the ctitious
candidates was detected, and an investigation was initiade During the in-
vestigation, two employees at the IT Department were able tbnk the four
blank votes and the vote for the ctitious candidates back tothe author.

°In theory, it is possible that four blank votes (weighted 25 %) can a ect the election
outcome in the rectorial election at UiB. If no candidate pair gets majority, a second
election round is held.

30



3.3. Aftermath of the rectorial election

It was also during this investigation that the two students hat had voted
multiple times by accident were discovered.

The election board's chairman and the election board's setary seemed
not to be interested in our suggested responsible disclosysrocess. Shortly
after we con rmed the factual circumstances regarding theve blank votes in
a meeting with the election board's chairman, the electiondard's secretary,
and the IT director, the chairman and the secretary publiclyannounced that
nine irregular votes had been rejected from the nal tally41]. At this point
we had not revealed any technical details about the vulnerdities we had
found, but agreed to have a new meeting with the IT Departmento discuss
the details of our ndings.

In [41], the election board's chairman and secretary ensure theteos that
the election system works as intended, despite the fact thaine \irregular"
votes were rejected in the rectorial election. Moreover, @y argue that in
order to verify the election's integrity, it is necessary tdiave the opportunity
to link votes to the voters. But they ensure that only two \super users" at
the IT Department are able to perform this kind of surveillawe and trace
votes to voters.

The candidates who lost the election did nd the reports on \iregular”
votes and election surveillance somewhat disquieting, aadked for an exter-
nal investigation of the rectorial election. Ernst & Young vas hired by the
University Director to perform the investigation.°

Even though the rectorial election was subject to an exterhanvesti-
gation, UiB employees made several statements about the égrity of the
rectorial election and My Space's suitability as electionystem. For exam-
ple, one week before Ernst & Young was supposed to deliver itheeport,
the election board's secretary stated that the rectorial etction was absolutely
anonymous, and that the election result was correctlf]. Similarly, the elec-
tion board's chairman points out that the election board, aer consulting
with the IT Department and the Division of Academic A airs at UiB, did
not nd any system errors or threats indicating that UiB will obtain invalid or
fraudulent election results by continued usage of My Spasesurvey module
[46, 47).11 As the rectorial election got more publicity {8, 49, the election
board's chairman nally conceded that My Space's survey made does not
provide adequate security for election purposegd.

0Ernst & Young's investigation and reports will be discussedin Chapter 4.
1The Division of Academic A airs is the system owner of My Space which the survey
module is a part of.
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3.3.3 Is My Space suitable as election system?

It is di cult to draw general conclusions about how the discwered vulner-
abilities and irregularities in the 2009 rectorial electio a ected the voters'
level of trust. However, the fact that the candidates who Idghe election led
a complaint and asked for an external investigation express some degree of
untrusts.

Evidently, My Space's survey module violates at least eightf the re-
quirements for e-voting systems listed in Chapter 2. The suey module was
not originally designed for election purposes, and conseupily important
security and privacy requirements for elections were not neidered during
the development phase. This example demonstrates how impaont it is to
analyze the security and privacy of an e-voting systerbeforeit is deployed.

Finally, UiB's IT director announced that My Space's surveymodule
probably will be replaced with a new election systent{]. During the 2009
student parliament election, UiB used the University of Ogl's e-voting sys-
tem to organize the electiont?

https://valg.uio.no/
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Chapter

Election Forensics|Rebuilding Lost
Trust

Smart election security not only tries to prevent vote
hacking|it prepares for recovery after an election has beeracked.
|Bruce Schneier

In the aftermath of an election, the election result can be gunto doubt.
Reasons can be suspicion of misfeasance that may have a ectiee election
outcome (for example reports of lost ballots), or suspicioof outright election
fraud. Merly suspicion of an improper election result may benough to
undermine the public's trust.

Election forensics is important in order to rebuild lost trist. One aspect
of election forensics is to gather evidence proving that thelection result
is correct|trust is rebuilt due to proof of correctness. Another aspect of
election forensics is to detect evidence of misfeasancesuse, and attacks
on the election system, as well as technical problems that snhave a ected
the election outcome $1]. If such evidence is found, making the necessary
decisions|like announcing a new election round|can rebuil d trust.

Election forensics is not only important for verifying the mtegrity of an
election outcome; it can also be used to correct the electioesult. For
example, if a technical problem during the voting phase carpted some of
the cast votes, an investigation may recover the lost vote$1). Finally,
election forensics can help us to understanghy problems occur, and how to
proceed in order to prevent similar problems in the future.

The rst part of this chapter describes the investigation ofthe rectorial
election at UiB in 2009. Based on experiences from that ind&stion, the
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next sections focus on the information that must be gathereduring an
election in order to support later investigations, and howd detect indications
of irregularities. Finally, di erent techniques for protecting the integrity of
gathered information are presented.

4.1 Investigation of the rectorial election at
UiB in 2009

As a consequence of the reported abnormalities in the rec@relection at
UiB in 2009 (rejection of votes, suspicion of election sumllance, and partial
tallies during the voting period), the candidates who losthe election led
a complaint and asked for an independent investigation of éelection H27].
The University selected Ernst & Young to do an investigationfocusing on
the following questions:

Who have had the opportunity to access election data duringhe elec-
tion?

Who have actually been reading election data during the elgon?

What security mechanisms were added to the system to ensuteat no
unauthorized individual can access the system?

Is it possible to trace user activity in the election system?

4.1.1 Findings

Ernst & Young documented the results of their investigationn two di erent
reportsjone which UiB made publically available [4(], and one that UiB
chose not to disclose to the public5d.! The reports are based on inter-
views and an investigation of the election servers' electiw logs. The most
important ndings from the two reports follow.

Access to election data during the election

In the reports, Ernst & Young distinguishes betweeranonymous election
data and non-anonymous election dataFor data that are not anonymous, it
is possible to make a link between a voter and his vote, wheseanonymous
election data only give information about the content of edctvote.

1UIB has given the author access to a copy of the private repottin which named
individuals have been anonymized.
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4.1. Investigation of the rectorial election at UiB in 2009

Recall that the election board's chairman and secretary stiad that only
two \super users" at UiB were able to read non-anonymous elgan data (see
Section3.3.2. Ernst & Young found that a total of twenty individuals, all
employees at the IT Department and the Division of Academic Airs, were
able to read non-anonymous election data. Furthermore, éigindividuals
could act on behalf of the voters in My Space, and consequegntlead the
content of their cast votes. These eight individuals couldlso cast votes on
behalf of the voters.

Eleven individuals at the IT Department had access to My Spais data-
base and the possibility to read, alter, and delete non-angmous election
data during the election period® Two individuals had access to non-anonym-
ous election data via backups. One person, the election bda secretary,
had access to anonymous election data.

Finally, Ernst & Young found that one individual, without any relation-
ship to the IT Department, or the Division of Academic A airs, was regis-
tered as \administrator” in one of the voting groups in My Spae. A test
revealed that this user did not gain access to any kind of etean data as a
result of his user role. However, Ernst & Yong notes that thisiser's further
permissions and rights are unknown.

Reading election data during the election

When the election board's secretary discovered the vote fdne ctitious
candidates, UiB initiated their own investigation. This irvestigation was
started during the election. Based on interviews and elecinic logs, Ernst &
Young found that two individuals (including the secretary)had read anony-
mous election data during UiB's investigation. Furthermoe, two individuals
at the IT-Department had read non-anonymous election data wting this
investigation, in order to identify irregular votes.

Ernst & Young did not nd any other individuals admitting tha t they
had misused their rights in the system. Ernst & Young was undé to con-
rm many of these statements for two reasons. First, among h twenty
individuals with access to non-anonymous election data, \&al individu-
als shared user credentials. Second, user activities in tléection system
were only partly written to the log. Especially, most queris to the database
containing the election data were not logged during the elgaon.

The only thing Ernst & Young could con rm based on the log les(assum-
ing that the integrity of the logs are correct), was that the eht individuals
with the opportunity to act on behalf of other voters, had notdone so.

20ne individual among the eight who could act on behalf of othe voters is also among
the eleven individuals at the IT Department with access to My Space's database.
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Security mechanisms to prohibit unauthorized access

According to the reports from Ernst & Young, UiB has neither @&veloped any
formal list of requirements for their election system, nordrmally speci ed the

individuals with legitimate access to election data. More@r, votes stored
in My Space's database are not encrypted, and there exists moechanism
ensuring the integrity of stored votes. Finally, the repor$ state that UiB

has not performed any kind of formal risk assessment of My Sp&s survey
module, or My Space as a system.

Other observations

During the election, the election board's secretary made aoverview pre-
senting voter turnout for di erent periods of the voting phase. In one period
there is a decrease in overall turnout, compared to the preuis period. The
secretary explains that this decrease was caused by typingas when mak-
ing the overview. Ernst & Young was unable to verify this clan.

In order to make the survey module in My Space more \suitablefor
election purposes, the IT Department has deployed severdianges to the
survey module's source code. My Space's system owner, theiflion of Aca-
demic A airs, has not always been involved in this process. rBst & Young
recommends that deployment of changes should be made monerfally, and
involving the system owner.

4.1.2 Conclusions about election integrity

It was di cult to nd evidence either proving or disproving t he election re-
sult's integrity because user activities in the election sgem were only partly
logged, and the lack of security mechanisms ensuring intégrof election
data. Hence, the reports from Ernst & Young do not draw any carlusions
about the correctness of the election result.

Because no evidence existed to prove that the election resubs incorrect,
the election board concluded that the election result was oect [57].

4.2 Preparing for election forensics

Usually, it is the election board and the election o cials that have the \bur-
den of proof” when an election outcome is put into doubt. As @mpli ed in
the previous section describing Ernst & Young's investigain of the rectorial
election at UiB, gathering necessary documentation and imfmation for use
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in a possibly forthcoming investigation is an important pat of the election
process. Oppliger and RytzH44] state:

\[E]vidence gathering focuses on collecting evidence befoan
event occurs, whereas forensics focuses on collecting ena
after an event. Nevertheless, evidence gathering and fos&s
should go hand in hand and complement each other to provide
the most signi cant digital evidence possible."

When it comes to e-voting systems, it is not always easy to d&mine
which information to collect. Too much information gathere may violate
the voters' privacy. In [6, pp. 76{78], a list of data to collect is presented. This
list is especially tailored to elections using e-voting mames in controlled
environments. Based on Ernst & Young's investigation of theectorial elec-
tion, and the overviews in p] and [51], Appendix A presents some examples
of data to collect that are more relevant for remote e-votingystems.

4.3 When shall an investigation be initiated?

Bishop et al. (1] suggest that election forensics is initiated when suspaci
exists that one or several basic election requirements ar@hated. Basic
election requirements may for example be the non-functioheequirements
presented in Chapter 2. Information gathered during the etdion (see Ap-
pendix A) can be used to evaluate indicators, established ahead oktelec-
tion, to determine possible violations of requirements. le-voting systems,
some indicators can be realized by the election system's ta@lre itself.

4.3.1 Establishing indicators showing possible viola-
tions of election requirements

Bishop et al. (1] lists several indicators, especially tailored to voting &
chines used in controlled environments. Some of the indicas hold for re-
mote e-voting systems as well. Based oa]], this section presents examples
of indicators relevant for remote e-voting systems.

Abnormal system behavior

Abnormal system behavior, like repeated system failuresy andocumented
error messages from software or hardware components, mayligate the
need for an investigation. In a remote e-voting system, abrmoal system
behavior does not necessarily occur on the server side. \fstenay experience
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abnormal behavior on their computers. Election o cials degnd upon reports
form the voters to detect abnormal behavior on the voting afints. Because
voters' technical skills are likely to vary, it may be wise toannounce some
information about what voters can expect as normal system havior, as well

as abnormal system behavior on the voting clients. All feedick from voters

must be systematically categorized.

Abnormal voter turnout

An expected number of votes in each precinct can be estimatbé@fore the
election. If the total number of votes, or the number of votes a precinct, is
obviously too small (or negative), or obvious too large, itsi natural to raise
a question about accuracy. For example, in the presidentiglection in the
U.S. in 2000 Al Gore got a negative count of 16022 votes in Volusia County
in Florida [5, Ch. 6]!

Abnormal voter behavior

Empirical data from previous, or similar elections, can besed to predict
the voters' behavior. Abnormallor unexpected|voter behav ior may indi-
cate the need for further investigation. Figuret.1 shows the distribution of
received e-votes over time in two di erent elections in Estua [55]. By com-
paring the two elections we see several similarities in votbehavior. During
the voting phase, almost every day has a local peak of recalwates around 9
AM and 21 PM. Moreover, in both elections the number of cast ves peaks
during the last hour of the voting phase. An unexpected largaumber of
votes cast within a limited time frame at an unexpected poinbf time, may
indicate irregularities.

To mitigate coercion and vote selling, the voters in Estoniare able to
vote multiple times via the Internet. Only the last vote castwill be included
in the nal tally. Furthermore, voters who have voted via the Internet can
also cast a paper vote (p-vote) on election day. A p-vote wilkancel all
previous e-votes cast by the voter. The Norwegian E-vote 2DJproject will
use a similar arrangement for the 2011 municipality electio®

Table 4.1 shows the number of voters who cast multiple e-votes, and the
number of voters who canceled their e-votes by casting a pap®te, in four
recent Estonian elections. A high number of cancelled votesay indicate
that coercion is a serious problem, but there may exist othexplanations as
well. For example, a political event during the voting phasenay lead voters
to change their mind and cast a new vote. There is also the pdsfty that

Shttp://www.e-valg.dep.no/
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Figure 4.1: Number of e-votes received each hour during the e-voting pba of
two di erent elections in Estonia in 2009.

there exists some malware, installed on the voters' compusge resubmitting
votes on behalf of the voters. (Note that only a few cancellegbtes do not

necessary imply that the problem of coercion is non-exisgin It may be the
case that the countermeasures are ine ective.)

Abnormal ballot corrections

In many elections, the voters are allowed to make correctieron the ballots,
for example, adding write-inn candidates to the ballot, or rake a reordering
of the listed candidates. An unexpected high (or low) numbeof corrected
ballots should be investigated. It is conceivable that a sp@&l political situa-

tion, or usability issues on the voting client can a ect the mmber of corrected
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Statistics about Internet Voting in Estonia

Internet  E-votes  Multiple
Voters  Cancelled Internet
by P-votes  Votes

Local Election 2005 9 317 30 364
Parliamentary Election 2007 30 275 32 789
European Parliament Election 2009 58 669 55 910
Local Election 2009 104 413 100 2 373

Table 4.1: The table shows total number of votes cast via the Internethe number
of voters who canceled their e-votes by casting a p-vote, atlkde number of voters
who cast multiple votes via the Internet, in four recent Estmian elections.

ballots in an election. However, it may also be the case thatthareat is manip-
ulating the voters' ballots, for example using some sort of alware installed
on voters' computers.

Votes cast from the same computer

A large number of votes cast from the same computer should bweéstigated.
For example, the majority of Estonian voters only cast one eote (see Table
4.1). Voters within the same household may use the same computer cast
their votes, thus, one should at most expect a handful of vagecast from
each computer. The exception here is computers placed in pialplaces like
libraries, schools, and Internet cags.

Prediction of election results

Social scientists have shown that many elections are highpredictable, es-
pecially presidential elections in the USA. Alvarez and Kat [56] suggest
that prediction of election results can be used to indicataregularities and
election fraud.

In the 2002 general election in the USA, the State of Georgiatio-
duced touch-screen based voting machines produced by DiebdBecause of
Diebold's strong connections to the White House and the Replican Party,
there was a widespread concern|especially among Democrdtisat the vot-
ing machines might be tampered with in favor of the Republiages [57]. In
order to try out the hypothesis of using election predicatio as a method for
detecting election fraud, Alvarez and Katz made predictias of the election
results for all 159 counties in Georgia. Their predictionsncluded both the
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senate election and the gubernatorial election. For eachuwuy, Alvarez and

Katz compared the actual election result to a 95 percent codence interval
of the predicted result. The election results were outsidené con dence in-
tervals in 35 counties in the gubernatorial election, and i84 counties in the
senate election. Because the republicans did better thangalicted in all 35
counties of the gubernatorial election, and the democratsidi better in all

34 counties of the senate election, Alvarez and Katz nd it ulikely that the

voting machines had been systematically xed. They argue #t if someone
had systematically tampered with the voting machines, thewould in that

case have rigged the machines in favor of the Republicans metgubernato-
rial election, and in favor of the Democrats in the senate edgon. Alvarez

and Katz nd this unlikely, and conclude that the unexpectedelection results
can be explained due to poor tactical political choices.

This may be a reasonable explanation. However, it may also tiee case
that the forecast model was wrong. Alvarez and Katz based theforecast
model on two variables: results from the previous races foogernor and
senate, and the percentage of the county population that isom-white. In this
analysis, Alvarez and Katz were not interested in getting atkue" prediction,
only a good forecast. It is not unlikely that using other vambles, like rate
of economic growth or in ation, would have produced a di eret forecast.

Another method for predicting election results is the use a& prediction
market (also know as information market or election stock market).In a
prediction market, a group of individuals is used to predicthe nal election
result [5]. The group members are not asked what they are going to vote o
election day, but what they think the nal election result will be. The basic
idea is that every individual possesses some relevant infation about the
election and the political landscape. By aggregating all dividuals' informa-
tion it is possible to make a good prediction of the nal reswl Prediction
markets have proven to be a good method for predicting eleati results. Ar-
nesen $&] conducted an experiment with prediction markets before #2009
Norwegian parliamentary electiorf. Compared to contemporaneous polls,
the prediction markets were closer to the nal election restuin 88 % of the
comparisons $€].

Prediction of an election result, either using a predictiormarket or a
variable based forecast model, may be used as an indicator fietecting
irregularities. The main bene t of using election predicabns as an indicator
is that it can be realized by the administrative part of the evoting software.
Because of the uncertainty of election prediction in gendrathis indicator
should be used in addition to other indicators.

4http://past2009.uib.no/info/about.php
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Benford's Law Frequencies
Digit First digit Second digit

0 - 120
1 301 114
2 176 .109
3 125 104
4 .097 .100
5 .079 .097
6 .067 .093
7 .058 .090
8 .051 .088
9 .046 .085

Table 4.2: Benford's Law frequencies for the rst and the second digit.

Test based on Benford's Law

Recently, some research has been done to nd other statisticmethods]|
not depending upon (subjective) assumptions about the el&mn result|
detecting indications of election irregularities.Benford's law (also called the
rst digit law) states that in many sets of statistical data, the value of the
rst digit and the second digit follows a speci ¢ distribution. Hill describes
the phenomenon of Benford's law ing9. For example, the digit one will
occur as the rst digit with a probability of 30:1%, meanwhile the digit nine
will occur as the st digit with a probability of only 4 :6%. The frequencies of
rst and second digits according to Benford's Law are presésd in Table 4.2

Benford's Law has been found to have many \real-world appktions".
For example, several occurrences of nancial fraud have bedetected us-
ing Benford's Law |9, 60. Benford's Law can also be used to test new
mathematical models $9.

The most important question in this setting is whether Benfad's Law
applies to vote counts, and can be used to indicate irregulées. This is a
controversial topic (see §1, 67] and [63, pp. 132{134]).

It is quite clear that vote counts at the precinct level oftendon't follow
the distribution of Benford's Law when looking at the at the rst digit. The
reason for this may be that precincts often are designed to lné equal size,
including the same amount of voters. From this observation evsee that if
a candidate or a party gets roughly the same percentage of estin each
precinct some digits will be overrepresentedsf]. Taking this into account,

42



4.3. When shall an investigation be initiated?

Mebane (1] chooses to focus on the second digit when looking at eleatio
results.

According to Hill [59] the phenomenon of Benford's Law often occurs
when (random) samples of data from di erent distributions & combined.
Mebane (1] claims that vote counts on precinct level can be seen as a tuire
of di erent statistical distributions. He explains this by arguing that voters
have to make several decisions, like when and where to votedafor which
party or candidate to vote for, before they cast their vote. &rthermore, it is
expected that a small proportion of voters will make \mistaks" when they
vote. Mebane states that §4]:

\Di erences in partisanship, economic class, mobilizatio cam-
paigns, administrative rules, and other details cause thergpor-
tion of voters who intend to choose each candidate or ballotgs-
tion to vary across precincts. If such variations are combéu
with small and also varying probabilities of "‘mistakes' in raking
or recording each choice, then the resulting precinct voteoants
will often follow the 2BL [second digit Benford's Law] distibu-
tion."

Mebane argues that systematically manipulations of electn results, es-
pecially in tied races, will be re ected by a 2BL test §4]. However, he also
notes that the 2BL test is not sensitive to all kinds of maniplations. If
the amount of manipulation is small and distributed randomy among the
precincts, the 2BL test will probably not detect the fraud. $milarly, a vote
count that diverges from Benford's Law does not necessarilydicate irregu-
larities like election fraud. Mebane suggest that a BenfoislLaw test should
be used as a supplement to other indicators.

Several elections have been tested against Benford's Lawor example,
the presidential elections in the U.S. in 2000, 20044], and 2008 §7], the
presidential election in Iran in 200945, 66, and the presidential election in
Mexico in 2006 §1]. Because of the uncertainty of the results from these
analyses, and the controversies regarding use of Benfortiaw in election
forensics, more research has to be done before we can say thetis a solid
indicator.

The main benet of a Benford's law test (assuming that preciat level
vote counts follows a Benford's Law distribution) is that itdoes not depend
upon predictions of election results, or assumptions of \ars' behavior. Fur-
thermore, given vote counts on precinct level, the test is eg and e cient
to compute. Thus, this second-digit test can easily be impieented in the
administrative software in e-voting systems.
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Last-two digits distribution

A quite di erent approach than Benford's Law has been used ttmok for non-
random patterns in vote counts. To analyze Venezuelan elémhs between
2006 and 2009, Levin et al.€]/] looked at the two last digits in vote counts.
Individuals tend to avoid paired numbers (like 11, 22, 33 eir if they are
asked to write down a random sequence of numbers. If the distition of the
two last digits in a vote count is not uniformly distributed (i.e. paired num-
bers occur less frequently than one tenth of the time), furér investigation
should be initiated.

To exemplify this indicator, we analyzed the 2009 Norwegiaparliamen-
tary election.® Here we looked at the last-two digits in vote counts for every
precinct in the four largest cities in Norway (Oslo, BergenStavanger, and
Trondheim). By summarizing the occurrence of paired numbsrin the two
last digits, we found that paired numbers had an average fragncy of 0.110,
close to the expectation of 0.1. Figurel.2 shows the frequency of paired
numbers for the seven largest parties.

The distribution of the last two digits is not sensitive to al kinds of
election fraud. However, the test of the distribution is easto implement in
an electronic voting system, and is likely to detect fake aetgon results made
by individuals.

4.4 Protecting the integrity of collected in-
formation

Collected information, intended for use as evidence in anvestigation pro-
cess, must be shown to be trustworthy. The main weakness ote&konic
evidence is that it is easy to manipulate, and the fact that ithas been ma-
nipulated can be dicult to detect or prove. Dierent techni ques can be
used to make manipulation of data more di cult, and possiblemanipulation
easier to detect. This section presents two di erent apprades to increase
the trustworthiness of collected information.

4.4.1 Digital signing of documents

Documents can be signed digitally if a Public Key Infrastruire (PKI) is
available. The purpose of signing a document digitally is tprove that the
document has not been changed after it was signed. The sigae will

Shttp://www.regjeringen.no/krd/html/valg2009/
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Figure 4.2 Frequency of paired numbers in the Norwegian parliamentarelection
in 2009.

also point to the entity (i.e. an individual or a computer) that signed the
document.

In practice, signing a document digitally is a three-step mmcess. First,
the signer hashes the document, using a one-way hash-funati Second, the
signer makes the \signature" by encrypting the hash-value wh his private
key. Third, the signature is attached to the document.

Verifying a document's signature is a similar process. Firsthe verier
hashes the document by using the same hash-function. Secptiee veri er
decrypts the \signature”, using the signer's public key. Tl signature is valid
if the result of the decrypted signature equals the documeéathash-value (see
[68, Ch. 2 and 13] for more information about digital signaturés

As pointed out by Oppliger and Rytz in [4], the trustworthiness of a
digitally signed document depends on several security assptions. First,
we must assume that that the private key|used to sign a documat|is not
compromised. Second, we must assume that the cryptographiash function
works as intended. Third, we must assume that a document's sl value is
unaltered when it reaches the signing device.
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4.4.2 |Immutable audit logs

User interactions with the election system and communicains between sys-
tem components are typically stored in electronic logs. Theain purpose of
logging and auditing is to identify policy violations and unvanted behavior
in systems. An extensive use of logging and well-establishgolicies for doc-
umenting important procedures may also have a preventive ect. Potential
adversaries may nd it less attractive to try to violate the dection system if
they are aware of the fact that all interactions are under sweillance.

A well-known problem with regular logging is that an adversy can take
control over the log and hide his attacks on the system. To ptect the
integrity of an audit log, one must deny adversaries the ahiy to delete,
alter, or reorder existing log entries, as well as insertinigke log entries. The
term immutable audit logs(also known as tamper-resistant logs) denotes
technical approaches to make logs more reliable.

Schneier and Kelseyd9 presented a method for creating secure logs to
support computer forensics. Their method has been used asauridation
for many subsequently proposed secure logging systems. istsection, we
present some of the main concepts in Schneier and Kelsey'gdmmg scheme
to give an idea of what a secure logging systems may look Ifke.

The Schneier-Kelsey scheme takes place between an untrdstegging
machineU and a trusted remote serveiT . BeforeU opens a new audit log,
it establishes a shared secret kef, with T. New secret keys are regenerated
for every new log entryL; by using a one-way hash functionAj.; = H(A)).
Once a secret key; is used,U computesAi.;, and deletes its copy ofA;.
Each log entryL; contains three parts:

1. Log entry data, denotedM;, i =0;1;2;3;:::
2. A chained hashY; where:

Yi = H(MKY; 1) and Yo = H(My):

3. A message authentication code (MAC) denoted &%, computed over
Y; with the current secret keyA;:

Zi = MAC 4 (Y):

To close the log le,U writes a special nal-record message; and deletes
At . In Schneier and Kelsey's complete version of the schemegttiata eld

5This simpli ed version of the Schneier-Kelsey scheme is baxl on Ma and Tsudik's
presentation of the scheme in 0.
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in every log entry is encrypted. The possibility to encrypt he data eld is
especially useful if sensitive data are logged (se&][for further details).

Due to this scheme, it is possible fof to verify the hash chain by going
through Y, up to Y;. BecauseT knows Ag, T is able to calculateA; by
hashingA, f times. In order to verify the correctness oZ;, T can calculate
Zi = |\/|/ACAf (Yf):

Schneier and Kelsey note that their system does not prevenli @ossible
manipulations of the audit log. However, the scheme will dett most ma-
nipulations, like deletions of log entries. In other wordsthe purpose of the
system is to detect manipulations after the fact. Based on ik observation
they suggest that the log can be written to a \write-only" meda, for example
a CD-ROM or a paper trail. Furthermore, if U is likely to be compromised,
U can send its log entries tal' continuously.

Note that one can never guarantee that a logging mechanismlwhgather
all intended information. Developers may have created \b&cdoors" in the
system|either deliberately or accidental|where user acti vity may omit log-

ging [71].

4.4.3 Design considerations for immutable audit logs

When implementing audit logs, several important design caiderations must
be made [1]. An e-voting system is likely to have a large group of usersdt-
ers, election o cials, and system operators). Logging all sers' interactions
with the system, all information exchanges between systenermponents, and
all activity within each system component, will create an eormous amount
of data. Hence, system owners must carefully consider what tog to ful ll
the auditors' requirements.

Furthermore, if we consider the time complexity of generaig each log
entry, and the additional information added to each log enfy in order to en-
sure integrity, immutable audit logs create some more \oveead" compared
to regular logs. Extensive logging may decrease overall ®m performance.
Thus, deciding what to log in regular logs, and what to log inmmutable
audit logs are important.

One should also be aware of the fact that aggregation of dateon dif-
ferent logs may potentially violate users' privacy. All cdected data must
therefore be considered as a whole.

Finally, in order to make an audit system functional, necessy tools to
read the audit log must be provided. For example, in 1996 Andson [/2,
pp. 384{385] found that Sun's operating system Solaris didoh provide tools
to read audit data. Nor was the audit format documented. Andeson states
that:
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\The audit facility seemed to have been installed to satisfyhe for-
mal checklist requirements of government system buyers,ther
than to perform any useful function."

4.5 Dealing with reports of irregularities

According to [6, p. 63], many election o cials prefer to avoid careful scruny
of the election process because the likelihood of irregutas being exposed
increases. Such an attitude is somewhat dubious. Even thduglection
o cials often have limited resources, it is important that both voters and
candidates can trust election o cials to do everything withn their power to
ensure that irregularities and election fraud are detectedif evidence exists
suggesting that election o cials have neglected indicatios of irregularities,
or not collected the necessary information to prove the cactness of an
election, the public's trust in the election will decrease.

An electronic election is an irreproducible eventsf)]. In other words, it
is impossible to reconstruct what exactly happened when daballot were
cast. This makes it often dicult to determine the impact of discovered
irregularities in e-voting systems. Most attacks on papdrased elections do
not scale very well|in electronic elections they do [/3.

Examples of irregularities with unknown impact may be repds of mal-
ware on voters' computers changing the voters' ballots, origtovering an
anonymous web site buying votes. It is di cult to determine how widespread
the malware is, and it may be impossible to determine if voteuyers man-
aged to in uence the election result. There is no easy answean how to react
to irregularities like this. However, it is important to consider such scenarios
before deploying an e-voting system.
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Trust by User Involvement

Trust but verify.
Ronald Reagan

In most traditional paper-based elections the voters casheir votes and
hope the votes will be included|unaltered|in the naltally . Trustin paper-
based election systems is often based on layman control, émeéndent election
observers, and the fact that the election procedure is reiaely transparent
and easy to understand. This is not the situation for most eeting systems.
An e-voting system is often too complicated to understand foa regular
voter, and layman control becomes dicult. This Chapter presents some
techniques and protocols that can be used to verify criticgbarts of the
voting and tabulation phases in an e-voting system.

5.1 Is disclosure of source code a key factor
for free and fair elections?

Election systems where source code for the computer systeused to cast,
receive, process, and tabulate the votes are not disclosadg often referred to
asblack box voting systemdAdida [74] states that it is an important principle

to not count votes in secret. He argues that using proprietgrsoftware, with

undisclosed source code, means counting votes in secret.

Many leading e-voting suppliers do not share much informatn about how
their system works [5]. Especially, they do not disclose their source code
[44]. The Norwegian E-vote 2011 project has made an important dision
by demanding that the software vendor delivering the e-vatig system must
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make the source code publicly available. Disclosing source code sends an
important signal about openness and transparency. Howeyenost voters do
not have the necessary skills to make a quali ed opinion abbthe system's
suitability as an election system by looking at the source de. It is therefore
important to ensure that groups of competent people make anoegt to verify
the quality of the source code.

According to Arce [76, p. 10], the CTO of Core Security Technologies:

\Reliable software does what it is supposed to do. Secure wadre
does what it is supposed to do, and nothing else."

It is crucial that an electronic election system does what its supposed
to do, and nothing else. Even though all source code for thesetion system
is made publicly available for inspection, we still have twanajor challenges
to overcome before we can conclude that the software is sex@nough to be
used for election purposes. First, how does one proceed imarto verify
that the software \does what it is supposed to do, and nothinglse"? Second,
how can one verify that the software in the di erent electioncomponents are
based on the source code that is made publicly available?

5.1.1 Analyzing the source code

Reviewing source code is a di cult task. It can be done autontaly, or man-
ually. One example of automatic code reviews &atic code analysis Static
code analysis reviews the source code based on prede neasuf6. Doing
static code analysis is important, but this is rst and forenost an approach
to nd bugs and to some degree security aws|not to detect malicious code
that is added to the source deliberately.

A manual code review can be done in an e ort to detect malici@ucode
or unwanted system behavior. This requires that the sourceode is easy to
read and well documented. Manual code review of complex sgsts, like an
e-voting system, is likely to be very time-consuming and hdr According to
Rubin, a manual code review is hard or almost infeasiblé4, p. 240]:

\If a graduate student in computer science can hide bugs in e+
line programs that can fool ten other grad students and two sér
researchers, imagine what professional programmers cadénin
fty thousand lines of code.”

INote that this demand does not apply to the software used to san paper ballots, nor
the authentication mechanism used to authenticate the votes.
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5.1.2 Which code is actually running?

A suggested solution to the second challenge|how to decide ether or not
the software in use on the election server di ers from the soce code that
is made publicly available|is to compute a hash of the compiéd code once
it is veri ed and approved [44]. By generating a new hash of the installed
compiled code at a later point in time, election o cials and déection observers
can compare the new hash to the one created at the point of ajgpal. If the
hashes are equal, they can conclude that it is the approvedrnopiled code
that is actually running on the election server. This soundBke a reasonable
solution, but have some practical disadvantages. First, #hvoters are not
able to verify the hashes because they do not have access te tompiled
code running on the server. Hence, the voters must trust théeetion o cial
and the election observers. Second, in an remote e-votings®m most voters
are not capable of verifying the integrity of the voting cliat.

5.1.3 Transparency builds trust

Making the source code for e-voting systems publicly avallke, and inviting

voters, candidates, and researchers to inspect the code,r& and foremost

an important means for building trust. Kitcat [75] argues that disclosing
source code does not solve (what he calls) \the fundamentdiatlenges that
e-voting presents”. Adida [7] argues that veri cation of election integrity is

more important than disclosure of source code. If the softw& vendor can
prove that the election result is correct, then it is subordiate if they used
proprietary software to calculate the result.

5.2 Code voting

So far, this thesis has mainly focused on voters' trust in elgon o cials
and the e-voting system. Voting in an uncontrolled environment (via per-
sonal computers at home) brings in another important trust spect|can the
voters trust their own computer as a voting client? Malware l(ke viruses
and trojans) infect many computers. It is not unlikely that sme adversaries
create malware that can a ect the voting process. This unwaad program
snippet does not disturb the voter, but when the voter castsib vote the mal-
ware changes the content of the ballot into something else.h& voter gets
no indications that something is wrong, but the vote recodedn the server
is not in accordance with the voter's intention. At worst, sh malware can
change the outcome of an election. Furthermore, key loggeis malware
capturing the voters' computer screen, may infringe privac
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A technique calledcode voting (or pre-encrypted ballots), is a counter-
measure against unsecure voting clientsg, 79. Ahead of the election, voting
cards are distributed to the voters. On the voting cards, e&cvoting option
(i.e. each political party or candidate) is assigned a rando code (see Figure
5.1). All voters will receive a set of personal codes. For exanaplthe code
corresponding to \Party A" will be di erent for two di erent voters.

"#$5%&'()*+',-.$/0 "#$%&'()*+','3"4
142 I'H$96&'("+0 1)4#2 IH$%&("+0
I"HS%8! 0%+, I"H$%&! *(*,50
IHS%E. +-0(* I"H$%68.. o(//0,
I"#$%6&1 2¥)%) I"#$%&1 +20,4/
I"4$%6&.3 0+*y/ I"#$%68:3 e
444 444 444 444

Figure 5.1: Example of voting cards.

In order to cast a vote, the voter submits a code from the voto card
corresponding to the party or the candidate the voter wantsd vote for.
An eavesdropper will not be able to determine the voter's clae, unless the
eavesdropper has a copy of the voter's voting card.

5.2.1 \Veri cation codes

Even if an adversary is unable to determine the content of a ter's ballot,
the adversary still has the opportunity (via malware or by ating as a man-
in-the middle) to delete the vote before it reaches the elaonh server. A
countermeasure against this kind of DoS attack is to extendhé code voting
protocol to also include a set of veri cation codes. Once thelection server
receives a vote, the server sends a veri cation code back toetvoter. The
voter checks that the veri cation code he received from thelection server
matches the veri cation code printed on his voting card. Theeception of
a wrong Vveri cation code indicates that the vote has been cimged during
transfer to the election server. If no veri cation code is reeived, the voter
can assume that the vote did not reach the election server ali.a

In [80], Ansper et al. discuss di erent approaches for deliveringeri cation
codes to the voters. They suggest using an out-of-band charike mobile
phones and SMSs for sending out veri cation codes. Studiese shown
that SMS is not a perfectly reliable channel 1], and SMS is vulnerable
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to a wide range of di erent attacks like spoo ng attacks, andDoS-attacks

[87]. Appendix B presents an evaluation oEncap, a system developed for
transmitting codes (for example one-time passwords) to aeiss mobile phone
in a secure way. The evaluation was published iR J].

5.2.2 Code generating and distribution

Generation and distribution of voting cards is one of the ciical parts of the
code voting protocol. First, the codes must have a su cienténgth to ensure
that an adversary is unlikely to guess the correct code for aapty. Oppliger
[79] concludes that a four decimal digit code is enough to both rka the
code hard to guess, and add some redundancy (i.e. a checksumhe code
in order to detect errors. Second, the voting cards must be merated in a
\secure environment". It must be infeasible for an adversgrto reconstruct a
voter's voting codes, or obtain a copy of the voters' votingards. Finally, it
is recommended that voting cards are distributed to the vots via a trusted
\out-of-band" channel, for example via postal mail. If the st of voting codes
is distributed directly to the voters' computers, maliciots software can obtain
the codes, and both determine and change the content of thetecs' votes
before they are sent to the election server.
Oppliger [79) suggests that a keyed one-way hash function, also known as

a message authentication code (MAC), can be used to generdbe voting
codes. Inputs to the hash function are the stringl (a concatenation of the
reference number for the vote and the voting card's ID), andie candidate (or
party) C;. For example, the voting codeV C for candidate C;, is computed
by the following hash, truncated to 10 bits,

VG = (MACk(M kCi))lo;

wherek denotes concatenation. The encryption kel for the MAC func-
tion is kept secret (for example inside a tamper-resistantandware module),
such that only the election server has access to the key.

5.2.3 Counting code votes

How the votes are tallied in a code voting system depends mugpon on how
the codes are generated. In order to count the votes from Ojper's protocol,
the tabulation server re-computes the possible voting cosléor each voter and
compares the voter's values with the code in the received ot Due to this
scheme, protecting the correlation between the voters antigir voting cards
is tremendously important. Malicious election o cials may compromise the
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voters' privacy if they manage to trace the voting card ref@mce back to the
voter, and at the same time get access to the encryption key.

5.2.4 Analysis of proposed verication code protocol
for the Norwegian e-voting project

Unsecure voting clients is a major concern for the Norwegidg-vote 2011
project. A code voting based solution was discarded early the acquiring
process due to bad usability. However, all tenderers weregad to imple-
ment solutions that included some sort of veri cation codesA \veri cation-
only" solution gives the voters the opportunity to verify that their votes have
reached the election server unaltered. Thus, malware capiog the voters'
computer screens can only compromise the voters' privacy.

In this section we will discuss some aspects of a veri catimode scheme,
proposed by the Estonian company Cybernetica AS in collabation with the
Norwegian company Computas ASS].2

The voting protocol takes place between the voter, and threservers: the
vote collector server (VC), the messenger server (MS), antig tabulation
server (TS). Ahead of the election, each voter receives a waj card with a
set of veri cation codes. In addition, two pairs of asymmeic cryptographic
keys are established: one for MS and one for TS. The protocadsames
that all voters are members of an existing Public Key Infrasticture (PKI),
and are able to encrypt and digitally sign their ballots. Themain steps of
the protocol are summarized in Figures.2 Here follows a more detailed
explanation:

1. The voter encrypts two copies of his vote, one encrypted thithe MS's
public key and one encrypted with the TS's public key.

2. The voter generates a non-interactive zero-knowledge I@K) proof,
proving that the two encrypted votes correspond to the sameadidate,
and that the encrypted votes correspond to a valid candidate

3. Finally, the voter digitally signs the encrypted votes ad the NIZK
proof, and sends the signed votes and the NIZK proof to the VC.

4. When the VC receives the votes from the voter, it veri es th signatures
and the NIZK proof. If the veri cation succeeds, the VC stors the vote
encrypted with the TS's public key, and initiates a proxy ohlvious
transfer (POT) protocol with the MS

2The tabulation process is not described in $4] and will not be considered here.
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Veribcation Code Protocol

° Vote (e") encrypted with
the MS's public key
Voter Vote Collector
Vote (e) encrypted with Server
the TS's public key

— 1 Vote Collector Server  |———
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Figure 5.2: Overview of proposed veri cation code protocol. In step B te VC uses
the voter's veri cation codes, the MS's public key, and the ote encrypted with the
MS's public key as input to the functionf, to compute a list of randomly ordered
ciptetexts r. Furthermore, the VC sendsr to the MS. In step C the MS uses his
private key andr as input to the function f, to compute the correct veri cation
code for the vote, which is sent to the voter's mobile phone.
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5. The purpose of using POT is to make the MS able to calculatée
correct veri cation code, and send it to the voter, without decrypting
the voter's ballot. The VC knows the set of veri cation codeghat is
given to each voter but is unable to determine which code tottgn to
the voter, because the VC cannot decrypt the votes.

In the rst step of POT, the VC computes a list of randomly ordeed
ciphertexts r. The function f,, which is used to generate, takes the
received vote encrypted with the MS's public key, the votes' set of
veri cation codes, and the MS's public key as input. The VC sedsr
to the MS. See §4] for further details regarding the POT protocol.

6. The MS useg and the MS's private key as input to the functionf,.
The output from f, is a list of numerical values. One of the numerical
values in the output di ers from the rest by being very small. This
smallest value is the verication code for the vote. The MS sals
the veri cation code to the voter, e.g., via an out-of-band lsannel like
SMS. Note that the MS does not receive neither the encryptedies,
nor information that makes it possible for the MS to determie which
veri cation code that belongs to which candidate.

7. Finally the VC signs all received votes encrypted with th&S" public
key, and sends them to the TS for tabulation.

This protocol seems to be robust against threats (for exanglinsiders)
with access to only a limited part of the system, like one of # central
servers. On the other hand, if a threat is able to take contraver a number of
important system components, several attacks become pdssi For example,
if a threat controls both the VC and the MS (i.e. the threat hasaccess to the
encrypted votes and the MS's private key), or a threat in combl of the MS's
private key is able to eavesdrop on the communication betweehe voters
and the VC, the threat can decrypt the voters' ballots. Simérly, if a threat
controls both the voting client and the service sending outhie veri cation
codes, he can insert a forged ballot on behalf of the voter, édmliscard the
veri cation code. Because the veri cation code for the forgd ballot never
reaches the voter, the voter will not notice anything. A vensn of this attack
is described by Gj steen in §5, Section 2].

The Norwegian e-vote 2011 project will use a di erent votingprotocol
with similar properties to the ones described here3f]. Instead of using a
POT protocol, the Norwegian system will share the electiog’ private key
between the di erent election servers. The TS gets the kesy, the VC gets
a,, and the MS getsaz. The keys are related as; + a, az (mod q),
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whereq is a big prime number. Details about how the veri cation codg are
generated can be found inc[.

A threat with access to both the VC's and the MS's private keywill be
able to reconstruct the TS's private key, and decrypt voterdallots. To mit-
igate this possible attack, the Norwegian e-voting projegtlans to physically
separate the MS and the VC. Furthermore, the two servers wible operated
by di erent sets of individuals, and no single individual ca access any of the
servers alone.

5.2.5 Code voting and trust

The main advantage of an election system based on code votiaghat voters
can use untrusted computers to cast their votes. On the othdnand, if
the voters' main untrust (or distrust) is directed against dection o cials in
charge of the election servers, code voting is not the rightay to go.

5.3 End-to-end veri cation

In an end-to-end veri cation voting system two di erent properties are im-
portant: personal veri ability and universal veri ability (rst introduced in
Section 2.1.1). Personal veri ability is achieved when ewg voter can verify
that his vote was recorded and counted in accordance with histention. In
an election system that supports universal veri ability, eeryone can verify
that all cast votes were properly counted.

A standard code voting protocol with veri cation codes sas es these
properties to some extent. The veri cation codes allows thegoter to verify
that the vote was recorded as intended, but he is unable to vér that the
vote was included in the tally. Universal veri ability is not o ered in any of
the code voting protocols described above.

A lot of research on end-to-end veri able e-voting systemsawe been done
during the past decade, and several voting protocols and wog systems have
been proposed (see for exampled 87, 88, 89, 90]).

Common for all these di erent voting protocols is that everyvoter gets
some sort of receipt after he has cast his vote. When the eliect is closed
and the tabulation phase over, the election o cials publishnformation about
the tabulation process. First, information proving that al cast ballots have
been properly counted is published. Second, some infornmatiabout each
counted ballot is published. By publishing information abat each ballot,
the voters can use their receipt to verify that their ballot s included in the
tabulation.
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The main problem with end-to-end veri cation is how to protect against
coercion and vote selling. If a voter can use his receipt torfg that his
vote was included in the tally, so can the coercer. For this ason, Adida
concludes that Helios, an e-voting system o ering end-tore veri cation,
is suitable only for \low-coercion elections" like studenigovernments, local
clubs, and online groupsd9.

5.3.1 Desired properties for ballot receipts

First of all, the receipt should give the voter con dence thahis vote was
counted. Besides cryptography, usability must be carefyllconsidered when
designing the receipts in order to ful ll this property. If the procedure for
checking the receipts is badly designed, voters may becommeartain whether
or not their votes were counted. Second, the voter should nbe able to use
the receipt to prove which party he voted for. Third, voters Bould not be
able to generate fake receipts. If it is possible for a votep tpresent a fake
receipt, and then claim that his vote was not included in thedlly, he may
be able to cast doubt on the entire election result.

5.3.2 Novel receipt protocol

Recently, Raddum P1] has proposed a novel end-to-end voting protocol. The
protocol's main goal is to ful ll the properties for ballot receipts listed in the
previous section, i.e., o er a high degree of personal veaibility and universal
veri ability. The protocol uses the ElIGamal public key cryposystem pPZ] to
encrypt the ballots.

In ElIGamal, a multiplicative group G of prime order q generated byg
is constructed. A secret keyx 2 Z, is chosen at random. The public key
k = g* is published together withg and g. To encrypt a plaintext m into
the ciphertext (a; b, a random parameterr is chosen. Encryption is done by
calculating (a;b = ( mk"; g"). Decryption is done by calculatingm = ab *.

One of the properties of ElIGamal is that a given ciphertextg; b =
(mk"; g") can be re-encrypted into & ) by generating @ ) = (ak®; bgf) =
(mk"*s; g"*3). Decryption can still be done in one step, and anyone knowgrs
can prove that @% 1) is a re-encryption of @; b by running a zero-knowledge
proof.

Raddum's protocol takes place between the voter, a vote cetitor server
(VC), and a tabulation server (TS). The protocol assumes thaall voters are
members of an existing PKI, and are able to encrypt and digitly sign their
ballots. The main steps of the protocol are summarized belowhe receipt
generation and the tabulation phases is depicted in Figurg3.
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. The voter, with voter ID V,p, encrypts his ballotb by using EIGamal
and the election's public key p; g;K) :

Ex(b) = (bK;g')

. The voter generates a timestamp, or preferably, receives a timestamp
from a trusted server.

. Finally, the voter cast his vote by sending the encrypted dilot, the
timestamp, his voter ID, and a signature of the encrypted b&it and
the timestamp, to the VC: Ex(b);t; Vip ; Sigp (Ex(b) k t). Voters are
allowed to cast multiple votes by repeating these three stepbut only
the last vote cast will be counted.

. The VC stores all received votes in a tablé&.

. When the voting phase is over, the VC sorts and re-encrypédl received
votes. During this process the last received vote form evewpter is re-
encrypted and stored in a tableR. All other votes are re-encrypted
and stored in a tableS.

. The VC publishes the set of encrypted ballots it and the re-encrypted
ballots in R and S. Voter IDs, signatures, and timestamps for the
encrypted and the re-encrypted ballots are not published.

. The re-encrypted ballots listed inR act as receipts. For each voter,
the VC sends a digitally signed copy of the voter's re-encrygd ballot
stored in R to the voter. E-mail or SMS can be used to distribute the
receipts.

. When the voter receives the receipt, he can check that hisaeipt is
listed in R.

. Finally, the re-encrypted ballots stored irR are sent to the TS. Because
the VC knows which re-encrypted ballot belongs to which vote the
ballots are sent through a mix-net before they are decrypted The
mix-net removes any correlation between the voters and thelbots.

Coercion resistance and veri ability

Note that in the protocol described above, the voters do noteceive their
receipts before the voting phase is over. The purpose of semga receipt to
a voter, is to give the voter con dence that one of his cast ves is listed in
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( )\ The re-encrypted vote
is sent to the voter
as a receipt
B —— U Voter
>

— N

h MIX-net

D
i— 3 ———o
Ex(0), t, Vip, Sigip(E,(B) I 1) ) Web Server
——
Votes for
counting
MIX Server 1 MIX Server 2 MIX Server n Tabulation
) Server

Figure 5.3: Overview of the receipt generation and tabulation phases. |Areceived
votes, stored in list T are re-encrypted and divided into the two listsR and S. List

R contains the votes that shall be counted. Each voter receisea copy of his re-
encrypted vote, stored inR. The re-encrypted votes inR are sent through a Mix-net
before they tabulated on the TS.

R. A coercer cannot check whether the voter has cast a new votiea being
coerced, because the receipt does not reveal any informatiabout which
vote from T VC has included inR.

However, a dishonest VC can cheat in many di erent ways. VC cafor
example put all votes from one voter irS, or put a vote that is not the most
recent one inR. So how can a voter be sure that his receipt is a re-encryption
of his most recently cast vote? A solution is to use a set of tsted auditors
to verify that VC behaves correctly. Based on timestamps, ghatures and
voter IDs, the auditors can identify the votes inT that should be placed inR.
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5.4. Does end-to-end veri cation increase the voters' leivef trust?

All mixing nodes in the mix-net betweenR and TS can produce universally
veri able proofs of correctness. Thus, if the voters trust e auditors, the
remaining part of the mixing and decryption procedure can beeri ed and
trusted. Readers interested in veri able mix-nets are refeed to [93, 94, 95].

Because the voters have to trust the auditors, Raddum's protol is a
trade-o between coercion resistance and universal veritality. However, the
protocol de nes clearly what the auditors must control to vefy the elections
integrity. And the protocol is rather easy to explain|which is important to
build trust.

Suggested improvements

As mentioned earlier in this Chapter, usability must be condered when
designing a voting protocol with receipts. The main usabty drawback of

Raddum's protocol is that the receipts (i.e. a re-encryptetallot represented
as a hexadecimal value) are sent back to the voters via e-mail SMS. First,

e-mail and SMS are not perfectly reliable channels. It is iy that some
voters will not receive their receipts. Second, the proces$ checking that a
speci ¢ hexadecimal value is stored ilR may be too complicated for many
voters.

A simple improvement is to assign a reference number to eagiencrypted
ballot, and send both the re-encrypted ballot and the refereee number to
the voter. The voter can then easily search for the referenceimber in R
and compare the re-encrypted ballot published iR to the copy he received.

A better solution is to post the voters' IDs next to the re-encgypted
ballots in R, and not send a re-encrypted copy of the voter's ballot baclot
the voter. A voter who wants to check that one of his cast balts is listed
in R, can search for his voter ID. Moreover, by using this solutig every
voter can verify that the re-encrypted ballots stored inR is assigned with
di erent voter IDs. The encrypted and re-encrypted ballotsstored in T and
S will still be published without voter IDs. Voters have to ke@ their voter
IDs secret if they do not want to disclose whether they have t&d in the
election.

5.4 Does end-to-end veri cation increase the
voters' level of trust?
Election systems o ering end-to-end veri cation are not wilely used today.

In 2009 the Universie catholique de Louvain elected its msident using the
e-voting system Helios 46], and Princeton University used Helios for their
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undergrad government election in 2009. In November 2009, ethvoters in
Takoma Park in Maryland,® elected mayor and city council with a system
called Scantegrityll 7.4

The main focus in these elections has been on technical détike prov-
ing the correctness' of the election results. Thus, more e=rch have to be
done before we can draw any conclusions about how end-to-eveti able
elections in uence the voters' level of trust.

5.4.1 Complex election systems

Several veri able voting protocols publish all decrypted bllots after the elec-
tion [9(]. Making the ballots publicly available seems ne for eleadns where
the voters chooses one out af possible options. In some elections, publish-
ing all ballots may be impossible due to the problem of coeari and vote
selling Pg. For example, in Norwegian municipality elections, a votecan
add candidates form other party lists to his ballot 9. The voter is also able
to reorder the listed candidates on the ballot. If a vote buye or a coercer,
dictates a special combination of write-in candidates and special reordering
of candidates, it will be possible identify the voter's bafit after the election.
Further research has to be done in designing user-friendipceto-end veri -
able e-voting systems for these complex election systems.

Shttp://www.scantegrity.org/takoma/
4Scantegrityll is a paper-based voting system o ering end-b-end veri cation.

62



Chapter

Summary and Conclusions

The ignorance of one voter in a democracy impairs the secwriof all
[John F. Kennedy

6.1 Summary

A necessary requirement for free and fair elections is thaoters, candidates,
and election o cials trust the e-voting system in use. As paited out in
Chapter 1, trust is situational and varies over time. Buildhg and preserving
trust in an e-voting system must therefore be a continually mgoing process.
Roughly, this process can be divided into two phases. Phaseeds building
trust in the e-voting system before it is deployed, and phasao consists of
building (or preserving) trust in the system (and the electn result) during
and after an election. In this thesis, we have studied both @ises in depth.

Chapter 2 focused on the importance of stating high-levelon-functional
security and privacy requirements during the rst phase. Tle purpose of
these non-functional requirements is twofold. First, emp@sizing security
and privacy requirements especially relevant for e-votingystems is impor-
tant for building trust in a system. We argued that it is crucial to achieve
public acceptance of the selected non-functional requiremts early in the
development process. If this is not possible, it is more likethat the process
of developing an e-voting system will fail at a later stage. égond, stating
well-de ned requirements makes it easier for stakeholdets discuss and de-
velop low-level, technical requirements for a particulamiplementation of an
e-voting system.
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Chapter 6. Summary and Conclusions

Furthermore, Chapter 2 also presented a technique for anaing an e-
voting system based on the selected security and privacy teggments. Chap-
ter 3 then applied this analysis technique to the e-voting sgem used during
the 2009 rectorial election at the University of Bergen (UiR The results of
the analysis clearly shows why it is important to analyze an-eoting system
beforeit is deployed.

Both Chapters 3 and 4, describing how UiB's election board haled the
situation when an entire election system was put into doubtillustrate the
importance of maintaining trust during phase two. Suspicio of an improper
election result is likely to decrease the voters' level of ust. Chapter 4
discussed the importance of gathering necessary infornati to support a
forensic analysis of an election. It is also important thatlection o cials and
system operators are capable of detecting fraud and irreguities themselves.
Di erent techniques for detecting indications of fraud andbther irregularities
in an e-voting system were also explored in Chapter 4.

Using proprietary software with undisclosed source code tast and count
votes is a controversial topic. Chapter 5 discussed the imgiance of disclos-
ing source code for an e-voting system to build trust.

Usually, a voter's role in an election is completed once thealiot is cast.
Chapter 5 presented some e-voting protocols where the vataran verify that
their ballots are included in the tabulation phase. Especily, a novel coercion
resistant voting protocol was described in Section 5.3.2. his new voting
protocol makes it possible for voters to verify that their vees are included in
the tabulation phase, and election auditors can verify thearrectness of the
election result. Finally, some usability improvements to ie protocol were
suggested.

6.2 Conclusions

While it is impossible to build a 100 % secure computer systef#], it is pos-
sible to build a system that can be highly trusted by most sta&holders. The
most important discovery made while working on this thesissithat building
trust in an e-voting system is not only a matter of building a god e-voting
system with a well designed user interface and reliable vog protocols|it
is rst and foremost a matter of providing trustworthy infor mation to all
stakeholders about the election system and its behavior loe€é, during, and
after an election.

Providing trustworthy information is especially importart if irregularities
or abnormal situations occur. Information must be gathereth order to make
it possible to explain why a problem occurred, and determinigne dimension
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of the problem. Because an election is an irreproducible ewesuch infor-
mation must be gathered throughout the entire election phas Starting to
gather the information needed for an investigation after t fact is usually
too late.

6.3 Further Work

We believe that voters are likely to have a high degree of trus an election
result if they are involved in the later phases of the electig as in the case
for the protocols described in Chapter 5. So far these votingrotocols are
not widely used. It is therefore di cult to determine the e e ct these voting
protocols will have on voters' level of trust in di erent types of elections. A
topic for further research could therefore be to explore thiassumption. Fur-
thermore, researches have until now mainly focused on theckmical details
of these protocols. Improving the usability of end-to-enderi able e-voting
protocols has yet to be done.

Researchers working with e-voting systems that facilitagevoting in an
uncontrolled environment should try to develop new counteneasures against
coercion and vote selling. The ability to re-vote electrooally or re-vote on
paper, such as in the Norwegian and the Estonian e-voting $gms, are not
suitable for all elections. This countermeasure may also alken over time,
especially if the popularity of e-voting cause a reductionf@olling stations
where voters can cast their paper ballots.

Finally, the E-vote 2011 project in Norway may potentially gve research-
ers an unique opportunity to study di erent aspects of e-vahg in an un-
controlled environment. According to the project's work deedule, three
non-binding Internet elections are about to be held in threai erent mu-
nicipalities in 2010 Here, it would be interesting to study how voters and
election o cials behave if they are exposed to attacks durig an election.
Based on results from such research, election o cials coulde trained to
better handle real attacks and irregularities in the system

Lhttp://www.regjeringen.no/upload/KRD/Prosjekter/e-v alg/Tidslinje  _evalg.pdf
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Appendix l \

Evidence Gathering in an E-voting
System

An electronic election is an irreproducible eventsf]. To support audits and
forensics, evidence must be gathered before, during, andeafthe election.
This appendix suggests which data to collect for remote et#og systems.
The list of data was motivated by Ernst & Young's investigaton of the rec-
torial election at UiB and the overviews in §] and [51].

A.1 Data to collect before the election

System description

Any e-voting system should have a detailed system descripti. This will
make it possible for auditors to verify that the e-voting syem in use complies
with its description.

Record of all e-voting personnel

One should maintain a record of all individuals with accessotany part of
the e-voting system. This includes both individuals with plsical access to
hardware, and individuals with access to software and datakes. The record
must keep track of when and where each individual had accessthe system,
which parts of the system the individual had access to and whsuch access
was given.
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Logging of system activity

Logs recording system activity, before, during, and afterhe election must
be established.

Physical security

How election equipments are physically secured, and how pa¢s for access
control are being enforced, should be documented.

Inventory of all hardware

All hardware equipments included in the e-voting system slud be described
with name of the vendor, serial number, time and date of purese, and
source of delivery.

Inventory of all software

All election speci ¢ software, as well as operating systenasd other software
installed on the election systems' hardware, should be sped. The inven-

tory should be as detailed as possible, specifying vendoksjild numbers,
and version numbers.

Con guration settings

When new hardware and software are installed, all initial coguration set-
tings should be recorded. All succeeding changes in con @tion settings
should be documented and explained.

Hardware and software updates

Log all updates, replacements, and changes to hardware gmuint and soft-
ware after the point of installation. This applies to both eéction specic
software, as well as for operating systems and other softwainstalled on
the hardware in use. One should also document which individls deployed
the update, and which individuals requested the update. Pferably, the
motivation for all updates should be explained.

Test results

All parts of the election system should be tested for accurp@nd usability
before the election. Every test should be documented. The daomentation
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should include a description of which parts of the system thaare tested,
the type of tests carried out, a description of test data usedand problems
observed during testing.

Training sessions

It is recommended that all training of election personnel ilbbgged and docu-
mented. If a problem classi ed as misfeasance occurs duritige election, it
may be useful to check if improper training caused the probie

Changes to the electoral roll

Tampering with the electoral roll is a potential source for lection fraud.

For example, by adding fake identities to the electoral rgllan adversary
may vote multiple times. Thus, all changes to the electoralotl (before and
during the election) should be logged. The log must contaimformation

about the individuals who requested and performed the chaagas well as
documentation justifying the change.

Generating encryption keys

Most e-voting protocols use some kind of encryption scheme éncrypt the
votes. Routines for generating encryption (and decryptignkeys, and the
actual process of generating these keys, should be docuneeint

A.2 Data to collect during the election

Opening and closing of the voting phase

Necessary information to verify that the voting phase was agmed and closed
in accordance with prede ned routines should be collected.

Voter behavior

Di erent statistics about voters' behavior during the ele¢ion may be col-
lected. However, it is extremely important that the collecéd information do
not violate the voters' privacy. It is natural record the time and date of each
cast vote. It is also a good idea to log the number of votes casom the
same computer.

An overview showing the number of voters who voted multipleimnes can
be created, if the election systems allow voters to cast migte votes. On
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the other hand, publicly disclosingwhich votersvoted multiple times, is not
recommended. A coercer can use such information to verifyatvoters voted
in accordance with his intensions.

System performance

All hardware and software failures during the election musbe documented
with exact time and date, and preferably a description of theystem's state.
Especially, undocumented system behavior or error messagshould be re-
corded, even if they occur only once. All unexpected decreasin system
performance during the election, as well as system compotsgeacting unre-
sponsive, must be documented. Preferably, election systershould not be
patched during the voting phase. However, deployment of ggsn changes,
in order to correct any problems, should be well documented.

A.3 Data to collect after the election

Tabulation procedure

The tabulation process is a critical phase in all electiondetailed informa-
tion must be recorded to make auditors able to verify that thetabulation
process was conducted in accordance with prede ned procees.

Some voting protocols produce mathematical proofs that came used to
verify the integrity of the tabulation process. Examples osuch protocols are
presented in Chapter 5.

Failures during the tabulation

Discrepancy in vote totals, or failures in equipment used facounting the
votes should be documented.

Election results

Overviews of election results should distinguish betweerarty votes, absen-
tee votes, and votes cast on election day. An overview shouddso provide
detailed statistics about ballot corrections. In other wads, all numbers used
to calculate the nal result must be made available.
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Invalid ballots

A well-designed user interface in the voting client should amage to prevent
voters from casting invalid ballots. However, invalid bahts may occur due
to technical problems, or hacking attempts, and must be doawented.

Test results

It is recommended that the election system is tested for acacy after the
election. Documentation of post-election tests must be madn accordance
with pre-election tests in order to simplify comparison.
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Security Analysis of Mobile Phones
Used as OTP Generators

The Norwegian company Encap has developed protocols enaglindividuals
to use their mobile phones as one-time password (OTP) gentms. The
following paper presents an analysis of three of Encap's pocols, and a
system-level test of an online bank utilizing Encap's solign. The paper
suggests some countermeasures to thwart the vulnerabii§ discovered in
the analyses.

A short-version of this paper was presented at the Workshom ilnfor-
mation Security Theory and Practices (WISTP 10), Passau, Gmany, April
12-14 B3).
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